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Indoor localization has become popular in recent years due to the increasing need of location-based services

in mobile cyber-physical systems (CPS). The massive deployment of light emitting diodes (LEDs) further

promotes the indoor localization using visual light. As a key enabling technique for mobile CPS, accurate

indoor localization based on visual light communication remains nontrivial due to various non-idealities

such as attenuation induced by unexpected obstacles. The anomalies of localization can potentially reduce

the dependability of location-based services. In this article, we develop a novel indoor localization framework

based on relative received signal strength. Most importantly, an efficient method is derived from the triangle

inequality to automatically detect the abnormal LED lamps that are blocked by obstacles. These LED lamps are

then ignored by our localization algorithm so that they do not bias the localization results, which improves

the dependability of our localization framework. As demonstrated by the simulation results, the proposed

techniques can achieve superior accuracy over the conventional approaches, especially when there exist

abnormal LED lamps.

CCS Concepts: • Computer systems organization → Embedded systems; Redundancy; Robotics; • Net-

works → Network reliability;

Additional Key Words and Phrases: Visual light based indoor localization, mobile cyber-physical systems,

dependability, triangle inequality, relative received signal strength

ACM Reference format:

Yang Liu, Xiaoming Chen, Dileep Kadambi, Ajinkya Bari, Xin Li, Shiyan Hu, and Pingqiang Zhou. 2018.

Dependable Visual Light-Based Indoor Localization with Automatic Anomaly Detection for Location-Based

Service of Mobile Cyber-Physical Systems. ACM Trans. Cyber-Phys. Syst. 3, 1, Article 5 (August 2018), 17

pages.

https://doi.org/10.1145/3162051

Authors’ addresses: Y. Liu, D. Kadambi, A. Bari, and X. Li, Department of Electrical and Computer Engineering, Carnegie

Mellon University, Pittsburgh, PA, 15213; emails: {yangl5, dkadambi, abari}@andrew.cmu.edu, xinli@cmu.edu; X. Chen,

State Key Laboratory of Computer Architecture, Institue of Computing Technology, Chinese Academy of Science, Haid-

ian District, Beijing, China, 100190; email: chenxiaoming@ict.ac.cn; S. Hu (corresponding author), Department of Elec-

trical and Computer Engineering, Michigan Technological University, Houghton, MI, 49931; email: shiyan@mtu.edu;

P. Zhou, School of Information Science and Technology, Shanghai Tech University, Shanghai, China, 201210; email:

zhoupq@shanghaitech.edu.cn.

Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee

provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and

the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored.

Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires

prior specific permission and/or a fee. Request permissions from permissions@acm.org.

© 2018 Association for Computing Machinery.

2378-962X/2018/08-ART5 $15.00

https://doi.org/10.1145/3162051

ACM Transactions on Cyber-Physical Systems, Vol. 3, No. 1, Article 5. Publication date: August 2018.

https://doi.org/10.1145/3162051
https://doi.org/10.1145/3162051


5:2 Y. Liu et al.

1 INTRODUCTION

Location-based services have gained significant attention in recent years due to the intensive de-

ployment of smart devices such as smartphones and tablets. These smart devices are connected

to application servers with positioning technologies to improve user experience (Ali et al. 2016).

This infrastructure can extract valuable information from the mobile device users and enable var-

ious cyber-physical systems (CPS) for emerging applications such as location-based advertising,

object tracking, patient support, and tourist guides (Lee et al. 2016; Ruppel et al. 2008; Lin et al.

2016). These applications provide the key enabling techniques for a large number of CPSs such

as smart building, where a server acts as the cyber component and the service providers act as

physical components. Taking location-based advertising as an example, a server collects location

information of many users through mobile devices such that the advertisers can deliver location-

based recommendations to the customers. In a smart building, the accuracy of outdoor localization

techniques (e.g., GPS) is limited due to the indoor environment (Ali et al. 2016). It, in turn, poses a

strong need to develop novel indoor localization techniques.

Indoor localization has been widely studied in the existing literature based on Radio Frequency

(RF) techniques such as Wi-Fi, Bluetooth, and UWB, where a large volume of research has been

conducted on Wi-Fi-based indoor localization due to the low cost (Yang and Shao 2015). Generally,

the Wi-Fi-based indoor localization techniques can be divided into four categories including

time of arrival (ToA), angle of arrival (AoA), hybrid ToA/AoA, and received signal strength

(RSS). These approaches are usually limited by the complexity of hardware, synchronization

techniques, multi-path effects and bandwidth resources if high performance is desired (Pathak

et al. 2015). In recent years, visual light communication (VLC) has gained significant popularity

due to the advantages such as high degree of spatial reuse, low hardware complexity, and large

availability in the indoor environment (Saadi et al. 2013). In contrast to RF-based localization

techniques, the VLC-based indoor localization technique can usually achieve a higher accuracy

while simultaneously maintaining a low cost. In particular, the LEDs are able to switch the

illumination at a fast rate, which leads to a high data rate of VLC using appropriate modulation

techniques (Rajagopal et al. 2014). This further facilitates the implementation of VLC-based

indoor localization and makes an LED lamp an ideal visual light landmark.

Due to the aforementioned advantages, VLC-based indoor localization has become popular and

attracted significant research interest. In Jung et al. (2011), the location is computed using the

TDoA. Similar to Wi-Fi-based localization relying on ToA, it requires extremely accurate syn-

chronization. In Vegni and Biagi (2012), a fingerprinting-based localization approach is developed,

which measures RSS and maps it to a pre-calibrated location with similar RSS. In Kail et al. (2014),

a probabilistic formulation is employed to model the interference and noise associated with the re-

ceived signal, thus improving the robustness. The localization error of Vegni and Biagi (2012) varies

from 0m to 0.8m while the error of Kail et al. (2014) is 0.81m on average. However, the technique

proposed in Kail et al. (2014) relies on a series of assumptions that are not always valid in practical

scenarios. In addition, the methodologies proposed by Vegni and Biagi (2012) and Kail et al. (2014)

require complex calibration (Jimenez et al. 2013). To tackle this problem, Kuo et al. (2014) proposes

an angle of arrival (AoA)-based localization technique. However, it does not tackle the common

vulnerability of VLC-based indoor localization, namely, an LED light can be affected by anomalies

such as unexpected obstacles and induce a large disturbance to the measurement.

For the localization using RSS, the anomaly results in an abnormal attenuation of the light

intensity. In this scenario, the localization algorithm will map the received signal to a location far

from the correct one. For the localization using TDoA, the anomaly can interfere with the phase of

radiated visual light such that the TDoA cannot be correctly computed. For the localization using

AoA, the images of LED lamps are blurred due to the anomaly, thereby degrading the localization
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accuracy. For these VLC-based localization techniques, the anomaly significantly impacts the

localization accuracy and reduces the dependability of location-based services.

In this article, an RRSS-based indoor localization framework is developed, which overcomes the

calibration difficulty of the conventional RSS-based localization techniques. Our philosophy is to

utilize the RRSS from different visual beacons to compute the relative distances from them to the

mobile device that should be localized. Based on this framework, an innovative anomaly-detection

technique is proposed using triangle inequality. As is known, if the LED lamp is blocked, the

visual LED light will suffer from additional attenuation, which results in a large error on the

measurement of relative distance. Following this philosophy, we treat the mobile device and two

LED lamps as the vertices of a triangle. If there exists a large error on the computed distances

between them, the triangle inequalities of those vertices will be violated and the corresponding

beacon will be ignored. The contributions of this article are summarized as follows.

—An RRSS-based indoor localization framework is developed, which uses the RRSSs to derive

the geometric relationship between the mobile device and LED lamps.

—Based on the aforementioned localization framework, an innovative anomaly detection

technique is proposed, using triangle inequality to determine if the visual light of an LED

lamp is associated with additional attenuation due to unexpected anomalies, which im-

proves the dependability of our localization framework.

—Simulations are conducted to evaluate the proposed localization framework with our pro-

posed anomaly detection technique. As is demonstrated by our simulation results, the

proposed techniques can achieve superior accuracy over the conventional approaches, es-

pecially when there exist abnormal LED lamps. Using the proposed anomaly detection tech-

nique, the localization error due to anomalies can be reduced by up to 97.55%.

The rest of this article is organized as follows. The preliminaries of VLC-based indoor localiza-

tion are summarized in Section 2. The concept of RRSS is introduced in Section 3. The RRSS-based

localization framework is developed in Section 4. The triangle-inequality-based anomaly detection

technique is proposed in Section 5. The performance of our proposed techniques is demonstrated

by simulation examples in Section 6. Finally, we conclude in Section 7.

2 PRELIMINARIES

When implementing VLC-based indoor localization, a user utilizes the camera of a mobile device

(e.g., a smartphone) to receive the visual light transmitted by the beacons and upload the picture

to a cloud server. The cloud server then computes the geometric relationships between the mobile

device and the beacons. Since the cloud server has the absolute coordinates of the beacons in its

database, the location of the mobile device can then be estimated. There are three major elements

in the VLC-based indoor localization technique as shown in Figure 1:

—A user to be localized, which is a mobile device with camera.

—A set of visible light beacons, whose 3D coordinates are known.

—A cloud server, which knows the information of all visual light beacons and computes the

location of the mobile device.

In the VLC-based indoor localization system, the light transmitted by each beacon is appropri-

ately modulated with its unique identification. In literature, different modulation techniques have

been investigated such as on-off keying (OOK), quadrature amplitude modulation, and discrete

multitone modulation/orthogonal frequency division multiplexing (Elgala et al. 2009). Among the

visual light transmitters, LEDs are able to switch the illumination at a fast rate, which leads to a

high data rate of modulation. Thus, LEDs are widely used as visual light beacons and they are also
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Fig. 1. A simplified localization system is shown, where the user captures the visual light transmitted by the

beacons using a mobile device with a camera and the picture is then uploaded to the cloud server to compute

the user location.

Fig. 2. A visual light beacon is modulated using the OOK protocol of 3500Hz.

deployed in this work without loss of generality. Similar to Kuo et al. (2014) and Rajagopal et al.

(2014), we modulate the light of each LED lamp using OOK such that it is rapidly switched on and

off with a fixed frequency. However, our localization technique is not limited to this modulation

protocol. In OOK, the frequency of the signal transmitted by each LED lamp is unique in order

to be distinguished. To avoid disturbance on lighting, the modulation frequency is usually over

1kHz such that the high-frequency switching is not visible to human eyes.

On the receiver side, a mobile device captures the LED light using a rolling shut camera, which

can extract the modulation of signal (Rajagopal et al. 2014). Subsequently, the images of the LED

lamps can be found on the picture using a series of image-processing techniques such as grayscale

conversion and OTSU filter (Kuo et al. 2014; Otsu 1979). Suppose that the LED lamp modulated

by a 3500Hz OOK signal is switched on every 1
3500s as shown in Figure 2; the received signal of it

on an image is shown in Figure 3.

On the cloud server, a fast Fourier transform is taken on certain pixels of the processed image.

Thus, the modulation frequencies of the LED lamps on the picture can be extracted, which are
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Fig. 3. The received signal of an LED lamp with 3500Hz OOK modulation is shown in the image.

Table 1. Notations

Notation Definition

ui Received signal of LED lamp i
si Transmitted signal of LED lamp i
hi Channel gain of LED lamp i
di Distance from mobile device to LED lamp i
d Standard distance from LED lamp to mobile device

u Received signal strength at standard distance

(x ,y, z) Coordinate of mobile device for localization

(xi ,yi , zi ) Coordinate of LED lamp i
ai Relative distance between mobile device and LED lamp i
r Ratio between absolute and relative distance

di, j Distance between LED lamps i and j
N Set of LED lamps

mapped to the corresponding LED lamp in the database. Furthermore, the geometric relationships

between the mobile device and LED lamps can be derived based on the intensity and positions of

the LED lamps on the image using RSS or AoA techniques. As the coordinate of each LED lamp is

known by the cloud server, the location of the mobile device can then be computed and reported

to the user.

There are a number of symbols used to represent the mathematical descriptions in this article.

For the convenience of reading, these symbols and the corresponding definitions are summarized

in Table 1.

3 RELATIVE DISTANCE MEASUREMENT

In literature, the VLC-based indoor localization has been investigated using TDoA (Jung et al.

2011), AoA (Kuo et al. 2014; Yoshino et al. 2008) and RSS (Rahaim et al. 2012; Kim et al. 2013).

ACM Transactions on Cyber-Physical Systems, Vol. 3, No. 1, Article 5. Publication date: August 2018.



5:6 Y. Liu et al.

These methods can also be combined to achieve higher accuracy (Sahin et al. 2015). Despite the

offered convenience, these techniques suffer from the following limitations.

—TDoA-based indoor localization usually requires a perfect synchronization to achieve high

accuracy, which may not be feasible in many practical scenarios (Wang et al. 2013).

—RSS-based indoor localization usually needs a complex calibration procedure (Kuo et al.

2014).

—AoA-based indoor localization is vulnerable to multi-path effects, which blurs the image of

the LED lamps.

In this article, we investigate the RRSS-based indoor localization using VLC. In contrast to the

previous RSS-based works, this article aims to analyze the relative strengths of the received signals

and then compute the relative distances from the mobile device to the LED lamps. Such an approach

can effectively overcome the difficulty posed by calibration. Furthermore, an innovative anomaly

detection technique is developed to make the proposed framework robust and reliable, which will

be further explained in Section 5 of this article.

To measure the RRSS, let us consider an LED lamp i , and denote si andui as the transmitted and

received signal, respectively. Thus, the received signal ui is given as

ui = hisi + ni , (1)

where hi is the channel gain and ni is the additive noise.

The channel gain hi is mainly impacted by the path loss, which depends on di , the distance from

the mobile device to the LED lamp i (Prince and Little 2012):

hi ∝ d−α
i , (2)

where α is a constant coefficient. Suppose that there are two identical LED lamps i and j whose

transmitted signal strengths are identical such that si = sj . If the noise can be ignored, the RSSs ui

and uj satisfy the following equation:

ui

uj
=

sihi

sjhj
=
hi

hj
=
d−α

i

d−α
j

, (3)

where di and dj are the distances from the mobile device to the LED lamps i and j.
To compute α , we measure a set of images S of a given LED lamp at different distances. For

each image s ∈ S, the distance from the mobile device to the LED lamp is denoted by ds .

Subsequently, we take FFT on each image and the amplitude of the received signal is computed

as us . We compute the parameter α by solving the following optimization problem:

min
α

∑
s ∈S

[
us

u
−

(
ds

d

)−α ]2

, (4)

whered is a standard distance andu is the RSS at the lengthd . The normalized signal strength us

u
is

generally referred to as relative received signal strength (RRSS). Since the problem in Equation (4)

contains a single unknown variable α , it can be easily solved by using one-dimensional linear

search (Jeter 1986).

An example is shown in Figure 4. We measure the signal amplitude of an LED lamp at four

different modulation frequencies and the distances over [60cm, 120cm]. For each LED lamp, the

standard distance is chosen as 60cm such that the distances and signal amplitudes are normalized.

The samples of RRSSs at different normalized distances are depicted in Figure 4. By solving the

optimization in Equation (4) based on these samples, the optimal value of α is α = 1.1653.
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Fig. 4. Relative received signal strengths (RRSSs) are shown with respect to relative distance for four LED

lamps.

Suppose that all LED lamps in a local area are uniformly deployed. Given the signal amplitudes

for two LED lamps ui and uj , the relative distances ai and aj are computed by

ai

aj
=
di

dj
=
u
− 1

1.1653

i

u
− 1

1.1653

j

. (5)

4 LOCALIZATION FRAMEWORK

Consider a set of LED lamps N = {1, 2, . . . ,N } as visual light beacons, where the coordinate of

the LED lamp i ∈ N is (xi ,yi , zi ). Given the image taken by the user, a cloud server maps the

modulation frequency of each LED lamp to its distinct coordinate. Using the RRSS derived from

the image, the relative distance from each LED lamp i ∈ N to the mobile device is computed as ai ,

according to Equation (5). Denote the 3D coordinate of the mobile device for localization as (x ,y, z).
Thus, the absolute distances between the LED lamps and the mobile device are proportional to the

measured relative distances, meaning that the following equation holds for any two LED lamps i
and j:

(x − xi )2 + (y − yi )2 + (z − zi )2

a2
i

=
(x − x j )

2 + (y − yj )
2 + (z − zj )

2

a2
j

,

(6)

and define that r 2 =
(x−xi )2+(y−yi )2+(z−zi )2

a2
i

. The absolute distance between the LED lamp i and the

mobile device can be computed by ai × r , where r is a scaling factor. Thus, for any i ∈ N , we have

the following equation:

(x − xi )2 + (y − yi )2 + (z − zi )2 = a2
i r

2,

∀i ∈ N .
(7)

In the ideal scenario, the coordinate of the mobile device is the solution of Equation (7). How-

ever, the measurement of relative distance is usually subject to additive noise. Instead of directly
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solving Equation (7), an optimization problem is formulated to minimize the mean-squared error

for localization, as shown in the following equation:

min
∑
i ∈N

[
(x − xi )2 + (y − yi )2 + (z − zi )2 − a2

i r
2
]2

s .t . r ≥ 0

. (8)

Note that the optimization in Equation (8) is non-convex in terms of (x ,y, z, r ), and, hence, a

globally optimal solution cannot be easily achieved. To robustly find the solution of Equation (8),

we discretize the range of (x ,y, z) and apply an exhaustive search for all possible coordinates. For

a given coordinate (x ,y, z), the optimization in Equation (8) is convex in terms of r and its optimal

value is computed by

r =

√∑
i ∈N a2

i ti∑
i ∈N a4

i

, (9)

where ti = (x − xi )2 + (y − yi )2 + (z − zi )2. The combination (x ,y, z, r ) leading to the minimum

cost function is returned as the optimal solution. The major steps for the RRSS-based localization

are summarized in Algorithm 1.

ALGORITHM 1: RRSS-Based Localization

1: Initialize the set X,Y,Z containing all possible coordinates.

2: Initializemin = in f
3: for each x ∈ X do

4: for each y ∈ Y do

5: for each z ∈ Z do

6: ti = (x − xi )2 + (y − yi )2 + (z − zi )2.

7: r =

√∑
i∈N a2

i
ti∑

i∈N a4
i

.

8: opt =
∑

i ∈N [(x − xi )2 + (y − yi )2 + (z − zi )2 − a2
i r

2]2.

9: if opt < min then

10: opt =min
11: (x ,y, z)s = (x ,y, z)
12: end if

13: end for

14: end for

15: end for

16: Return (x ,y, z)s .

Note that we aim to estimate the 3D coordinate (x ,y, z) of a mobile device for localization in

this work. As shown in Equation (7), there are four unknowns in total: x , y, z and r . On the other

hand, four LED lamps yield four equations in Equation (7) and, hence, represent the minimum

requirement of the localization framework.

5 ANOMALY DETECTION

A major limitation of VLC-based indoor localization lies in the fact that the LED light could suffer

from unexpected anomalies, thereby substantially impacting the localization accuracy. For exam-

ple, an LED lamp can be blocked by obstacles, which results in abnormally large path loss of the

signal. It is also possible that the LED lamp is associated with a fault, which reduces the intensity

ACM Transactions on Cyber-Physical Systems, Vol. 3, No. 1, Article 5. Publication date: August 2018.
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Fig. 5. The mobile device for localization and the LED lamps i and j are treated as three vertices of a triangle

and the triangle inequalities hold for the distances di, j , air , and ajr if they are measured correctly.

of the light. Both of them will cause additional attenuations to the measured RRSSs and impact the

value of relative distance, which induces a significant error on the localization outcome. To tackle

this problem, an innovative anomaly detection technique is proposed based on our localization

framework using triangle inequality.

As shown in Figure 5, we consider two LED lamps i and j. Denote the distance between these

two LED lamps as di, j . The distances between the mobile device and the LED lamps are computed

as air and ajr , respectively. Let the LED lamps i and j and the mobile device be three vertices of

a triangle. Thus, the triangle inequalities should always hold such that the distances di, j , air and

ajr satisfy the following equation:

|air − ajr | ≤ di, j ≤ air + ajr . (10)

Since the 3D coordinates of each LED lamp are stored in the database of a cloud server, di, j , the

distance between i and j, can be calculated. However, r is unknown before solving the optimization

in Equation (8). Thus, the cloud server is not able to directly check whether the inequalities in

Equation (10) hold or not. To tackle this problem, we choose two other LED lamps p and q and

establish the following inequalities:

|apr − aqr | ≤ dp,q ≤ apr + aqr . (11)

Dividing Equation (10) by Equation (11) yields

|air − ajr |
apr + aqr

≤
di, j

dp,q
≤

air + ajr

|apr − aqr |
, (12)

which can be further rewritten as

|ai − aj |
ap + aq

≤
di, j

dp,q
≤

ai + aj

|ap − aq |
. (13)

Based on the relative distances {ai ,aj ,ap ,aq }, the cloud server checks if Equation (13) holds. If it

does not hold, an abnormal condition is detected for one or more LED lamps in {i, j,p,q}.
To detect the LED lamps associated with anomaly, the inequalities in Equation (13) should be

checked for all LED lamps. Such inequalities consist of a pair of triangles, among which each

triangle consists of three vertices including two LED lamps and the mobile device for localization.
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ALGORITHM 2: Anomaly Detection Based on Triangle Inequality

1: T =Empty Array.

2: Tp =Empty Array.

3: Mark (k ) = 0,∀1 ≤ k ≤ N .

4: t = 1.

5: for i = 1 : N − 1 do

6: for j = i + 1 : N do

7: Add (i, j ) as the t-th entry of the array T such that T (t , 1) = i , T (t , 2) = j.
8: t = t + 1.

9: end for

10: end for

11: t = 1.

12: for i = 1 : K − 1 do

13: for j = i + 1 : K do

14: Add (T (i, 1),T (i, 2),T (j, 1),T (j, 2)) as the t-th entry of the array Tp such that Tp (t , 1) =
T (i, 1), Tp (t , 2) = T (i, 2), Tp (t , 3) = T (j, 1), Tp (t , 4) = T (j, 2).

15: t = t + 1.

16: end for

17: end for

18: form = 1 : M do

19: {i, j,p,q} = {Tp (m, 1),Tp (m, 2),Tp (m, 3),Tp (m, 4)}.
20: if

|ai−aj |
ap r+aq

>
di, j

dp,q
or

di, j

dp,q
>

ai+aj

|ap−aq | then

21: G =The set of distinct elements in {i, j,p,q}
22: for k ∈ G do

23: Mark (k ) = Mark (k ) + 1.

24: end for

25: end if

26: end for

27: Return arg maxk (Mark (k )).

Suppose that M inequalities in total are established for N LED lamps, where

M =

(
K
2

)
, (14)

K =

(
N
2

)
. (15)

In our proposed method for anomaly detection, all the combinations of different LED lamps

i, j,p,q that can form a triangle pair are enumerated to establish the inequalities in Equation (13).

For each set of {i, j,p,q}, if the inequality does not hold, abnormal behavior is detected for the

LED lamps i, j,p, and q. Thus, these LED lamps are marked. The LED lamps marked for the largest

number of times are returned as the abnormal ones and they will not be used for localization.

The simplified flow of the proposed anomaly detection algorithm based on triangle inequality is

depicted in Algorithm 2.

In Algorithm 2, T is an array that records the LED pairs, forming a triangle together with the

mobile device for localization. Tp is an array that records the LED combinations of i, j,p, and q
that can establish an inequality. Note that the entries in a combination {i, j,p,q} may repeat since

ACM Transactions on Cyber-Physical Systems, Vol. 3, No. 1, Article 5. Publication date: August 2018.
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Fig. 6. In our experimental setup, five LED lamps are used as visual light beacons, whose coordinates are

(5, 5, 5), (5,−5, 5), (−5, 5, 5), (−5,−5, 5), and (0, 0, 5), respectively.

three LED lamps can also form two triangles together with the mobile device. T (i, j ) is the jth LED

lamp in the ith entry of the array T . Similarly, Tp (m, j ) is the jth LED lamp in themth entry of the

array Tp . The array Mark (k ) records the number of LED lamp k being marked. The triangles and

triangle pairs are generated from Line 4 to Line 17. Subsequently, the inequality of Equation (13) is

checked in Line 20 and the value of Mark (k ) is updated from Line 22 to Line 24. Since the elements

in a combination {i, j,p,q} may repeat, the repeated elements are deleted in Line 21 such that a

repeated element would not be counted twice. Finally, the LED lamp with the highest count is

returned as the abnormal one.

Jointly considering Algorithm 1 and Algorithm 2, the complete algorithmic flow of the proposed

framework is depicted in Algorithm 3. A user takes pictures of the LED lamps using a mobile device

and uploads it to the cloud server. Subsequently, the cloud server computes the relative distances

from the LED lamps to the mobile device based on the RRSS. Algorithm 2 is applied to detect the

abnormal LED lamps captured in the image. These LED lamps associated with anomaly are then

removed. The aforementioned procedure is repeated until no further improvement can be made.

Finally, the mobile device is localized using Algorithm 1.

ALGORITHM 3: RRSS-Based Localization with Automatic Anomaly Detection

1: Take pictures of LED lamps using a mobile device and compute RRSS for each of them.

2: while There exists inequalities that do not hold do

3: Call Algorithm 2 to delete an abnormal LED lamp.

4: end while

5: Call Algorithm 1 to compute the location of the mobile device.

6 SIMULATION RESULTS

In this section, simulation is conducted to analyze the performance of the proposed localization

framework and anomaly detection technique. In our experiments, we consider five LED lamps,

whose coordinates are (5, 5, 5), (5,−5, 5), (−5, 5, 5), (−5,−5, 5), and (0, 0, 5), respectively, as shown

in Figure 6. The location of the mobile device for localization is uniformly and randomly generated

over the range−5 ≤ x ≤ 5,−5 ≤ y ≤ 5, and 1 ≤ z ≤ 1.5. The unit of length ism. For each generated

mobile device, an LED lamp is randomly picked, whose light suffers from an additional path loss

due to unexpected anomaly. The additional attenuation induced by the anomaly is referred to as the

ACM Transactions on Cyber-Physical Systems, Vol. 3, No. 1, Article 5. Publication date: August 2018.



5:12 Y. Liu et al.

Fig. 7. Localization error is shown for the proposed framework with and without anomaly detection where

the disturbance level is set to 15dB. The average localization errors are 0.53609m and 4.1857m, with and

without anomaly detection, respectively.

disturbance level. To evaluate the performance of our proposed framework in different scenarios,

different disturbance levels are considered in the simulation.

In our simulation, we aim to analyze the localization accuracy with and without anomaly detec-

tion under different disturbance levels and measurement noises. The improvement of localization

accuracy and the detection rate of the proposed anomaly detection are evaluated. The disturbance

level varies from 0dB to 30dB, which represents the scenarios from no attenuation to high attenu-

ation of RRSS due to the unexpected anomaly. As the light of an abnormal LED lamp suffers from

a severer path loss compared to normal cases, we randomly pick up an LED lamp to be the ab-

normal one and multiply the RSS of it by an additional path loss factor. The measurement noise

is considered as a zero-mean Gaussian noise for the measurement of relative distances. The stan-

dard deviation of measurement noise varies from 0 to 30. At each disturbance level or measurement

noise level, 100 users are generated for localization. The localization errors are presented to demon-

strate the accuracy of our proposed framework. Suppose that the coordinate of a user is (x0,y0, z0)
and the estimated coordinate is (x ,y, z). When enumerating all possible values of (x ,y, z) in our

search algorithm, the step_size is set to 0.1m. Since we focus on the problem of 2D localization,

the coordinate z is ignored and the localization error is defined as

e =
√

(x − x0)2 + (y − y0)2. (16)

Furthermore, detection rate is presented to demonstrate the efficacy of the proposed anomaly

detection technique based on triangle inequality. Suppose that anomaly is successfully detected i
times for N abnormal cases. The detection rate is defined as

θ =
i

N
. (17)

We first consider two test scenarios in which the disturbance levels are 15dB and 21dB, respec-

tively. Figures 7 and 8 show the localization results for these two cases. When the disturbance

level is set to 15dB, the average localization error without anomaly detection is 4.1857m over 100

users. With anomaly detection, 94 abnormal cases out of 100 test runs are successfully detected

such that the localization error is reduced to 0.53609m. When the disturbance level is set to 21dB,
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Fig. 8. Localization error is shown for the proposed framework with and without anomaly detection where

the disturbance level is set to 21dB. The average localization errors are 0.12501m and 4.3423m with and

without anomaly detection, respectively.

Fig. 9. Average localization error is shown as a function of disturbance level with and without anomaly

detection.

the average localization error without anomaly detection is 4.3423m. With anomaly detection, all

abnormal cases are successfully detected and the localization error is reduced to 0.12501m. We

notice that several errors cannot be successfully detected. The main reason is that our proposed

anomaly detection is based on triangle inequality, which is a loose bound. Violating the triangle

inequalities is a sufficient but not necessary condition for observing abnormal LED lamps. If the

attenuation of an abnormal LED lamp is sufficiently small, the triangle inequalities may still hold.

In that case, the anomaly cannot be detected. However, the localization accuracy will be degraded.

Next, the average localization errors are compared for different disturbance levels varying from

0dB to 30dB. As shown in Figure 9, without anomaly detection, the localization error substantially

increases as the disturbance level increases. When the disturbance level is greater than 12dB, the

localization error varies from 3.304m to 4.953m. With anomaly detection, the localization error
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Fig. 10. Average improvement of localization accuracy by the proposed anomaly detection is shown as a

function of disturbance level.

Fig. 11. Detection rate of the proposed anomaly detection is shown as a function of disturbance level. All

anomalies are successfully detected when the disturbance level is greater than 15dB.

increases as the disturbance level varies from 0dB to 4dB since the anomaly is too small to detect

in these cases. When the disturbance level increases from 5dB to 11dB, the localization error varies

from 1.702m to 2.115m. Subsequently, the localization error decreases as the disturbance level fur-

ther increases from 11dB to 30dB and the anomaly becomes easy to detect. In our future research,

we will further study efficient approaches for anomaly detection with relatively low disturbance.

The average improvement of localization accuracy (i.e., the reduction of localization error) by

the proposed anomaly detection is shown in Figure 10. Note that the improvement becomes sig-

nificant as the disturbance level increases. When the disturbance level is greater than 15dB, the

improvement of accuracy varies from 0.9566 to 0.9755.

As the disturbance level varies from 0dB to 30dB, the corresponding detection rate is presented

in Figure 11. When the disturbance level increases from 0dB to 4dB, the anomaly is too small to
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Fig. 12. Average localization error is shown as a function of measurement noise with and without anomaly

detection.

Fig. 13. Average improvement of localization accuracy by the proposed anomaly detection is shown as a

function of measurement noise.

detect. While the disturbance level further increases, the detection rate quickly increases. When

the disturbance level is greater than 15dB, all anomalies can be successfully detected.

In addition, we set the disturbance level to 17dB and vary the standard deviation of Gaussian

measurement noise from 0 to 30. The average localization error with and without anomaly detec-

tion and the improvement of localization accuracy are shown in Figures 12 and 13, respectively.

As shown in Figure 12, the localization error with anomaly detection increases while the standard

deviation of measurement noise varies from 0 to 30. We can also observe from Figure 13 that the

improvement of localization accuracy diminishes while the standard deviation of measurement

noise increases.

Finally, the computation time of the proposed method is analyzed. The simulation is conducted

using MATLAB on a 64-bit Windows computer with 2.60GHz and 2.70GHz dual CPUs and 16GB
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Table 2. Computation Time Comparison

Step_size 0.02m 0.04m 0.06m 0.08m 0.1m

Computation Time 189.73s 19.37s 6.01s 2.71s 1.54s

RAM. We vary the step_size of our search algorithm for location estimation from 0.02m to 0.1m.

The corresponding computation time (including time for anomaly detection and location estima-

tion) is shown in Table 2. We can observe from the results that when the step_size is 0.1m, the

computation time is 1.54s. The computation time increases when we use smaller step_size and

it reaches 189.73s when the step_size is 0.02m. In our experiments, the step_size is set to 0.1m

based on our experience. Automatically and accurately determining the step_size is an important

research task that will be pursued in our future work.

7 CONCLUSIONS

In this article, indoor localization based on VLC is studied. We employ LED lamps as visual light

beacons and compute their relative distances to the mobile device based on RRSS. A localization

framework is then developed and an anomaly detection technique is further proposed to accurately

detect the abnormal attenuation of RRSS induced by anomalies such as unexpected obstacles. As is

demonstrated by the simulation results, our proposed localization framework can achieve superior

accuracy over the conventional approaches especially when there exist abnormal LED lamps. As

the anomaly detection developed in this article focuses on the indoor localization framework, we

would like to extend it for the anomaly detection in general cyber-physical systems such as smart

buildings and smart cities. The aforementioned aspect will be considered as an important task for

our future research.
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