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Abstract
Online/offline signature schemes allow the signer to generate an online signature in real-time from a precomputed
offline signature when presented with a document. Such
schemes are particularly useful in resource-constrained
wireless sensor network applications. In this paper, we
describe an identity-based online/offline signature scheme
based on bilinear maps, and prove the security of the
scheme assuming the intractability of the Computational
Diffie-Hellman Problem. More precisely, under the random oracle model, our scheme is proved to be secure
against existential forgery on adaptively chosen message
attack. As an extension to our scheme, we demonstrate
how the scheme can be extended to allow a single user to
sign multiple messages.
Keywords: Bilinear pairing, identity-based signature, online/offline signature, wireless sensor network

1

Introduction

With advances in sensor technologies in recent times,
wireless sensor networks (WSNs) are increasingly popular in commercial, government and military settings
(see [17, 24, 26, 31]). A WSN is a network of spatially distributed autonomous sensors deployed to monitor physical or environmental conditions, such as temperature and pressure. Sensor nodes cooperatively pass
their data through the network to a main location. A
WSN environment typically consists of a large number
of resource-constrained sensor nodes and several control
nodes (also known as base stations) [18]. Similar to Mobile Ad Hoc Networks [1, 2], the open nature of wireless communication result in WSNs being vulnerable to
a wider range of attacks. Therefore, providing authentication for sensor data is of utmost importance in WSN
applications [16, 27, 38, 39].
Since sensor nodes are typically resource constrained
(e.g. in terms of memory and battery power), symmetric-

key-based µTESLA-like schemes [12, 22, 23, 28] are more
appropriate for actual deployment on the nodes due to
their energy efficiency. However, these schemes are vulnerable to energy-depleting denial of service (DoS) attacks [3, 21]. Secret key distribution problem between
senders and receivers is also a challenge when deploying
WSNs [34]. In the last few years, several schemes based
on public key cryptography [5, 9, 10, 14] have been proposed to provide real-time authentication and eliminate
the key distribution/management problem, which reduces
the protocol overhead. In a traditional public key infrastructure deployment, we would require a trusted certification authority to issue a certificate in order to authenticate the user’s public key [11]. However, such an approach consumes substantial bandwidth and power due
to the need for transmitting and verification of public key
certificates [33, 34].
Shamir [32] introduced identity-based (ID-based) cryptosystems and signature schemes, which eliminate the
need for checking the validity of certificates. A user can
use his name, e-mail address or other identity attributes
as the public key, and therefore, ID-based cryptography
is a viable option for WSNs. For example, when a new
node joins the network, other nodes do not need to keep
the certificate in order to communicate in a secure and
authenticated way. In order to further reduce the computational overhead of signature generation, online/offline
technology is deployed in WSNs. An online/offline signature scheme was introduced by Even et al. [13], where the
signing of a message is separated into two phases. The
first phase is performed offline, which can be executed
before the message to be signed is known. Upon receiving the message to be signed, the second phase is performed online, which utilizes the precomputation of the
first phase. Activities that require significant computation resources, such as exponentiation, should be avoided
in the online phase for efficiency. This property is useful
in WSNs. The offline phase can be performed by the powerful base station, while the online phase can be executed
by the sensor nodes [36, 37].
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The first online/offline ID-based signature scheme is,
perhaps, proposed by Xu et al. [35]. In the scheme, whenever a signature needs to be generated, the signer will execute the offline phase. In a WSN, when the offline phase
is performed at the base station, the sensor nodes need
to obtain the next offline signature from the base station
whenever the node is generating a signature. This will resulted in increased communication overheads. It was subsequently discovered that Xu’s scheme does not achieve
the claimed security property [20]. In a separate work,
Liu et al. [25] presented an online/offline ID-based signature scheme, which allows the signer to reuse the offline
precomputed information in polynomial time. However,
Kar [19] demonstrated that Liu et al.’s scheme does not
include the case that randomly selects string contains all
0s or all 1s or the position of 1 in odd or even place.
For these cases, the scheme would be vulnerable to malicious attacks. An improved scheme was then proposed.
However, in this paper, we explain that the verification
equation in Kar’s scheme [19] is invalid, and it does not
achieve the claimed security property (i.e. the signature is
forgeable). As an illustration, we will show how to forge a
signature in Kar’s scheme. We also propose an improved
scheme, with an accompanying security analysis.
The rest of the paper is organized as follows. In Section 2, we review the relevant definitions and outline
the framework of the online/offline ID-based signature
scheme. In Section 3, we revisit Kar’s scheme and reveal
a previously unpublished vulnerability by demonstrating
how a signature can be forged. Our scheme is described
in Section 4, followed by the security proof. We extend
the basic scheme to an aggregate signature scheme in Section 5, before concluding the paper in Section 6.
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Mathematical Assumption

Let G be an abelian group of prime order q and P a generator of G. We describe the following three mathematical
problems in the additive group (G, +).
Discrete Logarithm Problem (DLP): Given P, Q ∈
G, find an integer n ∈ Z∗q , such that Q = nP whenever
such an integer exists.
Decision Diffie-Hellman Problem (DDHP): For
a, b, c ∈ Z∗q , given P, aP, bP, cP ∈ G, decide whether
c ≡ ab mod q.
Computational Diffie-Hellman Problem (CDHP):
For a, b ∈ Z∗q , given P, aP, bP ∈ G, compute abP .
CDHP assumption: There exists no algorithm running
in polynomial time, which can solve the CDHP problem
with non-negligible probability.
(t0 , ε0 )-CDH group: A probabilistic algorithm A is said
(t0 , ε0 )-break the CDHP in G if A runs at most time t0 ,
computes the CDHP with an advantage of at least ε0 .
We say that G is a (t0 , ε0 )-CDH group if no probabilistic
algorithm A (t0 , ε0 )-breaks the CDHP in G.

2.3

Framework

Definition 2. The online/offline ID-based signature
scheme comprises five polynomial time algorithms,
namely: Setup, Extract, Offline Sign, Online Sign, Verify.
Setup. The master key and parameter generation algorithm is a probabilistic algorithm. On input a security
parameter 1k , the algorithm will output a master key
msk and a parameter list params.

Bilinear Pairings

Extract. The signing key issuing algorithm is a deterministic algorithm. On input a user’s identity id and
Definition 1. Let k be a security parameter and q be a
a master key msk, the algorithm will return a pair of
k-bit prime number. Let G1 denote a cyclic additive group
matching public and secret keys (pkid , skid ).
of prime order q and G2 a cyclic multiplicative group with
the same order. We assume that the discrete logarithm
problem is hard in both G1 and G2 . Let ê : G1 × G1 → G2 Offline Sign. The offline signing algorithm is a probabe a map with the following properties:
bilistic algorithm. On input a parameter list params,
the
algorithm will return the generated offline signa∗
1) Bilinearity: For any P, Q ∈ G1 and a, b ∈ Zq ,
ture σof f .
ab
ê(aP, bQ) = ê(P, Q) .
2) Non-degeneracy: There exists P, Q ∈ G1 such that Online Sign. The online signing algorithm is a probabilistic algorithm. On input a parameter list params,
ê(P, Q) 6= 1G2 . Therefore, when P is a generator of
an identity id, a message m, and an offline signature
G1 , ê(P, P ) is a generator of G2 .
σof f , the algorithm will return the generated signa3) Computability: There is an efficient algorithm to
ture σ.
compute ê(P, Q) for all P, Q ∈ G1 .
The above bilinear map is also known as a bilinear pair- Verify. The verification algorithm is a deterministic aling. The map ê can be derived from either Weil pairing or
gorithm. On input a parameter list params, an idenTate pairing on an elliptic curve over a finite field, and we
tity id, a message m, and a signature σ, the algorefer the reader to [4, 6, 8, 15] for a more comprehensive
rithm will return 0 accept0 if σ is valid and 0 reject0
description.
otherwise.
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Revisiting Kar’s Online/Offline
ID-based Signature Scheme

Thus, Equation (1) holds if, and only if, α=ê(Ppub , P )β .
However, we have
α
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Kar’s Scheme

=
=

ψ1 ψ2
Y
Y
(
α̂i−1 )( α̂i−1 )

=

α̂0 α̂1 · · · α̂|q|−1

=

ê(P, Ppub )2 ê(P, Ppub )2 · · · ê(P, Ppub )2

i∈D

Kar’s Scheme [19] comprises the following five polynomial
time algorithms.

i∈C

0

1

0

1

|q|−1

|q|−1

Setup. Given security parameters k, the Private Key
= ê(P, Ppub )2 +2 +···+2
|q|
Generator (PKG) chooses two groups G1 and G2
= ê(P, Ppub )2 −1 .
both of prime order q, a generator P of G1 , a bilinear map ê : G1 × G1 → G2 and two collision resistant Since β is randomly selected from Z∗q , it is clear that β 6=
hash functions H1 : {0, 1}∗ → G1 , H2 : {0, 1}∗ → Z∗q . 2|q| − 1 mod q in general, which results in
Next, PKG will choose a master-key s ∈ Z∗q and comα 6= ê(Ppub , P )β ;
pute Ppub = sP . The system public parameters are
given by P = (G1 , G2 , q, ê, P, Ppub , H1 , H2 ).
thus, Equation (1) does not hold.
In addition to the above design flaw, we will show that
Extract. Given an identity ID ∈ {0, 1}∗ , the secret key
the scheme is vulnerable to an existential forgery attack,
will be dID = s · QID , where QID = H1 (ID).
in violation of their security claim. We reasonably assume
that A is an attacker who has the public parameters
Offline Sign. At the offline stage, the signer computes
P = (G1 , G2 , q, ê, P, Ppub , H1 , H2 ).
i

α̂i = ê(P, Ppub )2 , ∀ i = 0, 1, . . . , |q| − 1.
Online Sign. During this phase, the signer randomly selects β ∈ Z∗q and computes two index sets D = {1 ≤
i ≤ |q| | β[i] = 1} and C = {1 ≤ i ≤ |q| | β[i] = 0},
where β[i] is the ith Qbit of β. Next, the
Q signer
will compute ψ1 =
i∈D α̂i−1 , ψ2 =
i∈C α̂i−1
and α = ψ1 ψ2 . Then, the signer randomly selects
γ ∈ Z∗q and computes U = γ · P , r = H2 (ID, U ||m),
and V = (γ + β) · Ppub + rdID . The signature is
σ = (α, U, V ).

A can execute the following steps to forge a signature σ 0 =
(α0 , U 0 , V 0 ) for a message m0 and a legitimate identity ID.
1) A selects U 0 ∈ G1 and computes
r0 = H2 (ID, U 0 ||m0 ).
2) A selects V 0 ∈ G1 and computes
α0 = ê(V 0 , P ) · ê(r0 QID + U 0 , Ppub )q−1 ,
where QID = H1 (ID).
3) A sends the forgery signature σ 0 = (α0 , U 0 , V 0 ) for
the message m0 and the identity ID to the verifier.

When the verifier receives the signature σ 0 =
Verify. The signature is valid only if the following equa- (α0 , U 0 , V 0 ) for the message m0 and the identity ID, the
tion holds:
verifier will compute r0 = H2 (ID, U 0 ||m0 ) and check
whether Equation (2) holds.
?
ê(V, P ) = α · ê(QID , Ppub )r · ê(U, Ppub ).
(1)
0
?
ê(V 0 , P ) = α0 · ê(QID , Ppub )r · ê(U 0 , Ppub )
(2)

3.2

Previously Unpublished Vulnerabilities

We will now show that Equation (1) does not hold for
general cases, even in the event that (α, U, V ) is a valid
signature for the message m and the identity ID. First
we have
ê(V, P )

=

ê((γ + β)Ppub + rdID , P )

= ê((γ + β)Ppub , P ) · ê(rdID , P )
= ê(Ppub , (γ + β)P ) · ê(rsQID , P )
= ê(Ppub , γP ) · ê(Ppub , βP ) · ê(rQID , sP )
= ê(Ppub , U ) · ê(Ppub , P )β · ê(rQID , Ppub )
= ê(Ppub , P )β · ê(QID , Ppub )r · ê(U, Ppub ).

We now obtain:
0

α0 · ê(QID , Ppub )r · ê(U 0 , Ppub )
=

α0 · ê(r0 QID , Ppub ) · ê(U 0 , Ppub )

=

α0 · ê(r0 QID + U 0 , Ppub )

=

ê(V 0 , P ) · ê(r0 QID + U 0 , Ppub )q−1 · ê(r0 QID + U 0 , Ppub )

=

ê(V 0 , P ) · ê(r0 QID + U 0 , Ppub )q

=

ê(V 0 , P )

The above equation holds because the group G2 has
prime order q. Therefore, the forgery signature σ 0 =
(α0 , U 0 , V 0 ) for the message m0 and the identity ID will
always be successfully verified. In other words, it is trivial to forge a signature. Consequently, this violates the
claim by Kar that the scheme is secure against existential
forgery on chosen message attack.
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2) Verifies whether the following equation holds.
?

ê(Z, P ) = Y · ê(R + hQID , Ppub )

(3)

The Basic Scheme

Accepts if the above verification returns true, and
In this section, we propose an improved online/offline sigrejects otherwise.
nature scheme whose security is based on the assumption
that CDHP is hard to solve. Our scheme contains the Consistency. Let σ = (Y, R, Z) be a valid signature of
following five polynomial time algorithms.
a message m for an identity ID (in the case Z =
(x + y)Ppub + hSID , R = xP , h = H2 (m, R, Y ), and
Setup. Given a security parameter k ∈ Z, this algorithm
Q
y[i]
Y = 0≤i≤` Yi ), we have
works as follows:
ê(Z, P )

1) Generates a prime q, two groups G1 and G2 of
order q and a bilinear pairing ê : G1 × G1 → G2 .
Chooses a generater P of G1 .

= ê((x + y)Ppub , P ) · ê(hSID , P )
= ê(Ppub , (x + y)P ) · ê(hsQID , P )

2) Selects a random s ∈ Z∗q as the master key, and
sets Ppub = sP .

= ê(Ppub , xP ) · ê(Ppub , yP ) · ê(hQID , sP )
= ê(Ppub , R) · ê(Ppub , P )y · ê(hQID , Ppub )

3) Chooses two cryptographic hash functions H1 :
{0, 1}∗ → G1 and H2 : {0, 1}∗ → Z∗q , which
will be viewed as random oracles in our security
proof. The system parameters are

= ê(Ppub , P )y · ê(R + hQID , Ppub )
Then, Equation (3) holds if and only if Y
ê(Ppub , P )y . On the other hand,

P arams = {G1 , G2 , P, Ppub , q, ê, H1 , H2 }.

Y

Extract. For a given identity ID ∈ {0, 1}∗ , the algorithm computes the associated private key SID =
s · H1 (ID), where QID = H1 (ID) plays the role of
the associated public key.

i

where ` = |q| − 1.
Online Sign. During the online stage, given a private
key SID and a message m ∈ {0, 1}∗ , the signer computes the followings:

=

=

y[i]

Y

Yi

0≤i≤`
y[0]

= Y0

y[1]

Y1

y[`]

. . . Y`
0

1

= ê(Ppub , P )y[0]2 · ê(Ppub , P )y[1]2 · · · ê(Ppub , P )y[`]2
0

= ê(Ppub , P )y[0]2

Offline Sign. During the offline stage, the signer computes:
Yi = ê(Ppub , P )2 , i = 0, 1, . . . , `,

= ê((x + y)Ppub + hSID , P )

+y[1]21 +···+y[`]2`

= ê(Ppub , P )y .
Thus, we show the consistency of our signature scheme. In
the next section, we will prove that our signature scheme
is secure against existential forgery on adaptively chosen
message attack under the CDHP assumption.

4.2

Security Proof

1) Randomly chooses a number y ∈ Z∗q and com- Let S = (Setup, Extract, Offline Sign, Online Sign,
Verify) denotes an online/offline ID-based signature
putes
Y y[i]
scheme. We consider the following game, denoted by
Y =
Yi ,
GameEUF-ACM
, involving a probabilistic polynomial time
S,A
0≤i≤`
algorithm A:
where y[i] denotes the ith bit of y, 0 ≤ i ≤ `.
2) Randomly chooses x ∈ Z∗q , and computes R = 1) The challenger, denoted by F, runs the Setup algorithm to generate the system parameters Params
xP and
and sends them to A.
h = H2 (m, R, Y ).
3) Computes Z = (x + y)Ppub + hSID .
The signature is σ = (Y, R, Z).
Verify. In order to verify the signature σ of a message m
for an identity ID, the verifier computes the followings:
1) Computes h = H2 (m, R, Y ).

2) A performs the following queries as he wants:
• Hash function query. F computes the value of
the hash function for the requested input and
sends the value to A.
• Extract query. When A produces an identity id,
F will return the private key skid corresponding
to id, which is obtained by running Extract.

`

International Journal of Network Security, Vol.18, No.6, PP.1143-1151, Nov. 2016

• Sign query. Proceeding adaptively, A requests
signatures on at most qs messages of his choice
m1 , . . . , mqs ∈ {0, 1}∗ . F responds to each
query with a signature σi (1 ≤ i ≤ qs ), which is
obtained by running Offline Sign and Online
Sign.
3) After a polynomial number of queries, the adversary
A produces a tuple (id∗ , m∗ , σ ∗ ) whose secret key
was not asked in any Extract queries and the pair
(id∗ , m∗ ) was not asked in any Sign queries. A wins
the game if σ ∗ is a valid signature of m∗ for id∗ .
Definition 3. An adversary A (t, qh , qe , qs , ε)-breaks an
online-offline ID-based signature scheme S if A wins
the game GameEUF-ACM
with a non-negligible advanS,A
tage (i.e. advantage of at least ε), running time at
most t, and Hash functions, Extract and Sign queries
at most qh , qe , qs times, respectively. S is considered
(t, qh , qe , qs , ε)-existentially unforgeable under adaptively
chosen message attacks if no adversary (t, qh , qe , qs , ε)breaks S.

1147

1) If the query IDi already appears on the H1 list in a tuple hIDi , αi , βi , ci i, algorithm B will
respond with H1 (IDi ) = βi . Otherwise, algorithm B generates a random coin ci ∈ {0, 1}, so
that P r[ci = 0] = 1/(1 + qe ).
2) Algorithm B picks a random αi ∈ Z∗q and computes βi = αi b1−ci P .
3) Algorithm B adds the tuple hIDi , αi , βi , ci i
to the H1 -list and responds to A by setting
H1 (IDi ) = βi .
Extract query. Let IDi be an extract query issued by
A. Algorithm B responds to this query as follows:
1) Algorithm B runs H1 -query to obtain
H1 (IDi ) = βi . Let hIDi , αi , βi , ci i be the
corresponding tuple on the H1 -list. If ci = 0,
then algorithm B reports failure and terminates.
2) Otherwise, we know ci = 1; hence, βi = αi P .
Algorithm B computes SIDi = αi · Ppub = a ·
(αi P ) and responds to algorithm A with SIDi .

We now prove the following lemma using the technique
Sign query. Let mi be a sign query issued by A with
used in the BLS scheme [8].
the identity IDi , algorithm B responds to this query
as follows:
Lemma 1. Let G1 be an additive group and G2 a multiplicative group, which are two (t0 , ε0 )-CDH cyclic groups
1) Algorithm B runs the above algorithm for reof the same prime order q. Let ê be a computable bilinear
sponding to H1 -query to obtain a βi such that
pairing ê : G1 × G1 → G2 . In the random oracle model,
H1 (IDi ) = βi . Let hIDi , αi , βi , ci i be the correthe proposed signature scheme is (t, qh , qe , qs , ε)-secure
sponding tuple on the H1 -list.
against existential forgery under an adaptive chosenmessage attack, in which t and ε satisfy
2) Algorithm B randomly picks xi , yi , hi ∈ Z∗q .
Q
y [k]
Then, B computes Yi = 0≤k<|q| Yk i (where
ε ≥ e(1 + qe )ε0 , t ≤ t0 − (qh + 2qe + 2qs )tm .
k
Yk = ê(Ppub , P )2 , ∀k = 0, 1, . . . , |q| − 1), Ri =
Here, we denote by e the base of the natural logarithm
xi hi P − yi P − βi hi , and Zi = xi hi Ppub .
and tm the time for computing scalar multiplication. Let
3) Algorithm B responds to algorithm A with σi =
qh , qe , qs respectively denote the number of H1 queries, ex(Yi , Ri , Zi ).
tract query and sign query, which the adversary is allowed
to make.
We also remark that σ is always a valid signature on
i

Proof. Suppose that A is a forgery algorithm who
(t, qh , qe , qs , ε)-breaks the signature scheme and outputs
a valid forged signature. The algorithm B simulates the
challenger and interacts with the forgery algorithm A.
We can then use A to construct a t0 -time algorithm B
and solve the CDH problem with probability of at least
ε0 . Let P be a generator of G1 . We now describe algorithm B, which computes abP ∈ G1 for a randomly given
CDH instance (P, aP, bP ) where a, b ∈ Z∗q .

the message mi for the identity IDi .
Y · ê(R + hQID , Ppub )
= ê(Ppub , P )y ê(R + hQID , Ppub )
= ê(yP + R + hβ, Ppub )
= ê(xhP, Ppub )
= ê(xhPpub , P )
= ê(Z, P ).

Setup. Algorithm B sets Ppub = aP as the public
We apply the oracle replay attack (coined by
key, and algorithm A obtains the system parameters
Pointcheval
and Stern [29, 30]). In such an attack, we
{P, Ppub } from B.
need to pay attention to the problem of collisions of query
H1 -query. Algorithm A is allowed to query the ran- results as mentioned in proof of Lemma 4 in [29]. If no coldom oracle H1 at any time. In order to respond lision occurs, algorithm A outputs a valid (ID∗ , m∗ , σ ∗ )
to these queries, algorithm B maintains a list of tu- such that the pair (ID∗ , m∗ ) was not asked in any Sign
ples hIDj , αj , βj , cj i denoted as L1 , which is initially queries. If there is no tuple on the H1 -list containing ID∗ ,
empty. When A queries the oracle H1 at a point algorithm B will issue such a query for H1 (ID∗ ) to ensure
IDi ∈ {0, 1}∗ , B responds as follows:
that the tuple exists.
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Similar to the forking lemma [29], by replaying B
using the same random tape but different choices
of H1 , we obtain signatures (ID, m, h, Y, R, Z) and
(ID, m, h0 , Y, R, Z 0 ) which are valid with respect to the
hash functions H1 and H10 with different values h 6= h0 on
(m, Y, R), respectively.
Algorithm B obtains the corresponding tuple from the
L1 -list. If c = 1, algorithm B outputs failure and terminates. Otherwise, we know c = 0; thus, H1 (ID) = β =
bαP . Algorithm B computes Z − Z 0 = (h − h0 )SID =
(h − h0 )sQID = (h − h0 )abαP and abP = (Z − Z 0 )(h −
h0 )−1 /α, where abP is the solution to the CDH instance
(P, aP, bP ).
We will now show that algorithm B solves the given
CDH instance (P, aP, bP ) with probability at least ε0 . We
analyze the three events required for algorithm B to succeed:

1148

those in a real attack. All responds to the Extract queries
and signature queries are valid. Therefore, A generates a
valid message-signature pair with probability of at least
ε. Hence, P r[ε2 |ε1 ] ≥ ε.
Claim 3. The probability that algorithm B does not abort
after A outputs a valid forgery is at least 1/(1 + qe ).
Hence, P r[ε3 |ε1 ∧ ε2 ] = 1/(1 + qe ).
Proof. Suppose that events ε1 and ε2 occurred, algorithm
B will abort only when A outputs a forgery messagesignature pair (m, σ) and c = 0 in the tuple hID, α, β, ci
on the h1 -list. If A did not issue an Extract query for
mi , only H1 (IDi ) depends on the random coin ci , and
distribution on H1 (IDi ) is the same as ci ’s. Due to that
A could not issue an extract query for m, c is independent of A’s current view. Therefore, P r[c = 0|ε1 ∧ ε2 ] =
1/(1 + qe ).

• ε1 : Algorithm B does not abort as a result of any
According to Equation (4) and using the bounds from
Extract queries of algorithm A.
the above claims, algorithm B succeeds with probability
at least 1/e · ε · 1/(1 + qe ).
• ε2 : Algorithm A generates a valid message-signature
If algorithm A takes time t to run, algorithm B
forgery (Y, R, Z).
takes time t and with the time required to respond to
• ε3 : The event ε2 occurs and c = 0 for tuples con- (qh + qe + qs ) H1 -queries, qe extract queries, and qs signature queries. Each hash query and extract query require
taining ID on the L1 -list.
one scalar multiplication in G1 , and each signature query
Algorithm B succeeds if all these events happen, and requires four scalar multiplications in G1 . We assume
that one scalar multiplication in G1 takes time tm . Thus,
the corresponding probability is
algorithm B takes time of at most t + (qh + 2qe + 2qs )tm .
P r[ε1 ∧ ε3 ] = P r[ε1 ] · P r[ε2 |ε1 ] · P r[ε3 |ε1 ∧ ε2 ]
(4)
Lemma 2. (Lemma 4 in [29]) If there is an algorithm
A0 for an adaptively chosen message attack against our
scheme which queries H1 , Extract, and Sign at most
Claim 1. The probability that algorithm B does not abort qh , qe , qs times respectively, and has running time t0 and
as a result of any Extract queries asked by algorithm A is advantage ε0 ≥ 10(1 + qs )(qh + qs )/2k , then CDHP can
at least (1 − 1/(1 + qe ))qe .
be solved with probability ε0 ≥ 1/9 with run time of
t0 ≤ 23qh t0 /ε0 .
Proof. We assume that A does not query the signature of
Combining the above lemmas, we have the following
the same message twice. The probability that algorithm B
i
theorem.
does not abort is at least (1 − 1/(1 + qe )) after i (0 ≤
i ≤ qe ) signature queries were asked by algorithm A. It Theorem 1. If there is an algorithm A for an adaptively
is clear that the claim is true when i = 0. Let IDi be chosen message attack to our scheme which queries H ,
1
the i-th extract query asked by A, and hIDi , αi , βi , ci i be Extract, and Sign at most q , q , q times respectively, and
h e s
the corresponding tuple on the H1 -list. Before issuing the has running time t and advantage ε ≥ 10e(1 + q )(1 +
e
extract query, only H1 (IDi ) = βi depends on the random q )(q + q )/2k , then CDHP can be solved with probability
s
h
s
coin ci , and distribution on H1 (IDi ) is the same as ci ’s. ε0 ≥ 1/9 within running time t0 ≤ 23q (t + (q + 2q +
h
h
e
Thus, the probability that the Extract query causes B 2q )t )/(e(1 + q )).
s m
e
to abort is at most 1/(1 + qe ). Based on the inductive
hypothesis and the independence of ci , the probability
that B does not abort after this signature query is at least 5
The Extended (Aggregation)
(1 − 1/(1 + qe ))i . This proves the claim; as A makes at
Scheme
most qe extract queries, the probability that B does not
abort is at least (1 − 1/(1 + qe ))qe ≥ 1/e.
If a sensor node is able to sign multiple messages (for exClaim 2. If B does not abort as a result of any extract ample n messages) and the size of the resulting signature
queries of algorithm A, then A’s view is identical to its is smaller than n times the size of a single signature, such
an aggregated signature is practical for WSN deployment
view in the real attack. Hence, P r[ε2 |ε1 ] ≥ ε.
due to the reduced communication overheads. We proProof. As h1 and h2 are two collision resistant hash func- pose the following aggregation signature as an extension
tions, responses to h1 -queries and h2 -queries are similar to to our online/offline signature scheme.
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Setup. Given a security parameter k ∈ Z, this algorithm
works as follows:
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Accepts if it is equal, and rejects otherwise.

Consistency. Let σ = (Y (n) , Rn , Z) be a valid signature
for n messages mj , j = 1, 2, . . . , n, and identity ID,
1) Generates a prime q, two groups G1 and G2 of
we have
order q and a bilinear pairing ê : G1 × G1 → G2 .
Chooses a generater P in G1 .
ê(Z, P )
2) Selects a random s ∈ Z∗q as the master key, and
n
X
sets Ppub = sP .
= ê(
Zj , P )
3) Chooses two collision resistant hash function
j=1
n
H1 : {0, 1}∗ → G1 and H2 : {0, 1}∗ → Z∗q . The
X
= ê( ((xj + yj )Ppub + hj SID ), P )
system parameters are
j=1

P arams = {G1 , G2 , P, Ppub , q, ê, H1 , H2 }.
=
Extract. For a given identity ID ∈ {0, 1}∗ , compute
QID = H1 (ID) and set SID = sQID as a private
key of ID.

=

Offline Sign. At the offline stage, the signer computes:
=

i

Yi = ê(Ppub , P )2 , i = 0, 1, . . . , `,
where ` = |q| − 1.

=

Online Sign. During the online stage, given a private
key SID and n messages mj ∈ {0, 1}∗ ,1 ≤ j ≤ n, the
signer computes the followings:
1) For any 1 ≤ j ≤ n, randomly chooses yj ∈
and computes
Y y [i]
Y (j) =
Yi j ,

=

Z∗q

=

n
Y

ê((xj + yj )Ppub + hj SID , P )

j=1
n
Y

(ê((xj + yj )Ppub , P ) · ê(hj SID , P ))

j=1
n
Y

(ê(Ppub , (xj + yj )P ) · ê(hj sQID , P ))

j=1
n
Y

(ê(Ppub , xj P ) · ê(Ppub , yj P ) · ê(hj QID , sP ))

j=1
n
Y

(ê(Ppub , Rj ) · ê(Ppub , P )yj · ê(hj QID , Ppub ))

j=1
n
Y

(ê(Ppub , P )yj · ê(Rj + hj QID , Ppub ))

j=1

Then, Equation (5) holds if and only if

0≤i≤`

Y (j) = ê(Ppub , P )yj , j = 1, 2, . . . , n.

where yj [i] denotes the ith bit of yj .

On the other hand, for any 1 ≤ j ≤ n, we have
Y y [i]
Y (j) =
Yi j

2) For any 1 ≤ j ≤ n, randomly chooses xj ∈ Z∗q ,
and computes
hj = H2 (mj , Rj , Y (j) ),

0≤i≤`
y [0]

y [1]

= Y0 j Y1 j

where Rj = xj P .

y [`]

. . . Y` j
0

= ê(Ppub , P )yj [0]2 . . . ê(Ppub , P )yj [`]2

3) Computes ZP
j = (xj + yj )Ppub + hj SID , 1 ≤ j ≤
n
n and Z = j=1 Zj .

0

= ê(Ppub , P )yj [0]2

`

+···+yj [`]2`

= ê(Ppub , P )yj .
Qn
Thus, ê(Z, P ) = j=1 (Y (j) · ê(Rj + hj QID , Ppub ))
and the verification is successful.

The signature is
σ = (Y (1) , Y (2) , . . . , Y (n) , R1 , R2 , . . . , Rn , Z).

Verify. In order to verify the signature σ
=
We refer to [7] for a detailed description of the security
(Y (1) , Y (2) , . . . , Y (n) , R1 , R2 , . . . , Rn , Z) for the n model and the security proof. Under the random oracle
messages mj , j = 1, 2, . . . , n, and the identity ID, model, our aggregation signature scheme is also secure
the verifier computes the followings:
against existential forgery on adaptively chosen message
attack.
1) Computes hj = H2 (mj , Rj , Y (j) ), j =
1, 2, . . . , n.
2) Verifies whether the following equation holds
?

ê(Z, P ) =

n
Y

6

Conclusion

In this paper, we proposed an online/offline ID-based
(Y (j) · ê(Rj + hj QID , Ppub )) (5) signature scheme and proved that the scheme is secure
j=1
against existential forgery on adaptively chosen message
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