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ABSTRACT

The binary-level function matching has been widely used to de-
tect whether there are 1-day vulnerabilities in released programs.
However, the high false positive is a challenge for current function
matching solutions, since the vulnerable function is highly simi-
lar to its corresponding patched version. In this paper, the Binary
X-Ray (BINXRAY), a patch based vulnerability matching approach,
is proposed to identify the specific 1-day vulnerabilities in target
programs accurately and effectively. In the preparing step, a basic
block mapping algorithm is designed to extract the signature of a
patch, by comparing the given vulnerable and patched programs.
The signature is represented as a set of basic block traces. In the de-
tection step, the patching semantics is applied to reduce irrelevant
basic block traces to speed up the signature searching. The trace
similarity is also designed to identify whether a target program is
patched. In experiments, 12 real software projects related to 479
CVEs are collected. BINXRAY achieves 93.31% accuracy and the
analysis time cost is only 296.17ms per function, outperforming the
state-of-the-art works.
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« Theory of computation — Program analysis; « Security and
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KEYWORDS

Vulnerability Matching, Patch Presence Identification, Binary Anal-
ysis, Security

“Both authors contributed equally to this research.

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
fee. Request permissions from permissions@acm.org.

ISSTA °20, July 18-22, 2020, Los Angeles, CA, USA

© 2020 Association for Computing Machinery.

ACM ISBN 978-1-4503-8008-9/20/07...$15.00
https://doi.org/10.1145/3395363.3397361

ACM Reference Format:

Yifei Xu, Zhengzi Xu, Bihuan Chen, Fu Song, Yang Liu, and Ting Liu. 2020.
Patch Based Vulnerability Matching for Binary Programs. In Proceedings
of the 29th ACM SIGSOFT International Symposium on Software Testing and
Analysis (ISSTA °20), July 18-22, 2020, Los Angeles, CA, USA. ACM, New
York, NY, USA, 12 pages. https://doi.org/10.1145/3395363.3397361

1 INTRODUCTION

Vulnerability whose patch has been released is called as 1-day
vulnerability. It would be exploited to attack the users who fail
to adopt the latest security patches. It is one of the most serious
and common security threats. The binary-level code matching has
been considered as a good solution to detect 1-day vulnerabilities in
released programs [14, 20, 43]. It compares the similarity between
functions with known vulnerabilities and target functions in a
given binary executable. If a target function is similar to a known
vulnerable function, it will be predicated as vulnerable.

To improve the vulnerability detection capability, many works
have been proposed to improve the binary-level code matching
accuracy. DiscovRE [18] and CACoMPARE [23] achieve function
matching across architectures by lifting the binary instructions
to a unified intermediate representation. BLEX [17] uses program
execution to extract the semantic features to improve the matching
accuracy. BinGo [11] and BinGo-E [45] combines syntactic, struc-
tural and semantic features to produce more accurate matching
results. However, it is difficult for the current function matching
solutions to differentiate vulnerable and patched functions, since
patches usually introduce subtle changes to fix vulnerabilities [37].
The patched functions would be identified as vulnerable, resulting
in high false positive rates in detecting vulnerabilities [34]. As a
result, these works require security experts to manually analyze
potential vulnerable functions to find the genuine ones, which is
time-consuming.

It is not trivial to address this problem. On the one hand, ap-
proaches need to be tolerant enough to identify vulnerable func-
tions even with the presence of vulnerability-irrelevant small code
changes like function upgrades and compiler optimizations. On the
other hand, approaches also need to be precise enough to filter out
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those already patched functions. Zhang and Qian [46] proposed an
algorithm to determine whether a function has been patched or not.
They extract syntactic and semantic changes from source code and
build a “source code to binary” matching model. However, it needs
to analyze the source code, and thus it is not applicable when the
source code is not available. To the best of our knowledge, there
lacks an effective and efficient approach for binary-level vulnera-
bility matching with patch identification. We have summarized the
following three properties for such an approach to be practical for
real-world projects.

e P1. The approach needs to be accurate in identifying the patches
in the target functions.

o P2. The approach needs to be scalable for large real-world pro-
grams.

e P3. The approach should use no information from the source
code to work in closed source program binaries.

To fulfill these properties, we propose a patch based vulnerabil-
ity matching approach, named as Binary X-Ray (BINXRrAY). It can
precisely differentiate patched functions from vulnerable functions
in the binaries. It reduces the error rate by more than 30% compared
to the state-of-the-art function matching tool, Bingo-E [45], with
less time consumed. It is more accurate than the patch identification
tool FIBER[46], without source code.

For P1. To accurately identify patched functions and detect
real vulnerable functions, BINXRAY introduces two-step signature
matching approach. First, to narrow the searching space, BINXrAY
generates the function signature from the functions with known
vulnerabilities, and uses the signatures to search for suspicious tar-
get functions in the binaries through matching. Second, it generates
patch signatures by comparing the differences between the vulner-
able functions and their patched versions. The patch signatures
will be used to identify the patched functions from the suspicious
target functions. To extract accurate patch signatures, we propose a
structural basic block mapping algorithm to locate the changed and
unchanged basic blocks between two functions. BINXrRAY makes
patch prediction based on the length sensitive similarity matching
of the patch signature with the target function.

For P2. To improve the scalability, BINXRAY proposes patch sig-
nature extraction algorithm, which only captures essential parts
of the patching semantics. Since most of the security patches only
induce small changes within a few basic blocks in binary pro-
grams [29, 42, 47], BINXRAY locates the areas which only consist
of the changes induced by patching vulnerabilities, and generates
patch signatures based on them instead of generating signatures
at the granularity of the whole function. This can also greatly im-
proves the matching speed. Moreover, changes in other parts of
the functions won’t be included in signatures, which are irrelevant
to vulnerabilities. Thus, they will not affect the predicting results,
leading to a more robust prediction against the noises from other
changes.

For P3. From signature generation to patch identification, BINXRAY
performs all the analysis at binary level. Therefore, it does not need
any source code information which makes it suitable for programs
without source code, such as firmware or third-party libraries.

This work makes the following contributions.
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Figure 1: Running Example: control flow graphs of the func-
tion dtls1_process_heartbeat() with the HeartBleed Bug in
OpenSSL versions 1.0.1f (a) and 1.0.1g (b)

e We propose a basic block mapping algorithm to accurately and
efficiently map blocks in function differencing to generate patch
signatures.

e A basic block boundary based algorithm is designed to locate
the changes induced by patching. By reducing the size of patch
signatures, it can improve the speed and scalability.

e We implement the prototype of BINXRAY, which can automat-
ically extract patch signatures and accurately identify patched
functions without any source code information. In experiments,
12 real software projects related to 479 CVEs are collected. BINXRAY
achieves 93.31% accuracy in predicting the patch presence, and
the analysis time cost is only 296.17ms per function, outperform-
ing the state-of-the-art works.

2 OVERVIEW

In this section, we first introduce a motivating example, and then
present the overview of our approach.

2.1 Motivating Example

We use the HeartBleed bug (CVE-2014-0160 [1]) in OpenSSL as
the running example. It occurs in dtls1_process_heartbeat ()
function. Figure 1(a) shows the control flow graph (CFG) of the
vulnerable function in version 1.0.1f and Figure 1(b) shows the
CFG of the patched function in version 1.0.1g. The patch adds a
check in the source code which results in six new basic blocks in
binary, named E’, F/, G, L', M’ and N’ in Figure 1(b). In addition,
due to patching, the instructions in another four basic blocks, named
A’,C’, D’ and I’ in Figure 1(b), are also slightly changed.

Given an unknown binary executable which may contain this
function, we want to know whether the HeartBleed bug exists or
not. If a traditional function matching approach is adopted and the
vulnerable function in Figure 1(a) is used as the matching target, the
corresponding function in the unknown binary may be matched.
For instance, the patched function in Figure 1(b) can be matched,
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Figure 2: Overview of BINXRAY

since they share a large number of common blocks B, H’, P, J’,
K’,0’,Q’, R, S’, T’ and U’ with the same structure. However, it
is unclear whether the matched function has been patched or not,
since the two functions have a high degree of similarity, so tedious
manual examination is usually necessary to differentiate genuine
and spurious one.

BINXRAY is designed to address this problem. Its goal is to differ-
entiate patched functions from vulnerable functions by identifying
patch presences so that vulnerable functions can be identified with
a low false positive rate.

2.2 Approach Overview

Figure 2 shows the overview of our approach, named BINXRAY.
Taking the binary code of a vulnerable function (VF), a patched
version of the same function, called patched function (PF), and a
target program as inputs, the goal of BINXRAY is to effectively and
efficiently check whether the target program has any functions
(TF) that are similar to the vulnerable function but have not been
patched yet. For each CVE, VF is the function before the patch
commit. PF is the function after it. By diffing VF and PF, BinXray
can generate the patch signature. TF is detected by the function
matching algorithm using VF as the signature in the target binary.
The core components of BINXRAY are: target function matching
(Section 3.1), patch signature generation (Section 3.2), and patch
presence identification (Section 3.3).

Terms and acronyms. For convenient reference, we summarize
the frequently used terms and their acronyms in Table 1.

Target function matching. BINXRAY generates lightweight func-
tion signatures and leverages function matching algorithm to quickly
identify target functions (TFs) that are similar to the VF. Note that
these TFs may not have been patched. The matching algorithm
uses syntactic and structural information of VF, as the function
signature, to identify TFs. Hence it is scalable and accurate enough
to identify TFs.

Patch signature generation. BINXRAY automatically generates
binary level patch signatures from the normalized binary code of the
given VF and PF. Instead of incorporating the entire function into
the signature, it first creates a mapping between the basic blocks
(BBs) of two functions, from which BiNXray identifies Changed
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Table 1: Terms and Acronyms

l Term [ Acronym [ Description l
Vulne.rable VF A function that contains a vulnerability
Function
Patched PF A function whose vulnerability has been
Function patched
Target A function to be checked whether the

) TF e
Function vulnerability has been patched or not

A sequence of consecutive instructions

BasicBlock | BB without any branching

Changed A block that has been changed, added, or
Basic CBB deleted in the differences between a VF
Block and its PF
Eou.ndary BEB A block that is the parent or the child of
asic a CBB, or the root or leave of a CFG

Block

A sequence of consecutive BBs without
Trace -

any loops

A sequence of consecutive basic blocks
that starts and ends with some BBBs,
crosses at least one CBB, without any
loops

Valid Trace | VT

Basic Blocks (CBBs) and computes two sets of valid traces (VTs):
one set T; from the CBBs of the VF and one set T» from the CBBs of
the PF. The two trace sets (T3, T2) are regarded as a patch signature.

Patch presence identification. BINXRAY determines whether each
identified TF has been patched or not, by matching it with the patch
signature. If the TF is more close to VF than PF, it is considered to
be vulnerable. Otherwise, it is considered to be patched.

3 METHODOLOGY

In this section, we elaborate the core components of our approach.

3.1 Target Function Matching

Given a target program, a VF and its PF, in order to reduce the time
consumption, we first narrow down the searching scope by locating
TFs in the target program that are similar to VF, on which the patch
presence identification is performed. We adopt a lightweight tech-
nique for target function matching. For scalability consideration,
taking insights from [11, 18, 20], we use syntactic and structural
information of functions to construct the function signatures and
check whether two functions are similar or not. The syntactic infor-
mation consists of the sequence of mnemonic operators in binary
instructions, function calls and constant values. The structural
information consists of the number of instructions, basic blocks,
branches and the control flow graph.

Using the function signatures, our target function matching
achieves a high accuracy to identify the TFs. This is because that
vulnerable functions are usually large whose syntactic and struc-
tural information are rich and unique, which allows us to differenti-
ate them from other functions. Therefore, although the lightweight
technique scarify a little accuracy in order to be scalable, the results
are still accuracy enough for patch presence identification in our
experiments. Remark that this target function matching is not the
contribution of this work, hence it may be similar to other exist-
ing approaches. We include it because we would like to show the
complete workflow of our framework.
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Figure 3: Case for Duplicate Basic Blocks Mapping

3.2 Patch Signature Generation

In patch signature generation, BINXRAY first computes the differ-
ences between the binary code of a VF and its corresponding PF,
then creates a patch signature, which will be used in patch presence
identification. It consists of three sub-components: binary instruc-
tion normalization, basic block mapping and valid trace generation.

3.2.1 Binary Instruction Normalization. The source code of a pro-
gram is compiled into binary instructions by compilers. Due to com-
pilation optimization, register allocation and assignment, address
shifting, and other compilation settings, the binary instructions of
two similar or same functions may be dissimilar after compilation.
Since BINXRAY generates patch signatures by leveraging the differ-
ences between vulnerable and patched functions, it is important to
eliminate changes that are introduced by compilers. Otherwise, the
generated patch signatures will contain many irrelevant changes.
Therefore, normalization is used to reduce the compiler introduced
changes.

BINXRAY applies three normalization rules to binary instructions:
address normalization: replacing concrete addresses by a sym-
bolic term "address"; memory normalization: replacing indirect
memory access by a symbolic term "mem"; and register normal-
ization: replacing concrete registers by a symbolic term "reg". The
normalization process is exemplified as follows:

Address normalization:

call 0x80488094 ->call address

Memory normalization:

mov [ebp], edx ->mov mem, edx

Register normalization:

mov ebp, esp ->mov, reg, reg

It is important to mention that BINXrAY does not normalize

constants since some patches may change constants only in order
to fix vulnerabilities, e.g., increasing the buffer size to fix a buffer
overflow vulnerability. Normalizing constants will prevent BINXrAY
from capturing this kind of patches.

3.2.2  Basic Block Mapping. Basic block mapping tries to map the
same basic blocks between two functions. It is a technique to com-
pute differences of the functions, in which unmatched blocks are
regarded as the differences. There are basic blocks mapping algo-
rithms in literature such as Bindiff [21] and Diaphora [5]. However,
they sacrifice the accuracy in order to maximize the mapping speed
and improve the scalability. Indeed, they use the hash values of the
basic blocks to perform the mapping. If there are several duplicated
blocks in one function that have the same hash value, they may fail
to match the block with the correct one. For example, Figure 3(a)
shows two CFGs need to be matched, as blockl and block1’ are
the same, block2, block3 and block3’ are the same, and block2’ is
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Figure 4: Example for Greedy Matching Algorithm

changed from block2 and different compared to others. Existing
approaches can match blockl with block1’. However they may mis-
match block2 with block3’ since they share the same hash value as
shown in Figure 3(b). The inaccuracy mapping will significantly
affect the validity of the generated patch signatures. Therefore, we
propose a new basic block mapping algorithm, which takes the
syntax and context information of the basic blocks to alleviate the
hash collision problem (i.e., different basic blocks have same hash
value). Our method can complete mapping like Figure 3(c), where
block2 and block2’ can be recognized as CBBs correctly. We man-
ually verified 36 real cases, that duplicate blocks turn up in one
function. Our experimental results show that it outperforms the
existing mapping algorithms in [5, 21].

Our basic block mapping algorithm first computes the hash
values of basic blocks in both functions, based on their normalized
instructions. Then it puts all the basic blocks with same hash value
into the same basket. After that, if a basket has exactly two basic
blocks from two different functions respectively, these two basic
blocks are matched. If a basket only have basic blocks from one
function, then these blocks must be changed basic blocks (CBB). If a
basket has multiple blocks from both functions, then it is nontrivial
to connect a mapping between these basic blocks. To solve this
problem, we leverage their structural information and propose
a greedy algorithm to establish the mapping between two basic
blocks using similarity scores. For each pair of basic blocks from two
different functions in one basket, BINXRAY computes a similarity
score between them using their structural information (note that
their syntactic information is already encoded as hash values). The
similarity score of two basic blocks is computed by calculating
the edit distance of the normalized instruction sequence in their
adjacent basic blocks. If a basic block has more than one adjacent
basic blocks, the similarity score will be weighted according to the
control flow. The aggregated weight of the in-degree is normalized
to be the same as the out-degree. After obtaining the pair-wise
similarity scores of basic blocks, all the pairs will be put in a matrix.
BinXRraAy iteratively selects a pair of basic blocks from the matrix
that has the highest similarity score, regards it as a pair of matched
basic blocks and removes them from the matrix, until no more pair
of basic blocks can match. Finally, all the remaining basic blocks in
the matrix are regarded as CBBs. After computing the basic block
mapping in one basket, the information will be propagated to other
baskets as the contexts for other basic blocks.
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Example. Suppose there are seven basic blocks Ba, Bb, Bc, B1, B2,
B3, and B4 in one basket, where Ba, Bb, and Bc are from a VF, and
the others are from its corresponding PF. The similarity scores of
basic block pairs are computed as shown in Figure 4(a). The greedy
algorithm first selects the pair (Bb,B3) which has highest similarity
score 1.0 and removes them from the matrix, resulting the matrix
as shown in Figure 4(b). Repeating this procedure, the pairs (Ba,
B4) and (Bc, B2) are matched, the resulting matrixes are shown in
Figure 4(c) and Figure 4(d). Finally, the remaining basic block is B1
from the PF which is regarded as a CBB.

3.2.3  Valid Trace Generation. To precisely express the patch signa-
ture of the given VF and PF, BINXRAY generates two sets of valid
traces, one for VF and the another for PF. Based on the basic block
mapping results between the VF and PF, it locates all the CBBs of
these two functions. BINXRAY identifies the boundary basic blocks
(BBBs) for each CBB, where a BBB is either an adjacent basic block
of the CBB but not a CBB, or the root or leaf of the CFG of the func-
tion. A valid trace (VT) is a sequence of consecutive basic blocks
that starts and ends with some BBBs, crosses at least one CBB,
without any loops. If a loop occurs, we will flat (to treat the loop
as being iterated once) it so that they will not affect the number of
traces. Since BINXRAY relies mostly on syntax information, flatten
the loop is a good choice which does not alter the syntax much. To
build the VT, we put all the CBBs and BBBs into one connected
graph. All the BBBs are the root and leaf nodes of the graph; and
the CBBs are internal nodes. The valid traces are all the possible
paths in the graph. BINXRAY generates two sets of VTs for the VF
and PF, which are regarded as the patch signature. We denote by
T; the set of VTs of the VF, and T, the set of VTs of the PF.

Example. Recalling the running example, CBBs in the function
dtls1_process_heartbeat() inthe version 1.0.1f (cf. Figure 1(a))
are: A, C, D, and F, and the BBBs in this function are: B, E, K, G.
The CBBs in the patched function (cf. Figure 1(b)) are: A’, C’, D’,
E’,F' .G, I’,L’, M’ and N’, and the BBBs in this function are: B’,
H’,P’, ] and U’.

The VTs of the function dt1s1_process_heartbeat() in ver-
sion 1.0.1f (i.e., Figure 1(a)) are:

A->B; B->C->D->E;
A->C->D->E; B->C->D->G;
A->C->D->G; B->C->K;
A->C->K; E->F->G;

Similarly, the VTs for the patched function (i.e., Figure 1(b)) are:
A'->B’; A'->C'->L"->U’;
A'->C'->D'->M’'->U’; A'->C'->D’'->E’->F'->N'->U’;
A'->C'->D'->E’->F'->G’->H’; A'->C'->D'->E'->F'->G’->]’;
A'->C’'->D’->E’->P’; B'->C'->L'->U’;
B'->C’->D'->M’->U’; B’->C’->D’->E’->F'->N’->U’;
B'->C’->D’->E’->F'->G’->H’; B'->C'->D’'->E’->F'->G’->]’;
B'->C’->D’->E’->P’; H'->I"->];

The VT sets can be optimized by merging the VTs which are
connected end to end. The advantage of combining CBBs with BBBs
to form the VTs is twofold. First, it pinpoints changes induced by
vulnerability patching. Figure 5 has shown the real-world vulner-
ability CVE-2015-1790 in OpenSSL as an example. The CFG on
the left part shows the related function PKCS7_dataDecode() in
OpenSSL 1.0.1 1. The right part presents the detail of the function
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Figure 5: Justification of Using Boundary Basic Blocks

in three consecutive versions. In OpenSSL 1.0.1 1, the function is
vulnerable, and we regard it as a target. In 1.0.1 m, the function
has been updated (the red color blocks) in Area 1, but it is still
vulnerable. In 1.0.1 n, the vulnerability has been fixed by adding
sanity checks (the yellow blocks) in Area 2. BBBs help to locate
the areas which are related to the patch signatures in target func-
tions. Changes outside the areas will be filtered out. If we use the
signature to detect the patch presence in the target function (1.0.1
1), according to the BBBs, only changes in Area 2 will be considered.
Other changes will be treated as noises so that they will not af-
fect the patch presence identification. On this example, using BBBs
(green blocks), BINXRAY can focus on the changed (yellow) blocks,
while neglecting the noises (red blocks).

Second, it significantly reduces the number of basic blocks and
traces used in signature generation and patch presence identifi-
cation. As shown in Figure 5, the function PKCS7_dataDecode ()
has around 100 basic blocks, which can form thousands of differ-
ent traces. If we enumerate all the blocks and traces to build the
signature, the signature size would be too large and the patch iden-
tification process would take a long time. Using BBBs, the signature
size is reduced to 5 basic blocks and 2 traces. Our experimental
results show that using BBBs significantly improves BINXRAY’s
performance. Indeed, BINXRAY can finish analysis in less than one
second even on a large function, while it will takes more than ten
minutes, if the entire function is used to build the signature.

3.3 Patch Presence Identification

Patch presence identification predicates whether a TF has been
patched or not. The key idea is check whether the TF is more
similar to VF or PF. If the TF is more similar to VF than PF, then
the TF is regarded as a vulnerable function, otherwise it is regarded
as a patched one. The patch presence identification consists four
parts: trace generation, trace reduction, similarity comparison and
decision algorithm.

3.3.1 Trace Generation. To match patch signatures in target func-
tion, BINXRAY first creates four sets of valid traces from VF, PF,
and TF: T, Ty, T5 and T, as shown in Figure 6, where (T3, T2) is the
patch signature.
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Figure 6: The Relationship between Valid Traces Sets

To generate T3 and Ty, BINXRAY first builds the mapping between
the VF and TF by using the basic block mapping algorithm in
Section 3.2.2, and then extracts the CBBs of the VF and TF. Unlike
the patch signature generation, BINXRAY reuses the BBBs generated
between the VF and PF. It creates set T3 by combining the CBBs in
TF with BBBs from patch signatures which are adjacent to those
CBBs. One or more local CFGs can be constructed, and trace sets
are generated by traversing those local CFGs. Similarly, it creates
set T4 by combining the CBBs in VF with the corresponding BBBs.
The reason for using BBBs is that it ensures only the relevant blocks
are included in the sets. If there are some CBBs in other part of the
function which are not related to the vulnerability, they will not
form valid traces since no BBBs are adjacent to them. Therefore, it
helps to remove the noises. Finally, the same procedure is applied to
get the set T5 from the TF and the set Tg from the PF by leveraging
the mapping between the TF and PF.

3.3.2  Trace Reduction. To further improve the prediction accuracy
and performance, BINXRAY will eliminate irrelevant traces in the
aforementioned trace sets (T4 and Tg). For each valid trace ¢ in the
set Ty, if there does not exist any valid trace in T; that contains the
same CBB of t, the valid trace ¢t will be eliminated from the set Ty,
resulting in a reduced set of valid traces T4. Similarly, BINXrAY will
eliminate the irrelevant trace from Tg, by comparing with the traces
in Ty, resulting in a reduced set of valid traces Ts2. The reduction
ensures that the remaining traces in Ty; and Tgp will contain some
CBBs in the patch signature, which are considered as relevant in
the patch presence identification.

Example. Figure 7 provides the complementary part for the run-
ning example in Figure 1. The VF in Figure 7(a) is the same as the
one in Figure 1(a). Figure 7(b) shows the function in a modified
version as the TF. The basic block P’/ is added into the TF, resulting
in blocks (I, J) being marked as CBB in the VF in Figure 7(a). Re-
call that the BBBs (B, E, K, G) are in the patch signature, BINXrAY
generates the trace set T4 for the VF, which contains only one valid
trace as shown below:
G->1->];

In trace reduction, each trace in the reduced sets needs to contain
at least one block in the CBB sets of the patch signature. In Fig-
ure 1(a), the CBBs are: A, C, D and F. Therefore, the trace G->I->]
will be removed by the trace reduction. By removing it, BINXRAY
filters out the irrelevant traces and the final accuracy will be im-
proved.

3.3.3 Similarity Comparison. BINXrAY performs patch presence
identification by calculating the similarity score between trace sets
and patch signatures. To compute similarity score for each pair of
trace sets, we first show how to compute similarity score for a pair
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Continues:
dtls1_process_heartbeat() in OpenSSL

Figure 7: Running Example

of traces. For each trace in a trace pair, BINXrAY will first connect
the basic blocks in the trace to form a sequential instruction trace
by removing all the jump instructions. Then, two instruction traces
are compared to obtain the similarity score. The score is computed
according to the Equation (1).

max(len(t1), len(ty)) — edit(t1, t2))
(1)
max(len(t1), len(ty))

BiNXRrAY computes the Levenshtein distance between two in-
struction traces, denoted as edit(t1, t2). Then the distance is de-
ducted from the maximum length of the traces and divided by the
maximum length. The resulting score measures the normalized
similarity between two traces.

After having individual score of each pair of traces, the final
similarity between two trace sets is computed according to the
following equation.

Sim(T1, Tz) = Z
t €Ty,
tyeT,

Sim(ty, t2) =

Sim(ty, t2) * (len(ty) + len(t2))
|T1| = len(Ty) + | T | = len(Ty)

()

The similarity score of two trace sets Sim(T1, Tz) is normalized
according to the trace length. The score is timed by the length of
the #; and t2, and divided by a base, which is the number of traces
in the T; times the total length of all traces in T3 add the number of
traces in the T times the total length of all traces in T. It ensures
that the final score is scaled within the range [0,1].

The equation guarantees that the longer traces contribute more
weight than the shorter ones. The long traces are usually the ones
that contain the patch information. Therefore, they should be more
contributive to the similarity score. The short traces usually come
from the small and isolated blocks in the function, which might
be the noise with little patch information. They should have less
weight so that the overall score will not be affected by them.

Example. Figure 8 displays two sets of valid traces for the similarity
computation. BINXrAY will compare every trace in A with every
trace in B. According to Equation (1), the similarity score of (A1,
B1) is 0.8 (4 out of 5 instructions match) and the similarity score
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VT set A VT setB
A
1| mov reg, reg 1| mov reg, reg

Il add .

call a mov reg, reg

test reg, reg call add

jz add

jza test reg, reg

jz add

s |

Figure 8: Trace Sets Example for Similarity Score Calcula-
tion

of (A2, B1) is 0 (none of the instructions match). Then, according
to Equation (2) the overall similarity is normalized based on the
trace length, which is 0.48 (= 0.8 *9/15 + 0 % 6/15). Due to the
normalization, although the trace A2 is different from B1, it has
less effect to the overall similarity score than trace pair (A1,B1).
It helps to mitigate the noise by lowering the weight of the short
instruction traces.

3.3.4 Decision algorithm. We propose a decision algorithm to de-
termine whether a target function has been patched. The core idea
of this algorithm is to infer the relationship of functions by leverag-
ing their differences and similarities. It is more accurate in dealing
with partial similarity problem. Figure 6 shows the relationship
between valid traces sets. Each trace set represents the unique part
related to vulnerability in the corresponding function. There are
three cases described below:

CASE 1: Ty and T, are both non-empty. If the TF has been
patched, then the difference between the TF and VF should be more
significant than the one between the TF and PF. Otherwise if the
TF is vulnerable, then the difference between the TF and PF should
be more significant than the one between the TF and VF. Therefore,
in this case, BINXRrAY checks whether Sim(T3,T5)>Sim(T5,T7) holds
or not. If Sim(T3,T3)>Sim(T5,T1) holds, then we say the TF has been
patched; otherwise it is vulnerable.

CASE 2: T; is empty and T is non-empty. T is empty meaning
that the patch has added some fresh code. If the TF has been patched,
then T3 will be similar to T, and Ty, will be empty. Otherwise if the
TF is vulnerable, then Ty, will be similar to Tz, and T3 will be empty.
In this case, BINXRAY checks whether Sim(T5,T3)>Sim(T5,Ts2) holds
or not. If Sim(T3,T3)>Sim(T2,Ts2) holds, we say the TF has been
patched; otherwise it is vulnerable.

CASE 3: T, is empty and T is non-empty. T is empty meaning
that the patch deleted some code. Similar to CASE 2, we say the TF
is patched if Sim(T7,T41)>Sim(T3,T5); otherwise, it is vulnerable.

4 EVALUATION
4.1 Experiment Setups

Our approach takes the binary code of pairs of vulnerable and
patched functions as input. We choose to collect vulnerabilities from
widely-used libraries with Common Vulnerabilities and Exposures
(CVE) identifiers. There are websites providing CVE information,
such as CVE Details [3], NVD [7] and CVE List [4]. In addition, some
open source library websites also provide well-documented security
updates, such as OpenSSL [9]. We extract CVE information from
those websites, which consists of the CVE IDs, names of involved
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Table 2: Real-World Programs and Their Patch Presence
Identification Results

Program CVE | Version | Function | Function | CVE
#) (#) #) Accuracy | Accuracy
Openssl 70 22 2280 95.04% 95.72%
FFmpeg 52 55 1486 89.64% 92.37%
Libxml2 37 12 852 