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Abstract—Power supply fluctuation can be potential threat to
the correct operations of microprocessors, in the form of voltage
emergency that happens when supply voltage drops below a
certain threshold. Noise sensors can be added to the chips to
detect the voltage emergencies. But these deliberately inserted
sensors brings extra design and calibration cost, and therefore,
they are only added to a limited number of locations on the chip,
typically along the critical paths. Extra CAD solutions are further
required to fully exploit the potential of these added sensors in
detecting the emergencies occurred over the whole chip area.

I. I NTRODUCTION
In a microprocessor chip, the power is delivered from the
voltage regulators on the board to the on-die transistors by a
power delivery network, whose parasitics can be modeled as
inductors, capacitors and resistors respectively at the board,
package and die levels [1]. Due to these parasitics, the power
supply voltage seen by the on-die transistors is not an ideal
constant VDD, but with transient voltage droops (see Figure 1)
that result from the transient current demand due to abrupt
changes in the on-die switching activity, and the magnitude
and duration of the supply droop depend on the interaction
of capacitive and inductive parasitics with changes in current
demand.

Fig. 1: Supply voltage fluctuations caused by the interaction
of parasitics with the changes in the current demand [2].
Power has become a primary constraint for designing microprocessors [3]. Reducing supply voltage is a popular way
to meet power budgets with minimal performance impact,

and this is achieved by either decreasing nominal supply
voltage more aggressively with technology scaling [4] (for
instance, near-threshold operation [5] is one extreme case of
this) , or applying runtime power saving techniques such as
dynamic voltage scaling and power gating [6]. The adoption of
lower supply voltages leads to smaller safe-operating margin
for noise, while power-gating parts of the chip incurs larger
voltage fluctuations in the on-chip power supply, and further
exacerbates the supply noise. The overall effect is that, in
current and future microprocessors, the risk of voltage emergency (supply voltage noise exceeding a preset margin) poses a
significant threat to correct operations. Therefore, chip vendors
such as Intel and IBM have deliberately added noise sensors
in their processors to detect such emergencies [7], [8].
In this work, we will first briefly review the design of noise
sensors in Section II and then discuss the CAD of the sensors
in Section III.
II. D ESIGN OF N OISE S ENSORS
In [2] Intel proposes an on-die droop detector (ODDD) to
sense the on-die supply voltage fluctuations. The circuit is
shown in Fig. 2, which consists of a reference unit and a
detector module. The reference unit has two levels of digitalto-analog converters (DACs) powered by a locally decoupled
separate VDD supply. The first DAC is used for the calibration
of voltage variation induced reference offsets, while the second
DAC serves to program the voltage threshold value for event
detection. The current mirrors in the last stage of the reference
unit are used to generate both polarities (supply peak and
trough) of the reference, which are then used by the detector
module to report a single bit of data in each clock cycle:
whether an emergency event occurred during the cycle or
not. It should be noted that in the ideal case, the ODDD can
continuously report the voltage versus time waveform, but the
main bottleneck is how fast a circuit can collect and report the
data acquired by ODDD.
Given the fact that voltage emergencies may cause timing
errors, and the noise sensors are deliberately inserted to the
chips to detect these errors, people have proposed to design
sensors directly for timing-error detection [7], [8]. Due to page
limitation, here we only briefly describe the designs proposed
by Intel [7]. Fig. 3 describes two separate designs for timingerror detection. The EDS circuit in Fig. 3(a) is a doublesampling design. The positive edge triggered flip-flop (FF)
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(a) Reference unit.

the TRC to detect supply voltage droops at a fine granularity.
If a dynamic variation induces a late timing transition in the
TRC, the EDS circuit generates an error signal.
The EDS circuit can only detect late timing transitions
during the high clock phase and thus has limited errordetection window, but it can detect critical-path timing failures
for fast, low, long-range and local dynamic voltage variations.
In contrast, the TRC design provides a larger error-detection
window to detect a wider range of dynamic voltage variation,
but it cannot detect path-specific or highly-localized dynamic
variations. In addition, compared to the EDS design, the TRC
design significantly reduces the design complexity overhead.
III. CAD OF N OISE S ENSORS

(b) Detector module.

Fig. 2: Noise Sensor ODDD proposed by Intel [2].

(a) Error detection se- (b) Conceptual timing diagram for late arriving
quential (EDS) circuit. input data.

(c) Tunable replica circuit (TRC) with an EDS.

Fig. 3: Timing-Error Sensor proposed by Intel [7].

is augmented with a datapath latch which is transparent in
the positive phase of the clock and samples at the falling
edge. Thus, the input data D is given additional time, equal
to the duration of the positive clock phase, to settle down to
its correct state before being sampled by the latch. An XOR
logic gate compares the FF and latch outputs to generate the
error signal (ERROR). If the input date D arrives later than
the rising edge of the clock, as shown in Fig. 3(b), FF and
latch outputs differ and result in a logically-high error signal.
Compared to the embedded EDS design, the tunable replica
circuit (TRC) design is less intrusive that does not affect
critical-path timing. As presented in Fig. 3(c), the TRC circuit
is composed of a toggle FF and a scan-configurable buffer
delay chain. The toggle FF switches the input to the buffer
delay chair every cycle. The TRC output drives an EDS circuit
to detect timing errors due to the supply voltage droop. In
implementation, a TRC with an EDS circuit is placed adjacent
to a critical path that uses the same supply voltage, enabling

There are two key issues with the application of the noise
sensors described in Section II for voltage emergency detection
in the chip-wide area. First, in addition to their area cost,
both analog and digital sensors, together with their ancillary
adaptive circuits, requires substantial post-silicon calibration
time per die, leading to increased testing costs. Therefore, only
a small number of sensors can be used in a microprocessor [?],
[7]. Second, the noise sensors occupy certain amount of chip
area and may not be placed exactly in functional area, and
hence there exists mismatch between the sensor readings and
voltages to be monitored in the functional area, and such
mismatch incurs errors in voltage emergency detection. To
make things even more complicated, the potential locations of voltage emergencies are not always predictable: midfrequency supply voltage noise, due to interaction between
package inductance and on-chip capacitance, can resonate in
a full-die manner [9]; with multiple cores in various powergating scenarios, a location with moderate power density
could accidentally become the worst spot and cause a voltage
emergency [10].
Therefore, it is desirable to be able to make full-chip
predictions based on a limited number of sensor readings, in
other words, to predict voltage emergencies not only near these
sensors but also at locations not covered by sensor placement.
Fig. 5 describes the general situation. Given a chip, without
losing generality, the chip area can be classified into two areas:
function area (FA) and blank area (BA). Here, FA refers to
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Fig. 5: Function area (FA) and blank area (BA) on chip. The
locations denoted by ‘star’ are the hotspots, and the locations
denoted by ‘solid dot’ are sensor candidates..
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Proposed with 7 sensors

EagleEye with 7 sensors

(a) Senor placement results of our approach.

(b) Sensor placement results of Eagle-Eye.

Fig. 4: Selected sensor locations by our proposed analog approach and Eagle-Eye.

the area where we place the functional circuit blocks, and
BA refers to the remaining area on the chip. The solid dots
in BA represent the sensor candidate locations where we can
directly insert noise sensors to measure their voltages in either
direct or indirect way. The stars in the blocks within FA are
the hotspot nodes whose supply voltages we would like to
monitor. Therefore, CAD solutions are required to solve two
important problems related to building a sensor-based voltage
emergency detection system: 1) sensor placement, i.e., how
to choose the best candidate locations to place the limited
number of noise sensors we can use for a chip? The number
and locations of the sensors should be optimized in order to
strike a balance between design cost and chip reliability and
2) voltage emergency detection, i.e., how to use these placed
sensors to detect voltage emergencies at the hotspots in the
chip-wide area?
There have been limited work on the CAD of noise sensors.
Wang et al. [11] propose a statistical approach, Eagle-Eye, to
select a small group of sensors out of a given set of sensor
candidates. They assume that the sensor readings are only
binary signals, and sensors can be placed anywhere on the
chip. In their solution, Eagle-Eye employs continuous-value
voltage waveform at each candidate for training in the design
stage, and selects the given number of sensors by maximizing
the probability that voltage emergency happens at the sensor
locations. In the runtime, Eagle-Eye just reads the sensors
to detect voltage emergencies. However, as stated before,
sensors may not be placed in the function area and mismatch
exists between the sensor readings and the hotspot voltages in
function area.
In our recent work [12], we propose a complete solution
framework for both the sensor placement and full-chip voltage
emergency detection problems. Our approach can be summarized in Fig. 6. In the offline stage, we select a small number
of locations for noise sensors in the non-function area whose
voltages are strongly correlated with the hotspot voltages in
function area, using the Group Lasso technique [13], [14].

Offline
Analysis

Online
Analysis
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Simulation
Data

Optimal
Sensor
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Outputs

Voltage
Emergency
Prediction

Fig. 6: The flow proposed by [12] to build a voltage
emergency detection system based on noise sensors.

Then we place noise sensors with either analog or binary
outputs in these selected locations. After that, we construct
prediction models for the supply voltages of hotspots in the
function area using a linear regression approach for analog
outputs or a SVM-based classification approach for binary
outputs. In the online stage, we apply the built prediction
models to get the voltages at the hotspot locations and then
detect the voltage emergencies from these voltages, based on
the outputs of noise sensors in the non-function area.
Fig. 4 shows the locations of sensors respectively selected
by our approach and Eagle-Eye when only 7 sensors are
available. Blocks that are functionally relative or similar are
grouped into one unit as denoted by one color. We can see that
Eagle-Eye places 6 of 7 sensors around or in the blue-colored
unit (the execution unit), because it tends to select the sensor
candidates with worst voltage noise. In contrast, our proposed
approach selects only 4 sensors within the blue-colored unit,
and spare 3 sensors for the other function units. This is because
our approach seeks to find the sensor candidates that have the
strongest correlation with the voltages at the circuit blocks, and
such candidates may not necessarily have the worst voltage
noise.
In our work we use an user-defined parameter t to control
the number of sensors we select for a given chip, and use
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the Group Lasso technique to filter out the most important
sensor candidates. We introduce relative error to quantify the
accuracy of our emergency prediction model, which is defined
as
sP
(pred val − real val)2
Relative error =
(1)
P
real val2
Fig. 7 clearly shows how the number of selected sensors and
model accuracy vary with the change of t upon a large group of
representative benchmarks. As we increase t, the relative error
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Fig. 7: How the value of t affects the number of selected
analog sensors and relative error.
reduces fast initially and then starts to flat out. This is because
a larger t imposes less penalty on model coefficients, and
therefore more candidates that are slightly less important can
be included in the placement, which can increase the accuracy
of our prediction model significantly at first, but the benefit we
can achieve is decreasing when the number of used sensors
exceeds a certain point. This is justified by another result.

Real
Pred, 2 sensors selected
Pred, 7 sensors selected
Pred, 10 sensors selected

Fig. 8: Predicted voltage vs. real voltage of one hotspot node
in the chip.
Fig. 8 shows part of the voltage trace at one hotspot node
predicted by our model for the analog sensors. We can see
that, compared to the real voltage trace obtained by transient
simulation, the deviation of the predicted voltage trace from
the real one is about 1mV with 2 used sensors, if we increase
the sensor number to 7, it can be further reduced to 0.1mV.
However, if we use as many as 10 sensors, the deviation can
only be reduced to 0.05 mV.

In summary, to achieve better prediction results, we should
use more sensors for a chip. However, on the other hand, due
to the area and test cost of the sensors, together the reducing
benefit of using more sensors, we should control the number
of used sensors. Therefore, a designer needs to strike a balance
between the design cost and the reliability of the chip, and he
can use our approach to select a best set of sensors to use by
playing with the parameter t.
IV. C ONCLUSION
In this paper we review the design of some most widely
used noise sensors and then discuss the CAD solution to the
problem of how to use these sensors to predict the voltage in
the rest area of the chip, so as to develop a voltage emergency
detection system for the whole chip area, based on a limited
number of used noise sensors.
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