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Figure 1: Diffusion Model—The forward process (g) adds Gaus-
sian noises to the image at each step. The reverse process learns a
denoise function pg to re-generate the clean image from noise.

1 Diffusion Models

Basic Diffusion Model.  Denoising diffusion probabilistic
models (DDPM) (referred to as “diffusion models” for short)
are generative models that generate high-quality images while
offering fine-grained controls over image fidelity and diver-
sity [6, 10, 11]. The goal of a diffusion model is to learn to
generate data similar to the training data. To do so, diffusion
models “destroy” the training data by progressively adding
Gaussian noise to the image, and then learn to recover the
original image by reversing the noising process. As shown
in Figure 1, it contains a forward (diffusion) process and a
reverse (diffusion) process. The forward process is to add
Gaussian noise to a clean image step by step until reaching
a version of (close to) pure Gaussian noise. The reverse dif-
fusion process is defined by a Markov chain to transform
Gaussian noise back to a clean image. The goal is to learn the
reverse process with a neural network pg.

More specifically, during the forward process, we take xg
(i.e., a clean image) and apply ¢ to add Gaussian noises at
each timestamp ¢ to produce a series of latent vectors from x;
to x7, with variance B, € (0,1). This process is modeled by a
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Markov chain to obtain the approximate posterior:

T
q(x1,....xr|x0) :== Hq(xt |x—1) (Eqn. 1)
i=1

q(x|xi—1) ;== N(xis /1= Brxi—1, BeI)

Given a large T and well-scheduled variance B, x7 is nearly
an isotropic Gaussian distribution N [11]. A recent work [6]
shows that we do not need to repeatedly sample from x; ~
q(x¢|x0). Instead, with o:= 1-B, and &, := [T,_, o, we can
calculate x; as:

X =/ &xo+ /1 —0dse,e~N(0,T) (Eqgn. 3)

Here, 1 — @ defines the variance of the noise € at an arbitrary
timestamp 7. Using Bayes theorem, the posterior g(x;_ |x;,x0)
can also be presented as a Gaussian and calculated with mean
Mg (xr,%0) and variance B, [11] which:

(Eqn. 2)

a—1 /O (1 — 0y
A(xe,xo0) 1= _tho-k 1 . 1)xt (Eqn. 4)
1—0q 1—0q
5 -0
= Egn. 5
B 1—a ¢ (Eqn. 5)
q(xi—1[%1,%0) = N(x-13 f1(x1,%0), B1) (Eqn. 6)

For the inverse process, to recover g(xp), we can sample
from g(x7) ~ Gaussian N(0,I) and run the reverse distribu-
tion g(x;|x;—1) until we reach xo. The reverse process could
be approximated using a neural network to predict a mean g
and variance Xg as follows:

pe(xf*1|xl) ::N(xffl;:ue(xt,[)aze(xtat)) (Eqn 7)

In DDPM [6], the variance is fixed at each time ¢ as a
function of the o coefficient defined by Eqn. 5. The variance
can also be predicted as Xg using the neural network [11].
To train the model pg, we can optimize the variational lower-

bound L,;;, to get pg(xp) as follows:
Ly=Lo+Li+..+Lr_1+Lt (Eqn. 8)

Ly=— ]Eq(X] Ix0) [log pe(xol|x1)] (Eqn. 9)



Ly = Dkr(q(xr|x0)||p(x7)) (Eqn. 10)

T
L1 =Y Eylx,xy) [PxL(q(xi-11x0,%0) | po (-1 |%1))]

1=2

(Eqn. 11)
Note that, only L;_; has trainable parameters—It is simpler
for training the diffusion model by focusing on this L;_;
term [6]. This is referred to as simplified objective function
Lyimpie(0). So the goal of training is to minimize the differ-
ence between the learned denoising transition step pg (x,—1]x;)
and the forward process posteriors g(x;— |x,xo) as the ground
truth defined by their KL Divergence.

According to the KL Divergence between two Gaussian dis-
tributions, the optimization of Ly, is presented by Eqn. 12.

argmin Dz (q(xe—1[xt,%0)| | po (xe—1]x¢)),
0

= argmin Dz (N (xi—13 /1, Zq (1) [|N (xi—1: 116, 24 (1))
0
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(Eqn. 12)
In the basic DDPM [6], the variance for forward and reverse
processes are fixed at each time # and can be calculated as a
function of o coefficient. We can write both of the variances
B,I and [§,I as X,(t) for brevity [10]. The variance could be

written as X = 62 (1)1, using Eqn. 5.

One way to optimize the loss function is to train a neural
network to predict ug(x;,¢). Alternatively, the network can
predict xo and use Eqn. 4 to get pg(x;,7). In practice, training
the network to predict the noise € gives better image qual-
ity [6]. So the simplified objective is defined as:

Lsimple = Et,xo,&?[”e — &g ()C;,l) ||2] (Eqn~ 13)
o (x,7) can be derived from €g(x;,1) as:
1 1—q
)= —(x — € t Eqn. 14
,U6<xt» ) \/Et(XI 1_\/071 o(xz, )) (Egn )

Improved Diffusion Model. The improved diffusion
model [11] reduces the sampling by an order of magnitude
during the forward passes without sacrificing the quality of
generated images. Instead of fixing g (x,?) = 621, the im-
proved diffusion model also learns the variance for the reverse
process to improve the log-likelihood (for log p(x)). It defines
the learning of variances as follows:

Yo (x;,7) = exp(viogB; + (1 —v)logf;) (Eqn. 15)

where 3, and [31 represent the upper and lower bounds for the
reverse process variances, and v is the predicted variance from
the neural network. The improved diffusion model proposes
a new hybrid loss which predicts for both mean ug(x;,#) and
variance Xg(x;,1):

Lhybrid = Lsimple + 7VLvlb (Eqn~ 16)

Brand # Bypass (# tested) ‘ Rate

Amazon 40 (40) 1.00
AT&T 18 (18) 1.00
BOA 40 (40) 1.00
Chase 40 (40) 1.00
CIBC 26 (26) 1.00
DHL 41 (41) 1.00
DocuSign 36 (36) 1.00
Dropbox 40 (40) 1.00
eBay 37 (37) 1.00
Google 25 (25) 1.00
Netflix 16 (16) 1.00
Outlook 40 (40) 1.00
PayPal 40 (40) 1.00
Spotify 40 (40) 1.00
Yahoo 8(8) 1.00
LinkedIn 39 (40) 0.98
Comcast 27 (29) 0.93

Table 1: Gradient-Masking Defense—Number and rate of
adversarial pages that bypass PhishIntention after gradient masking.

A is the scaling factor (set to be small so the L,;, will not
overwhelm Lyiy,z¢). It also applies a stop gradient to ug(x;,)
for the L, term such that L,y;, only influences Xg(x;,?).

2 Gradient-Masking

Another defense method proposed by prior work [8,9] is
gradient masking. The goal is to modify the phishing detection
model such that it becomes more difficult for optimization-
based algorithms to generate adversarial examples. More
specifically, by changing the activation function of the phish-
ing detector to a “smooth” version (similar to defensive distil-
lation [3]), we expect to increase the difficulty of searching
the gradients for computing adversarial examples. We test
the gradient-masking method used in [8], using a Step ReLu
function: f(x) = max(0,0- [5]). We replace all the ReLu
functions in the OCR-Siamese model with the Step ReLu
function. We then test this improved version of PhishInten-
tion end-to-end on webpage levels using the same 20% of
testing data. The results are shown in Table 1.

We find that gradient-masking is not effective in defending
against LogoMorph. Most of our adversarial webpages can
still bypass PhishIntention. The reason is that our adversarial
logos “attack” the similarity function to compare the input and
reference logos. It relies on font manipulation and a diffusion
model to introduce large and yet semantic-preserving pertur-
bations. Gradient masking, on the other hand, is designed to
defend against classification-gradient-based adversarial ex-
amples (that introduce small noises), which is not well suited
to defend against our attack. Noteworthy is that also Phish-
GAP [7] defeated detectors using Step ReLu.

3 Additional Visual Examples

Figure 2 shows examples of successful adversarial logos pro-
duced by PhishGap. Figures 3—4 show example adversarial
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Figure 2: Examples of Successful PhishGap Attacks—
While these logo images succeed in bypassing PhishIntention, they
are not necessarily ready to be added to webpages to deceive users
end-to-end due to image cropping, disproportionate stretching, un-
usual background color, and the use of non-web logos.

logos produced by our system. Figures 5—7 show example
webpages with our adversarial logos that bypassed the target
PhishIntention detector.

4 SpacePhish Experiment

We follow an existing method (SpacePhish [1]) to generate ad-
versarial phishing webpages that were originally designed to
bypass HTML-based detectors. Then we test these adversarial
phishing pages against a logo-based visual phishing detector,
PhishIntention [9]. The goal is to understand if PhishIntention
can detect such adversarial phishing webpages.

First, we follow the same method described in [1] to gener-
ate adversarial webpages. This process starts by first training a
target phishing detector with a Random Forests (RF) classifier
using HTML features. The classifier is trained with a dataset
of 30K websites (15K benign and 15K phishing) [4]. The
classifier uses 80% of the data for training and the rest 20%
for testing. After training, the classifer is very accurate, with a
true positive rate (TPR) of 0.98 and a false positive rate (FPR)
of 0.04. Then, we randomly selected 1k phishing websites
from the testing set for adversarial manipulation. Utilizing
the methods proposed in [1] (i.e., adding links or wrapping all
links with “onclick’), we generate 160 adversarial webpages.
These adversarial webpages can bypass the RF classifier with
100% evasion success rate.
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(a) Image-Only Logo

Figure 3: Examples of Successful Attacks— We show success-
ful examples of (a) image-only logos. These logos have a similarity
range of 0.6 — 0.87. From left to right, the quality decreases.

Then, we run PhishIntention [9] on these 160 adversarial
phishing webpages, which are mimicking 34 brands in Phish-
Intention’s reference list (i.e., protected brands). Only 27%
of these samples managed to bypass the detection of Phish-
Intention. The result indicates that PhishIntention has good
resistance against such adversarial phishing pages that fo-
cus on manipulating HTML (provided that the corresponding
webpages are included in the reference list!).

S Additional Analysis of Main User Study

We perform an additional analysis of the data collected from
our main user study. Table 2 shows the demographics and
background information of participants. We want to examine
whether users’s phishing knowledge, technical background in
Computer Science and Engineering (CSE), and their brand
familiarity would affect their detection performance on ad-
versarial phishing pages. We did not perform the analysis for
“technical background in computer security” because the vast
majority of users (95%) do not have such background.

Does Expertise with IT Affect LogoMorph?  We report
the overall accuracy, true positive rate (TPR), and true nega-
tive rate (TNR) for users in different groups in the adversarial
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Figure 4: Examples of Successful Attacks— We show suc-
cessful examples of (a) image-text logos and (b) text-only logos.
These logos have a similarity range of 0.6 —0.87. From left to right,
the quality decreases.

study in Table 3. Users are divided into different groups based
on whether they have phishing knowledge and a technical
background in CSE. We find that the technical background in
CSE does not affect users’ detection rate of adversarial phish-
ing pages (TPR=0.59 for users with CSE background, and
TPR=0.60 for users without CSE background). Although the
TNR of users without CSE background (TNR=0.79) is slightly
higher than that of users with CSE background (TNR=0.73),
this difference is not statistically significant (p=0.1, 3>=2.70).
The same conclusion holds for users with phishing knowl-
edge: whether or not users have phishing knowledge does not
statistically affect their performance on adversarial phishing
pages (TPR). However, the result of our Chi-squared statis-
tic test indicates that people with phishing knowledge are
more likely to correctly identify benign webpages (p=0.02,
x%=5.29).

Impact of Brand Familiarity. = We also analyze the corre-
lation between users’ detection performance and their brand

User Study Adv. Attack Baseline  Total
Gender
Male 52 24 76
Female 47 23 70
Non-binary / third gender 1 3 4
Age
18-29 23 15 38
30-39 32 14 46
40-49 18 5 23
50-59 15 9 24
60-69 8 5 13
70 or above 4 2 6
Education
Some high school or less 0 1 1
High school diploma or GED 11 1 12
Some college, but no degree 22 11 33
Associates or technical degree 15 8 23
Bachelor’s degree 35 22 57
Graduate or professional degree 17 7 24
Phish knowledge
Yes 68 36 104
No 29 13 42
Prefer not to say 3 1 4
Technical Background in Computer Science / Engineering
Yes 14 10 24
No 84 39 123
Prefer not to say 2 1 3
Technical Background in Computer Security
Yes 3 2 5
No 96 46 142
Prefer not to say 1 2 3
Total 100 50 150

Table 2: Demographics of our main user studies.

familiarity. In our adversarial study in the main paper, we cap-
tured 1,800 responses, and 85.7% (1,542) indicated that users
know the brands. Users knowing the brand get TPR=0.60 and
TNR=0.81; in contrast, users who do not know the brand get
TPR=0.54 and TNR=0.66. Based on the Chi-squared statistic
test, no evidence suggests that brand familiarity would sig-
nificantly affect users’ performance on detecting adversarial
phishing webpages (p=0.20, x*>=1.66). However, users who
know the brand are more likely to correctly identify legitimate
webpages (p<0.001, x2>=13.12).

Discussion.  The result indicates that the effectiveness of
LogoMorph is not affected by users’ technical background
in CSE, phishing knowledge, or brand familiarity. However,
phishing knowledge and brand familiarity can help users rec-
ognize legitimate web pages. This finding is interesting in
light of a recent work [5], wherein a user study (n=126) was
carried out to assess the ability of individuals to recognize
“adversarial webpages from the wild web” (i.e., without using
LogoMorph). In this study, users with expertise in IT per-
formed better than “amateurs”. It can hence be said that
LogoMorph is a subtle threat, since it can fool users inde-
pendently from their background. In contrast, other forms of
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Figure 5: Phishing Page with Image-Text Logo Attack—Successful phishing pages that bypass PhishIntention, with the combined
adversarial image-text logos inserted into the target webpages of CHASE Bank and PayPal.
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Figure 6: Phishing Page with Image Logo Attack—Successful phishing pages that bypass PhishIntention, with adversarial image logos

inserted into the target webpages of AT&T and CIBC Bank.
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Figure 7: Phishing Page with Text Logo Attack—Successful
phishing pages that bypass PhishIntention, with attack fonts inserted
into the target screenshots of Comcast page.

adversarial webpages, such as those employed by real phish-
ers [5], can be more easily spotted by IT experts.

! Abundant prior work has carried out user studies on phishing (for a
recent survey, see [2]), but the work by Draganovic et al. [5] is the only
one that considers adversarial webpages and collects information on the IT
expertise of their participants (the latter was not provided in PhishGAP [7]).

Users technical background ‘ Accuracy ‘ TPR ‘ TNR

With tech background of CSE |~ 0.66 | 059 | 0.73
Without tech background of CSE | 0.70 | 0.60 | 0.79
With phish knowledge | 070 ] 059 | 081
Without phish knowledge | 0.67 | 0.60 | 0.74

Table 3: Results of Users with Different Technical Back-
ground—We report the accuracy, TPR and TNR for people
with/without phishing knowledge and technical background in Com-
puter Science and Engineering in the adversarial study.

6 Ancillary User Study (Logo-Level)

We report additional analysis from our ancillary user study at
the logo level.

Per-Brand Analysis.  We find it instructive to analyze the
human-rated resemblance on a brand-by-brand basis. To this
purpose, we show in Figure 8 the human-rated resemblance
of the best category of logos for each brand. We can see
that, in general, the human-rated resemblance is highest for
the logos having 0.8<Sim<0.87. However, for three brands
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Figure 8: Per-brand Results of our Logo-level User Study—We show, for each targeted brand, the “best category” of adversarial
logos, i.e., those with the highest human-rated resemblance. For three brands (Google, Yahoo, Instagram), our participants deem that logos

with a lower similarity (according to PhishIntention) have a better resemblance with the targeted brands.
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Figure 9: Main Results of our Logo-level User Study—
Distribution of the human-rated resemblance (higher is better) across
adversarial logos crafted with LogoMorph. Each bin corresponds to
logos that achieve a given similarity (according to PhishIntention)
with the “original” logo of the targeted brand. We only report the
answers of participants who are familiar with the targeted brand.

(Google, Yahoo, Instagram), our participants rated logos hav-
ing 0.7<Sim<0.8 with a higher resemblance than those hav-
ing 0.8<Sim<0.87. We find this result intriguing, suggesting
that the similarity metric used by PhishIntention (to compare
any logo with a “benign” logo of a given brand) may not
fully align with the way human users perceive whether a logo
resembles its intended brand. This result may also be inspir-
ing for future research, since it may drive the development of
novel metrics to compute the similarity. Nevertheless, another
interesting result shown in Figure § is that, even though the
overall human-rated resemblance (for 0.8<Sim<0.87) has an
average of 3.54, the adversarial logos of some brands exhibit
a remarkably high resemblance. For instance, the average
human-rated resemblance for AT&T is 4.86, whereas the one
for eBay and PayPal is above 4.

Knowledge of the Brand. = We also report the results of
our user study by considering our full responses (i.e., without
removing the responses of users who do not know the brand),

All Responses
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Figure 10: All Responses of Our Logo-Level User Study—
We consider the responses of those users who know the targeted
brands, and those who do not (combining Figures 9 and 11).

shown in Figure 10; and those of users who do not know the
targeted brand, shown in Figure 11. For Figure 11, the green
and orange boxplots each include 171 responses and the blue
one has 170. For Figure 10 the green and orange boxplots
each have 1,800 responses and the blue one has 1,600. Given
that only few users did not know our brands (which we chose
among those being most popular in the U.S.—thereby proving
that our choice of brands to consider in our main paper is well-
founded), there is a negligible difference between people who
know the brand (Figure 9) and the overall result (Figure 10).
Finally, by turning the attention at Figure 11, we see that these
users were mostly unsure (which makes sense since they did
not know the brand).

Comparison with PhishGAP [7].  We stress that all these
results only capture how well a given user rates the logo
in isolation—and cannot be used to determine if users are
“fooled” by such logos (since the logos must be put in web-
pages). This is why, in our main paper, we have carried out
another user study showing entire webpages to our partici-
pants. We note that PhishGAP [7] also carried out user studies
at the logo level. Specifically, the authors of [7] assessed how
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well their proposed adversarial logos could fool humans via
a questionnaire containing various pairs of logos: an “ad-
versarial logo” (crafted via PhishGAP [7]) and an “original”
logo. Participants (i.e., 30 university students, and 287 MTurk
workers) were asked to rate how similar the two logos were:
ideally, the more similar they were, the more likely that the
“adversarial logo” could have fooled a human user. The re-
sults showed that, on average, users rated the pairs above the
middle-point, demonstrating that PhishGAP’s logos can de-
ceive humans. However, the major limitation of this study is
that it only focuses on the logo level: as we showed in the
main paper, only 5.5% of the logos generated by PhishGAP
can bypass PhishIntention end-to-end. Hence, despite show-
ing that the logos of PhishGAP can deceive humans, human
users would not see these logos in the first place since the
majority would be blocked by Phishintention. In contrast, our
main user study is done by selecting adversarial webpages
that bypassed Phishintention end-to-end, thereby allowing to
gauge the real threat of LogoMorph to human users.

Takeaway. From this user study, we have learned three
lessons. First, as long as the adversarial logos can bypass
the detector, choosing logos with a higher similarity is the
most sensible way to use LogoMorph. Second, the similarity
metric used by PhishIntention may not always align with
the way human users perceive whether a logo resembles its
brand. Third, more than 90% of our responses correspond
to brands known by our participants—thereby justifying our
selection of the brands covered in our main paper.

7 Extended Logo Experiments

Brands with “Few-shot” Logos. Intuitively, the attack
difficulty may be related to the number of different logos each
brand has. For example, brands with more logos may allow
PhishIntention to learn a more robust embedding for the brand
(i.e., harder to attack). We plot the result for the 110 brands
in Figure 12: each point represents a given brand, the y-axis
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Figure 12: # of Successful Adv. Logos vs. # Training Logos

in PhishingIntention —We show a scatter plot to examine the

relationship between the number of training logos each brand has

for PhishingIntention (X) and the number of successful adversarial

logos identified by LogoMorph (Y).

reports the number of successful logos, and the x-axis the
number of logos included in PhishIntention’s training set for
that brand. First, we see that brands with fewer logos (e.g., less
than 10) are not necessarily easier or harder to attack since
the number of successful attack logos varies between 0—200.
Second, brands with more logos (e.g., more than 25) seem to
be harder to attack. We run a Pearson correlation analysis on
these two variables and resulting r = —0.12, p = 0.21. While
it exhibits a negative correlation, the high p value (> 0.05)
means the observed correlation is not statistically significant.

Takeaway. There is no significant evidence supporting the
fact that the number of logos included in the training set for
a brand is a significant factor in predicting the effectiveness
of using LogoMorph against such a brand.
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