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Abstract

Smart contracts manage substantial digital assets on blockchains.
Given their transparency and immutability, ensuring their correct-
ness before deployment is essential. While verification tools offer
assistance, the iterative nature of the process presents hurdles, es-
pecially for less experienced developers. In this paper, we explore a
paradigm shift in smart contract development: writing high-level
specifications instead of low-level code. To realize this goal, we
propose SmartSpec, a synthesizer that generates smart-contract
implementations from functional and safety specifications and vali-
dates them with integrated verification. To avoid overly restrictive
outcomes, SmartSpec employs maximally permissive synthesis, en-
suring contracts preserve all safety requirements while remaining
as permissive as possible. Its novel algorithm combines deductive
and inductive synthesis techniques, balancing precision and gen-
eralization. On 27 contracts, synthesis runs in seconds to minutes;
23 match references without interactive refinement (85%), while
the remaining four can be corrected with up to four rounds of in-
teractive feedback through extra examples. Mean gas overhead vs.
references on the table is +0.7%.
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1 Introduction

Smart contracts have gained significant traction in the finance and
business sectors, where they manage substantial assets and facilitate
high-value transactions. However, these contracts are frequently
targeted by attacks, leading to considerable financial losses [12, 23].
As a result, ensuring the correctness of smart contracts is critically
important. Although various verification tools have been developed
to enhance smart contract security [7, 25, 26, 36, 39], the process
often requires multiple iterations between the programmer and the
tool to produce high-quality code. Moreover, many smart contract
designers lack expertise in formal methods, making it difficult for
them to interpret and act on the feedback provided by such tools.

This paper explores a synthesis-oriented approach to smart con-
tract development. Instead of manually implementing and repeat-
edly verifying code, developers provide formal specifications of the
desired contract behaviors, and an automated algorithm generates
implementations that satisfy these specifications. This shifts the
effort from low-level programming and debugging to high-level
specification design, which is more declarative, easier to revise, and
more flexible in capturing corner cases directly.

To this end, we study the smart contract synthesis problem.
How should smart contracts be specified in a precise yet practical
way? Given such specifications, can we automatically generate
a provably correct implementation? Addressing these questions
requires overcoming several key challenges.

Challenge 1: precise yet practical specification. Synthesizing
correct smart contracts requires specifications that are both precise
and practical. Input-output examples have proven useful in domains
like string manipulation [21, 31], program analysis [32, 33], and
query generation [37], but they offer no formal guarantees, which
is unacceptable for security-critical contracts. Formal specifica-
tions [10, 41] offer strong correctness guarantees but demand exper-
tise and manual effort. Even lightweight alternatives like DeCon [8]

fall short for properties involving long-term behaviors [7, 11, 28].

Multiple modalities can be both precise and practical. We
observe that combining modalities, more specifically, relational and
temporal logic, can cover both local function behaviors and global
safety properties over execution histories. We adopt first-order re-
lational logic [8] to define contract state through inference over
transaction histories, supporting precise reasoning about function-
level correctness. We further integrate temporal logic [28] to ex-
press safety properties across transaction sequences. This unified
framework captures both local and global correctness. As shown in
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Section 2, such specifications could have prevented real-world logic
bugs [6], and our evaluation (Section 6) confirms their effectiveness
in guiding correct synthesis across 27 contracts.

Challenge 2: generalizability. Even with precise specifications,
the space of implementations remains large. In particular, safety
properties often under-constrain program behaviors, making the
synthesizer produce overly restrictive contracts that rule out legiti-
mate transaction sequences. Such contracts satisfy the specification
but fail to generalize to unseen scenarios.

Trace-Bounded Maximally Permissive Synthesis. To generate
safe yet general smart contracts, we adopt trace-bounded maximally
permissive synthesis: among all correct candidates, we select the
implementation that admits the largest number of valid traces in
a representative sample set. Since the full trace space is infinite,
permissiveness is approximated over a finite sample set rather than
optimized in an exact sense; the formal definition and its guarantees
are given in Section 5.3. This approximation effectively guides the
synthesis toward more general smart contracts.

Challenge 3: efficient synthesis under complex semantics. In
general, it is challenging to synthesize a program over a large search
space. Moreover, the rich semantics of real-world smart contracts
introduce complicated constraints that can easily overwhelm state-
of-the-art SMT solvers [7].

Combining deductive synthesis with trace-guided refine-
ment. We address this challenge by dividing synthesis into two
phases. Specifically, the first phase performs deductive synthesis,
which generates a contract sketch using deterministic rules based
on the given specifications [8]. The second phase conducts inductive
refinement, which searches for completions that satisfy a set of con-
crete traces. To reduce the verification overhead, we precompute
the contract state snapshots over these traces and avoid symboli-
cally encoding full transitions. This approach narrows the search
space and enables efficient constraint solving, offering a scalable
alternative to syntax-guided synthesis [5, 33].

As a testbed, we implemented SmartSpec, a smart contract syn-
thesizer based on a multi-modal specification that consists of: (1)
functional specifications in the form of inference rules over contract
states and transaction records; and (2) safety specifications expressed
in temporal logic over transaction sequences. Leveraging both de-
ductive and inductive synthesis techniques, SmartSpec generates
an abstract representation of the smart contract that satisfies all
specified properties while being trace-bounded maximally permis-
sive. This representation enables: (i) efficient verification against
specified safety properties; (ii) connections between specification
and synthesis output, making synthesized state updates and guards
inspectable before deployment. Upon finding a satisfactory contract,
its abstract representation is compiled into executable code on the
Ethereum [40] platform. SmartSpec currently targets standalone
contracts whose logic is expressible in relational logic; supporting
cross-contract interactions remains a future work (Section 6.4).
Contributions. Our main contributions are:

o Multi-modal specification. We formulate the smart contract
synthesis problem using a specification framework that inte-
grates functional specifications (inference rules) and safety spec-
ifications (temporal logic) (Section 4).
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mapping (address => Stake) public stakes;
struct Stake { uint256 amount; bool unstaked; }
function unstake() external {
Stake storage s = stakes[msg.sender];
require(s.amount > @); // Missing check:
require(!s.unstaked);
s.unstaked = true;
payable(msg.sender).transfer(s.amount);
3
Figure 1: Simplified staking example vulnerable to repeated
withdrawals.

o Synthesis algorithm. We propose an efficient algorithm com-
bining deductive and inductive synthesis with a compact encod-
ing of contract semantics, together with soundness and relative
completeness guarantees (Section 5).

o Implementation and evaluation. We implement SmartSpec
and evaluate it on 27 contracts, demonstrating effectiveness in
synthesizing verifiably correct smart contracts (Section 6).

2 Background and Motivation

Smart contracts are programs deployed on blockchains to man-
age digital assets and automatically enforce agreements without
intermediaries. They encode core application logic such as token
transfers, staking, and auctions, and execute deterministically once
deployed. In practice, developers implement smart contracts in
domain-specific languages such as Solidity [1] for Ethereum [40],
as well as Vyper [2] and Move [41]. In this work, we focus on
Solidity contracts due to its widespread adoption.
Vulnerabilities and specifications. We motivate the design of
multi-modal specifications using two illustrative smart contract
examples inspired by real-world incidents.

Example 1: Repeated withdrawal. Figure 1 shows a contract
adapted from a real-world incident [15]. It allows users to stake and
later withdraw their tokens. However, the unstake function fails
to verify if a user has already withdrawn their stake. As a result, an
attacker can repeatedly call unstake to drain the contract’s balance.

O

This vulnerability arises from contract-specific logic that is dif-
ficult for generic verification tools to capture [6, 7, 26, 28]. Even
with a formal specification, existing tools only flag the issue post
hoc. In contrast, our goal is to ensure such properties are enforced
by construction, by automatically synthesizing guards that make
the contract both provably correct and transparent in behavior.
Safety specification in temporal logic. The above vulnerability
can be effectively captured by the specification that, for all stake
index i, transaction unstake(i) can happen at most once:

O (— (o(4(unstake(i))) A unstake(i)))

We follow the standard linear temporal logic syntax in VerX [28],
where 4p denotes once(p) and holds if p has occurred at or before
the current position, ep denotes prev(p) and holds if p held at the
immediately preceding position (and is false at the initial position),
and Op denotes always(p). With this specification, we ensure that
every stake index can be unstaked at most once, thereby preventing
the above attack and enhancing the contract’s security.
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1 function transfer (address sender, address
recipient, uint256 n) {

2 uint256 s = balance[sender];

3 uint256 r = balancel[recipient];

4 require(s >= n);

5 balance[sender] = s-n;

6 balancel[recipient] = r+n; // vulnerable
when sender = recipient

7 %}

Figure 2: Simplified transfer function vulnerable to inconsis-
tent updates.

In addition to forbidden execution traces, another major class of
vulnerabilities arises from incorrect state updates.

Example 2: Balance double-counting. The contract in Figure 2
is adopted from a real-world incident [14]. Suppose an attacker
initially holds 20 tokens and transfers 10 tokens to its own address,
i.e., the sender and recipient are the same. The contract first reads
the sender’s balance s = 20 and the recipient’s balance r = 20.It
then subtracts 10 from s and adds 10 to r, resulting in a final balance
of 30 tokens instead of 20. This inconsistency arises because both
updates operate on the same account but are computed indepen-
dently, violating the intended relational invariant that total tokens
must remain constant. Such invariants are naturally expressed as
inference rules. O

Functional specification in inference rules. This vulnerability
can be prevented by enforcing an invariant stating that an account’s
balance always equals the total tokens received minus the total
tokens sent, ensuring that every balance reflects only legitimate
transfers. See an example of such specification shortly in Section 3.

These examples demonstrate that both correctly validating in-
coming transactions and properly updating contract states are criti-
cal for maintaining smart contract safety. In the following sections,
we show how SmartSpec uses these specifications to synthesize
provably correct smart contracts.

3 Overview

Figure 3 shows the architecture of SmartSpec. It takes a multi-modal
specification: (1) inference rules that define contract states in rela-
tional form over past transaction history, and (2) safety properties
in temporal logic over transaction sequences.

The synthesis proceeds in two phases. First, it deductively trans-
forms the inference rules into a contract sketch that encodes state
updates without condition guards. Then, it completes the sketch
by inferring transaction guards that ensure all safety properties
are satisfied, using an iterative CounterExample-Guided Inductive
Synthesis (CEGIS) procedure [34].

Inference rules. Figure 5a presents the inference rules for a crowd-
funding contract, whose goal is to raise a target amount within a
limited timeframe. Here, contract states are represented as relations,
defined by inference rules [8] of the form head : - body. The rules
read from right to left: if all predicates in the body hold, the head
predicate is derived. The first rule defines an account’s balance as
the difference between its total incoming and spent tokens. For in-
stance, Line 1 of Figure 5a sums all investments to compute the total
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raised. Lines 2-3 track each participant’s invested and refunded
amounts, and Line 4 derives their balance as the difference.

Step 1. Deductive synthesis (Section 5.1). From the inference
rules, SmartSpec synthesizes the contract sketch in Figure 5b, which
incrementally maintains these states upon each transaction commit.
For instance, Figure 5b contains the update raised <- raised + n.
It is generated from the rule in Line 1 of Figure 5a, where raised is
defined as the sum of the amount column of the invest transactions.
Therefore, when a new invest transaction is committed, raised is
incremented by the value n.

Safety specification in temporal logic. Figure 6a illustrates three
safety properties for the crowdfunding contract, expressed in tem-
poral logic. For example, Line 4 specifies that whenever the crowd-
funding is in the OPEN state, the sum of all participant balances must
equal the raised amount. The operator O (always) enforces that
the specified invariant must hold throughout all reachable states.
Other operators, such as ® (prev, Line 7) and 4 (once, Line 11), refer
to the preceding and any past transaction states, respectively.
Step 2. Counterexample-guided inductive synthesis. The goal
of this step (Section 5.2) is to infer transaction guards so that the
contract satisfies the safety properties. Because temporal safety
often spans multiple transactions, it cannot be encoded by local
deductive rules alone. SmartSpec therefore adopts a CEGIS loop.
Specifically, SmartSpec starts with empty guards and checks the
sketch against the verifier. If there is a safety violation, the verifier
returns a counterexample trace, from which SmartSpec infers new
guards to block the unsafe behavior. This loop continues until a
fully-verified contract is found or it reaches the iteration bound.
Disambiguate via trace-bounded maximal permissiveness
(Section 5.3). In practice, even comprehensive safety properties and
inference rules rarely capture a contract in full, leaving room for
multiple correct implementations. Simple criteria like minimal code
size may produce trivial contracts. For instance, a contract that
always rejects unstake calls is technically safe but defeats its pur-
pose. To avoid this, SmartSpec adopts a trace-bounded maximally
permissive strategy. Since exact quantification over the infinite
trace space is intractable, SmartSpec approximates permissiveness
by sampling legal traces from the safety specification.

As illustrated in Figure 4, the input space includes both safe and

unsafe regions: the top-right area denotes counterexamples, while
two alternative candidates are safe but differ in permissiveness, and
the one admitting more valid traces is preferred.
Scope and limitations. SmartSpec focuses on contracts whose
logic can be expressed as inference rules with deterministic guards
and fixed, side-effect-free user-defined functions (UDFs), and does
not handle external interactions (e.g., oracle calls or cross-contract
calls). Safety guarantees follow the verifier (unbounded with induc-
tive invariants, otherwise bounded), and trace-bounded maximal
permissiveness is defined with respect to sampled traces, thus ap-
proximating the full behavior space.

4 Problem Formulation

This section formalizes the synthesis problem. We begin by defining
the syntax of inference rules and safety properties, then specify the
output program space.
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1| raised(s) :- s = sum m: invest(_, m).

2| investTotal(p,s) :- invest(p, _), s = sum m:
invest(p,m).

3| refundTotal(p,s) :- refund(p, _), s = sum m:
refund(p,m).

4| balanceOf(p,s) :- investTotal(p,i), refundTotal
(p,r), s := i-r.

(a) Specification: inference rules over transaction records.

1| invest(p: address, n: uint256): {

2 raised <- raised + n;

3 balanceOf[p] <- balancel[p] + n;

4} // other transactions

(b) Partial program generated from inference rules, incrementally
maintaining states on new transaction commits.

Figure 5: Phase 1: deductive synthesis.

Semantics summary. A transaction type Tx(xi, ..., x,) is a named,
parametrized operation (e.g., transfer(from, to, amount)). By de-
fault a transaction type may occur any number of times in a trace;
the temporal specification restricts frequency when needed (e.g.,
O (= (o(4(unstake(i))) A unstake(i))) to ensure each stake index is
unstaked at most once). Specifications apply to individual contract
instances, not to all deployed instances globally.

Functional specification. We start by introducing relations, the
basic building blocks of contract states. We then define predicates
constructed over these relations, and finally describe how rules are
formed from predicates to specify contract functionality.
Relations. Contract states are modeled as relations declared by
the user (Figure 7a) and defined through inference rules. We sup-
port three kinds of declared relations: (1) Singleton relations, which
contain exactly one tuple and represent global configuration pa-
rameters (e.g., funding target or deadline); (2) Transaction relations,
which record transaction invocations such as invest or refund;
and (3) Simple relations, which store persistent contract state and
may specify primary key columns [i1,1i2,...] to uniquely identify
tuples (e.g., balanceOf (addr, amount) keyed by address). Platform-
provided primitives (e.g., msg. sender, timestamp, send) are built-ins
and need not be declared.

Predicates. As shown in Figure 7b, predicates (Pred) are the logical
atoms used in rule bodies and transaction guards. They include:
(1) relational atoms R(x) over declared relations, (2) comparisons

1| // P1: In the OPEN state, balances sum to the
raised amount

2| .decl sumOfBalance(n: uint)

3| sumOfBalance(s) :- s = sum n: balanceOf(_,n).

4|O(state(s) A sumOfBalance(m) A raised(n) A s==
OPEN

5 = m==n);

6

7\ /7 P2: Refund subtracts balance from raised

amount
8|Oo(refund(p,n) A e(balanceOf(p,n')) A raised(m)
A e(raised(m'))

9 = m==m'-n"');

10

11| // P3 Withdraw and refund cannot be both
executed

12| 0(-~(¢(withdraw) A €(refund)));

(a) Specification in linear temporal logic.

1| invest(p,n) ~-: msgSender(p),msgValue(n),closed

(false),raised(s),target(t),s<t.

2| closed(true) -: msgSender(s), owner(s).

3| refund(p,n) -: msgSender(p),closed(true),
raised(r), target(t),r<t, balanceOf(p,n),n
>0.

withdraw(p,r)-: msgSender (p),
raised(r),target(t),r>=t.

beneficiary(p),

(b) Synthesis intermediary output: transaction validation rules.

Figure 6: Phase 2: inductive synthesis.

C(x) between domain-consistent values, (3) arithmetic function
applications y = F(x), and (4) calls to user-defined functions (UDFs).
UDFs are optional, side-effect-free predicates written as y =
id(x) (Figure 7b): standard Solidity helpers for fragments that are
clumsy as pure joins, lowered and evaluated on traces like other
predicates. For instance, the Uniswap V2 0.3%-fee formula [3]

Qin 997 rout

amountOut(ain, Fin, T'out) = 1000+ a 557

can be named once (e.g., as amountOut) and reused in guards with
relational constraints (e.g., a slippage floor); state change and tem-
poral properties remain in the rules.

Rules. SmartSpec uses Horn-clause style inference rules, a subset
of first-order relational logic. As shown in Figure 7b, each rule has
the form Head(x) : - Body, read right to left: if the body holds, the
head tuple is derived and inserted into its relation.
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Decl := RelDecl*
RelDecl == SingletonR(T) | Tx R(T) | Rel R(T) [Key]
Key == [iy,ig...]
T == int|addr|bool] ...

(a) Relation declarations.

Rule := H(x):-Body
Body == Join|R(x),y = Agg : R(%)
Join = R(X) | Pred, Join
Agg == sumn|maxn|minn|count
Pred == R(x)|C(x)|y=F&x)|y=id(x)
C u= >|<|2]<]#]-==
F == +|—-]x]/
(b) Inference rules.
F == atomic|u_op F|F bin_op F
atomic == R(x)|C(x)
u_op — | #(once) | O(always) | e(prev)
binop == A|V ]| —>

(c) Temporal logic for safety specification.

Figure 7: SmartSpec specification syntax.

We distinguish two rule types:

(1) Join rules. The body of a rule may be a conjunction of predicates,
forming a Join rule. Such a rule holds if there exists a variable
assignment 7 : V +— D that makes all literals true. Relational literals
are satisfied when the corresponding tuple exists in the relation,
while conditions and functions impose constraints on variables. For
example, the rule at Line 4 in Figure 5a joins investTotal(p,i) and
refundTotal(p,r) on the participant p, and derives balance0f (p, s)
withs =i—r.

(2) Aggregation rules. These take the form y = Agg n : R(j), which
computes an aggregate over all rows in R(7) matching a given
variable assignment.

investTotal(p,s):-invest(p,_),s=sum m:invest(p,m).

This rule groups the invest table by the first column (p) and, for
each group, sums the second column (m) to produce investTotal.

A rule is well-formed if all variables are grounded, i.e., each vari-
able must appear either as a transaction parameter or as a bound
variable in a relational atom. For example, in transfer(sender,
recipient,amount), predicates such as amount > @ or balanceOf(
sender,b), b >= amount are well-formed, whereas x > 0 is not if x
appears nowhere else.
Safety specification. Figure 7c shows the syntax of past time
linear temporal logic [28]. Atomic propositions represent relations
R(x) and conditions C(x), whose syntax is defined in Figure 7b.
Temporal operators include once, always, and prev. In addition,
formulas can be constructed through logical connectives including
conjunction (A), disjunction (V), and implication (—). There are
two typical approaches to specify safety properties:
(a) Patterns over transactions. These are constructed using tem-
poral and logical operators over transactions. For instance:

O(—(4#(withdraw) A #(refund)))
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Table 1: Fragments of Solidity supported by SmartSpec.

Feature Restriction
ETH transfer ~ Supported.
Loops Bounded loops.
Recursion No recursion.

External calls  No calls to external contracts.
Contract No contract creation or destruction within a trans-
action.

where withdraw and refund represent two types of transactions.
This formula indicates that once a crowdfunding beneficiary has
withdrawn funds, no investor can request a refund, and vice versa.
(b) Patterns over contract states. Relational predicates R(%) are
instantiated on relations representing contract states. For instance:

O(state(s) A sumOfBalance(m) A raised(n)
As=O0PEN - m =n)

This formula specifies an invariant over contract states, represented
by relations state, sum0fBalance, and raised. This invariant states
that, while the crowdfunding is in the OPEN state, the sum of all
participant balances must equal the raised amount.

Output space. SmartSpec targets a subset of Solidity, using De-
Con [8] as an intermediate representation. As shown in Table 1,
this subset supports ETH transfers and bounded loops over arrays,
but excludes recursion, external calls, and contract creation or de-
struction, since the verifier [7] cannot handle them. Recursion is
disallowed in the specification to ensure termination and is uncom-
mon in practice [8]. Extending SmartSpec to reason about external
interactions remains important future work. Despite these limita-
tions, 44% of the top-50 Ethereum contracts by transaction volume
fall within this fragment directly, rising to 76% with a lightweight
assume-block extension for cross-contract calls (Section 6.4).
Correctness criterion. A synthesized contract C is considered
correct if: (1) all temporal safety properties are formally verified by
DCV [7], using inductive proofs with fallback to bounded model
checking; and (2) C is manually inspected and tested against the
reference source to confirm semantic consistency with the intended
behavior. Correctness is semantic, not syntactic: two contracts
are equivalent if they satisfy the same relational and temporal
specifications. The second step catches errors from ambiguous or
under-constrained specs, e.g., a guard that picks < instead of <= on
boundary traces that were absent from the sample set (Section 6).

5 Synthesis Algorithm

This section presents the deductive and inductive synthesis algo-
rithm, and synthesis output disambiguation via maximal permissive-
ness. We build on existing verification infrastructure [7]: bounded
model checking for counterexamples, induction for proofs, and
declarative structure for efficient invariant search; full details are
provided in the full version [9].

5.1 Deductive Synthesis

In the deductive synthesis phase, SmartSpec repurposes the trans-
formation rules of DeCon [8], a declarative language for smart
contracts, to generate executable code from inference rules. Unlike
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Algorithm 1 CEGIS Loop with Maximal Permissiveness.

Input: (1) ®: safety specification; (2) R: functional rules; and
(3) K: iteration bound (hyperparameter).
Output: A synthesized contract C or L if not found.

1: Tgis < SAMPLEVALIDTRACES(®) > Disambiguation (Sec. 5.3).
2: P « ENUMERATEPREDICATES(R)

3 7;ex —0

4: C « INITSKETCH(R) > Section 5.1.
5: iteration <— 0

6: while iteration < K do

7: iteration < iteration + 1

8: 7 < BMC(C, @) > Find counterexample trace
9: if 7 = L then

10: return C > No counterexample, synthesis complete
11 else

12: 7;ex — 7gex U {T}

13: end if

14: C < BLOCKTRACECONSTRAINTS(7cex, P) > Section 5.2.
15: J < PERMISSIVENESSOBJECTIVE (7gis, C) > Section 5.3.
16: C « OptimizE(C,]) » Z3: satisfy constraints, maximize

permissiveness
17: end while

18: return L > Iteration bound reached

DeCon, which requires developers to manually specify conditions,
SmartSpec focuses only on generating state maintenance logics,
delegating condition generation to an automated synthesizer.

For each transaction type, the contract sketch consists of the
state maintenance instructions for newly committed transactions.
The deductive synthesis begins by identifying dependencies among
declared relations. A relation R depends on Tx if there exists a rule
where R is in the head and Tx in the body. Starting with the relation
for Tx, update instructions are derived to ensure the validity of the
inference rule results as new relations are derived. The dependency
relation is transitive: updates to a relation trigger further updates
to other affected relations. This process iterates through the depen-
dency chain until no further updates are needed. Since recursive
relations are prohibited in the specification (Section 3), this process
is guaranteed to terminate.

Example 3: Figure 5b shows the contract sketch for the crowdfund-
ing example. The deductive phase produces update instructions
along dependency chains. In this example, instructions are gen-
erated following two dependency chains: invest — raised, and
invest — investTotal — balanceOf. Note that investTotal is elim-
inated by the compiler optimizer that short-circuits updates from
invest to balanceOf. ]

5.2 Inductive Synthesis

Building on the contract sketch generated above, SmartSpec re-
fines it by inferring transaction guards that ensure safety. The
goal is to rule out all counterexample traces produced by bounded
model checking while avoiding overly restrictive conditions. To
this end, SmartSpec adopts a constraint-based, counterexample-
guided inductive synthesis (CEGIS) procedure enhanced with a
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trace-bounded maximal permissiveness objective, which favors so-
lutions that are as general as possible. The rationale and formulation
of this objective are detailed in Section 5.3.

Overview. Algorithm 1 outlines the CEGIS loop. Given functional
rules R and safety specification ®, SmartSpec first samples a set of
disambiguating traces 7g;s that satisfy ® (Section 5.3) and constructs
the predicate set by enumerating type-consistent bindings of
relational variables and comparison operators (Figure 7b) for guard
synthesis; an optional optimization restricts the binding space us-
ing domain conventions (Section 5.2). Next, a contract sketch C is
initialized from R (Section 5.1), containing state updates but no
guards.

In each iteration, bounded model checking (BMC) verifies C

against @. If no counterexample is found, synthesis terminates.
Otherwise, the counterexample 7 is added to 7cex, and SmartSpec
constructs blocking constraints C from 7¢.x and # (Section 5.2) and
defines a permissiveness objective J that measures the number of
disambiguating traces accepted by C. The solver Z3 optimizes C to
satisfy C while maximizing J, repeating until no counterexample
is found or the iteration bound K is reached.
Predicate generation. In line 2, for each transaction type Tx,
SmartSpec constructs a predicate set P(Tx) used in guard synthesis;
P aggregates these sets. Predicates are formed by instantiating
domain-consistent comparison operators (C) of Figure 7b. Variables
in a predicate may originate from either the transaction parameters
or contract states represented as relations.

For example, consider transaction transfer with parameters
sender, recipient, and amount. Predicates may include parameter-
based conditions such as amount > 0, or state-dependent ones such
as balance(sender)>= amount, where variables are bound to rela-
tional states.

A predicate is considered well-formed if all of its variables are
grounded, i.e., each variable must appear either as a transaction
parameter or as a bound variable in a relational tuple. For example,
in transfer(sender, recipient, amount), the predicate balance(
sender)>= amount is well-formed because both sender and amount
are grounded. In contrast, balance(p)>= amount is ill-formed if p

is not bound to any parameter or relational variable, since its
value cannot be resolved during evaluation. This ensures that all
predicates can be evaluated concretely over the current contract
state and transaction inputs.
Optimization via parameter-pattern restriction. Full enumera-
tion yields a Cartesian explosion and incorrect bindings. We apply
simple heuristics (e.g., distinct roles bind to distinct parameters;
non-zero for amounts and addresses) and restrict to these patterns
first, falling back to the full space if UNSAT. For transferFrom,
the binding allowance(owner, spender, m) is correct. Binding
the first argument to recipient is not. Completeness is preserved:
Proposition 5 holds regardless of which search phase succeeds.

With the predicate set # in place, we next describe the contract
encoding and constraint generation process (Algorithm 1, line 12).
Internal contract representation. Building on the predicate set
generated above, SmartSpec encodes each candidate transaction
guard into a constraint representation suitable for solver optimiza-
tion. As shown in Figure 8, each conjunctive clause is represented
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Table 2: Truth table for an example trace.
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Figure 8: Encoding of a candidate contract

as a one-hot vector over the predicate space. For example, the vec-
tor 100010. .. corresponds to the conjunction of the first and fifth
predicates, owner == sender A to # 0x0. This encoding bridges the
high-level logical specification and the bit-vector formulation used
by the solver in Algorithm 1.

The entire contract is represented as a mapping ® : Tx —

List[Boolean], where each transaction type Tx is associated with a
Boolean vector of length |P| (the size of the predicate set), indicating
the inclusion of each predicate in its guard.
Constraints on example traces. To ensure correctness, we re-
quire that viable candidate contracts reject all counterexamples.
Rather than symbolically encode the full contract semantics, we
simplify constraint generation by evaluating predicate truth values
on concrete traces and collecting the results in a lookup table D
over which the constraints are defined.

(a) Evaluate predicate truth value. Using the contract sketch, which
specifies how state updates occur upon transaction commits, we
simulate the execution of concrete example traces to precompute
the contract state at each step. This allows us to directly evaluate the
truth value of each predicate P(Tx) for every transaction Tx in the
trace, bypassing symbolic execution and simplifying the encoding.

Example 4: Table 2 shows predicate truth values for an example
trace. Each row corresponds to the state after committing a trans-
action (header column), with predicate values computed from the
evolving contract state based on the partial sketch. For instance,
ended is initially false and becomes true after the end transaction.
Predicates irrelevant to a transaction type (e.g., n > @ for end or
withdraw) are marked NA. o

(b) Encoding example traces as constraints. Each example trace is
encoded as constraints over its predicate truth table: a transaction
is approved if all predicates in its guard are satisfied. Formally, let
Tr be the truth table for trace T:

approve(tx,®) £ Vi. d[i] — Tr[tx][i]

Here, ®[i] indicates whether the i-th predicate is included in the
guard of transaction ¢x. The implication enforces that if a predicate
is selected in the guard, it must evaluate to true for the transaction
in the given trace.

A trace is considered valid only if all its transactions are approved:

approve(T, ®) £ Vix € T. approve(tx, D)
Intuitively, this means that for a trace to be accepted, every
transaction within it must satisfy all predicates selected in its guard.
For a counterexample trace set Neg, the constraint is:
{—approve(T,®) | T € Neg}

Together, these encodings define the constraint space used by
the inductive synthesizer. Each counterexample trace contributes a

blocking constraint that eliminates unsafe behaviors, while satis-
fying assignments to ¢ represent candidate guard conditions con-
sistent with all collected examples. In the subsequent optimization
phase, SmartSpec searches for the most permissive solution that
satisfies these constraints, as described in Section 5.3.

5.3 Trace-Bounded Maximally Permissive
Synthesis

As discussed in Section 3, the admissible behaviors of a smart con-
tract are defined by temporal safety properties. However, contracts
that reject most or all transactions, though safe, are useless. To avoid
such outcomes, SmartSpec adopts a trace-bounded maximally per-
missive synthesis strategy, aiming to accept as many valid traces as
possible without violating safety properties.

Since the trace space is infinite, exact quantification is infeasi-
ble. We instead sample a subset of valid traces and maximize the
number accepted. A small but diverse sample is often sufficient to
distinguish generalizable contracts from overly restrictive ones.
Trace sampling. We construct a small set of up to N blockchain
addresses and randomly initialize parameters such as the contract
owner and permitted users. Setup transactions are executed to
populate account states, since many checks depend on balances
or role assignments (e.g., owner, operator). For each transaction
type, we randomly draw type-consistent inputs, execute them to
generate traces, and retain only those satisfying safety properties.
For efficiency, a fixed number of traces (N per transaction type) is
sampled.

The permissiveness of each candidate contract is encoded as an
optimization objective in the Z3 solver used during the inductive
phase. The solver thus searches for contracts that block all coun-
terexample traces while accepting as many valid traces as possible.

Example 5:[Permissiveness disambiguation] Consider a staking
contract with the safety property that each stake index i can be
unstaked at most once. Suppose the sampled valid trace set contains:

Ty : (stake(a, 10,7), advance(8), unstake(a,i))
Ty : (stake(b, 20, 30), advance(31), unstake(b, j))
Ts : (stake(a,5,7), advance(8), unstake(a,k))

and a counterexample trace:
Ty : (stake(a, 10,7), advance(8), unstake(a, i), unstake(a,i)).
Consider two candidate guards for unstake(u,i):

C1 : lockExpired(i) A —unstaked(i) A (msg.sender = owner)
Cy : lockExpired(i) A —unstaked(i)
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Both candidates block Ty and satisfy the safety property. How-
ever, C; rejects Ty, T, Ts unless the owner performs every with-
drawal, while C, accepts all three valid traces by allowing the stake
owner to withdraw after expiry. Hence C, is more permissive on
the sampled traces and is preferred by SmartSpec. O

Remarks. Trace-bounded maximal permissiveness is guaranteed
only with respect to the generated traces; more permissive correct
implementations may exist if the trace set is biased. In practice
(Section 6), we find that 50 traces per transaction type suffice to
avoid such cases.

Guard expressiveness and tradeoffs. The current synthesis tar-
gets guards that are conjunctions of relational predicates (Sec-
tion 5.2). This restriction is intentional: (1) virtually all require
guards in our benchmarks are conjunctions of simple predicates
(e.g., amount > @ 8&& balance[sender] >= amount), so the fragment
is practically complete for this domain; (2) conjunctions are cheap to
evaluate both at synthesis time (bit-vector encoding) and at runtime
(short-circuit evaluation). This restriction is not fundamental: dis-
junctions can be supported by encoding the guard as a disjunction
of conjunctive clauses (DNF), with the clause count as a tunable
parameter controlling expressiveness vs. solving cost. Complex
subexpressions can be wrapped as user-defined functions (UDFs)
and treated as atomic Boolean candidates. Their truth values are
precomputed on each trace point so the synthesis engine sees a
plain Boolean (e.g., the Uniswap V2 fee formula is already handled
this way).

5.4 Properties

We formalize the correctness guarantees of SmartSpec. Specifically,
we establish (1) soundness with respect to the functional and safety
specifications, and (2) relative completeness within the defined
search space.

We first state a lemma about the verifier, which forms the foun-
dation of SmartSpec’s soundness.

Lemma 1 (Verifier guarantee): Let & be a candidate contract.

(1) If the verifier proves ® as an inductive invariant, then ® holds
for traces of arbitrary length.

(2) If induction fails but no counterexample of length < B is found,
then ® holds for all traces of length at most B. O

Proofs are deferred to the full version [9].

Proposition 2 (Soundness of inductive phase): Let Cy be a con-
tract sketch and ® a safety specification. If the inductive phase of
SmartSpec returns a contract C, then C satisfies ® under the guaran-
tees provided by the verifier (Lemma 1). ]

Proof sketch. SmartSpec returns a contract C only if the verifier
reports no violation of ®. By Lemma 1, this implies that C satisfies
® under the verifier’s guarantees. O

Lemma 3 (Soundness of deductive phase): Let R be a well-
formed set of functional inference rules. Let Cy «— INITSKETCH(R) be
the contract sketch generated by the deductive phase. Then for every
transaction sequence T, the states produced by executing C, correspond
to the tuples derivable from R under its relational semantics. O

The above lemmas establish the soundness of SmartSpec.
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Proposition 4 (Soundness): Let R be the functional specification,
O the safety specification, and T the sampled trace set used to approx-
imate permissiveness. If SmartSpec returns a contract C, then:

(1) C satisfies the functional specification R;

(2) C satisfies the safety specification ®;

(3) among all contracts satisfying (1) and (2) within the search
space, C maximizes the number of traces in T that are admitted
(trace-bounded maximal permissiveness). O

In other words, the deductive phase enforces the intended state
semantics, while the inductive phase synthesizes guards that ensure
safety. Among all safe completions of the sketch, SmartSpec returns
one that is trace-bounded maximally permissive with respect to T.
Proof sketch. By Lemma 3, the sketch preserves the functional
semantics of R, and the inductive phase only adds guards without
modifying state updates, so the final contract C still satisfies R. Since
SmartSpec returns C only after the verifier reports no violation of
®, Lemma 1 ensures that C satisfies ® under the verifier guarantee.
Moreover, as permissiveness over the sampled trace set T is encoded
as an optimization objective, the solver returns a model maximizing
it among all satisfying assignments. Hence C satisfies R and ® and
is maximally permissive with respect to T within the search space.

[m]

Definition 1: Guard search space. Let P be the set of predi-
cates generated from declared relations, domain-consistent compar-
isons, arithmetic expressions, and user-defined functions (UDFs);
SmartSpec may first search a domain-convention-restricted subset
and fall back to the full set if the restricted search fails (Section 5.2).

The guard search space H consists of all guards that can be
constructed as conjunctions of predicates from P. O

Proposition 5 (Relative completeness): Let R be the functional
specification and @ the safety specification. Let H be the guard search
space defined in Definition 1.

If there exists a contract C* obtained by instantiating the sketch
with guards from H such that C* satisfies @, then SmartSpec will
return some contract C € H that satisfies ®. O

Proof sketch. The inductive phase searches the finite hypothesis
space H via constraint solving. Assuming the underlying solver is
complete for the encoded constraint theory, if a satisfying guard
assignment exists within #H, the solver can discover one. Hence
SmartSpec returns such a contract after successful verification. O

Proposition 6 (Complexity): Let |P| be the number of predicates,
m the number of counterexample traces, and L the maximum trace
length. In each CEGIS iteration, SmartSpec constructs constraints of
sizeO(m-L-|P|) and invokes the SMT solver once. Thus, the encoding
cost per iteration is polynomial inm, L, and |P|, and the total runtime
scales linearly with the number of iterations. O

The dominant cost of SmartSpec lies in the CEGIS loop. Each
iteration involves: (1) bounded model checking to search for coun-
terexamples, and (2) solving a constraint optimization problem
whose size is proportional to the number of predicates and accu-
mulated traces. In practice, BMC is the main time consumer, since
it explores execution paths over the contract state space, while
constraint solving operates over a compact bit-vector encoding
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of predicates. Predicate truth evaluation and trace simulation are
comparatively lightweight and parallelizable across traces.

This explains two empirical observations: (i) synthesis time
grows with the number of relations and transaction types, because
they enlarge the predicate space and the transition structure ex-
plored by BMC; (ii) per-iteration time remains relatively stable
across benchmarks, since the solver operates over similarly struc-
tured constraint templates. Thus, performance is primarily gov-
erned by the complexity of the state space exposed to the verifier,
rather than by the inductive encoding itself.

6 Evaluation
We aim to answer the following research questions:

(1) Effectiveness and efficiency. Can SmartSpec synthesize dif-
ferent contracts correctly and efficiently?

(2) Output quality. Can SmartSpec generate efficient smart con-
tracts compared to their hand-written counterparts?

(3) Improvement over baseline tools. What are the differences
and advantages of SmartSpec compared to existing tools?

(4) Coverage. How do SmartSpec’s syntactic constraints affect

practical adoption?
Benchmarks. We evaluate SmartSpec on 27 smart contracts and

their temporal specifications from prior work on smart contract
verification [7, 28]. We include only contracts that satisfy two cri-
teria: (1) no essential cross-contract interactions (calls, proxies, or
delegates), because SmartSpec synthesizes standalone single con-
tracts; and (2) core logic expressible as relational logic. Excluded
are, for instance, contracts using recursive data structures, Merkle
trees, or zero-knowledge proof verification.

Specification derivation. Specifications come from two sources.
(1) Directly taken from prior work, including temporal specifica-
tions [7, 28], and relational specification [8]; (2) To increase the
benchmark sizes, for contracts missing specification, and additional
contracts on Ethereum [40], we manually and systematically de-
rive temporal and relational specification from the source code and
ERC standard documentation when available. For example, ERC-20
balances are expressed relationally over transfers:

balanceOf(p, n) :- totallncome(p, m), totalSpent(p
, 0), n=m - o.

This derivation is semi-automated: relational specs are written man-
ually; SmartSpec synthesizes Solidity from them; and the output is
validated against the reference via inspection and testing.

Table 3 summarizes reference Solidity size (LoC), specification

size (#rel., #tx., #rules, #prop.), synthesis run time, CEGIS iterations,
gas comparison, and concrete vs. symbolic encoding columns. Full
benchmarks are in the artifact [9].
Experiment setup. SmartSpec is implemented in 2k lines of Scala,
extending DeCon [8] for deductive synthesis and Solidity support,
integrating DCV [7] for temporal verification, and using Z3 [13]
v4.8.14 for constraint solving. Bounded model checking explores
up to 5 transactions per search. For permissiveness analysis, we
sample 50 traces per transaction type. We set a one-hour timeout.
All experiments run on a 4 GHz CPU with 24 GB memory. End-
to-end run times in Table 3 include bounded model checking. We
report mean gas per contract from deployment plus a fixed script
of function calls, measured on a local EVM.
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6.1 Effectiveness and Efficiency

Effectiveness. Table 3 lists 27 benchmarks. The footer shows 23
(85%) with a plain v': judged equivalent to the reference without in-
teractive annotation. Four rows carry v/ (k), where k is the number
of interactive refinement rounds (see discussion shortly) before we
accepted the result. Every row still passes the automated verifier
on the stated specification.

Failure cases. Failures arise mainly from SmartSpec’s trace-based
permissiveness approximation. Scores reflect whether predicates
happen to be true or false on a small, synthetically generated trace
set; if generation is biased (e.g., the same address pool for roles
and users, or uniform setup funding), those scores can skew the
permissiveness objective (Section 5.3). The learner has no causal
account of why a predicate should act as a guard.

Handling failure via lightweight interactions. To address this
limitation, we introduce a lightweight interactive loop. If the de-
signer finds the synthesized contract too restrictive, they supply a
concrete positive transaction that ought to be accepted. Because
permissiveness is judged from sampled traces, we merge those
inputs with the existing trace pool: every candidate guard must
accept them, which is enforced directly in the synthesis encoding
as additional hard constraints. In our experience, each contract
that needed an interactive pass converged in at most four rounds
of interactive feedback through extra examples. This shows that
SmartSpec remains practically useful even when one-shot synthe-
sis falls short: correction requires only a few concrete examples,
not knowledge of the synthesis internals.

Efficiency. Table 3 reports about 2 s-203 s run time per contract
(medians 23 s and 25 CEGIS rounds; footer averages 52.8 s and
45.4 rounds). The slowest cases are CAPPEDCROWDSALE, ERC20, and
MATIC, with 117-120 CEGIS rounds each. The ratio of mean run
time to mean rounds is ~ 1.2 s per cycle, consistent with solver and
verifier work each round. Larger #rel. and #tx. enlarge the sketch
and predicate space (Section 5.2), e.g., CAPPEDCROWDSALE peaks at
41 relations, and need more refinement.

Overhead analysis. Bounded model checking is roughly a third
of run time; the rest is the CEGIS loop, which dominates when
iterations reach the mid-sixties. One-hot guard solving stays cheap,
so harder temporal proofs cost more in verification than in SAT.
All runs finish within about two minutes, which is acceptable for
medium-sized contracts.

Safety verification. Safety properties over shared state remain
the most iteration-hungry, because many transaction types touch
the same relations and each guard must preserve invariants. For
example, in tether, non-negative balances and non-negative al-
lowances are enforced across mint, transfer, and allowance paths;
that benchmark uses 83 refinement rounds, aligning with the need
to coordinate guards on every entry point that updates either map-
ping.

Optimization effectiveness. A key design in the inductive phase
is to precompute predicate truth values on concrete traces rather
than encoding contract state transitions symbolically in the SMT
formula. We quantify the benefit through an ablation study: the
baseline uses a standard symbolic execution approach where state
updates are encoded as SMT variables and predicates are evaluated
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Table 3: 27 benchmarks: LoC of spec, #relations/transactions/inference rules/safety properties, synthesis run time, CEGIS
iterations, ablation run time and speedup, mean Ganache execution gas (K) and % change vs. hand-written reference. Result: v/
= one-shot success (first pass); v (n) = succeeded after n additional interactive feedback.

Specification Success Run time Gas Efficiency

Benchmark LoC . .
#rel. #tx. #rules #prop. Result run(s) #ter. | Abl.run(s) speedup | Gas(K) Diff

wallet 38 16 3 9 3 v 7 11 8 1.1x 37 +10.9%
erc20 66 28 5 16 v 129 120 483 3.7 30 -7.7%
bnb 85 38 8 19 5 v 98 100 207 2.1x 32 -1.4%
matic 88 40 11 19 7 v 151 117 > 1200 > 7.9% 36 +2.9%
controllable 82 35 8 19 6 v 144 113 > 1200 > 8.3X 35 +4.3%
tether 75 33 7 16 5 v 91 83 413 4.5% 25 +1.7%
brickBlockToken 95 39 9 23 8 v 6 4 12 2.0x 31 -6.0%
shib 66 29 7 17 4 v 88 88 210 2.4% 33 +4.0%
tokenPartition 53 21 3 13 4 V(2 22 16 96 4.4% 33 -1.5%
wbtc 98 38 11 20 17 v 41 33 57 1.4% 30 +0.3%
linktoken 77 31 6 20 7 v 123 112 186 1.5% 32 —6.8%
ltcSwapAsset 77 23 9 19 17 v (4) 10 2 2 0.2% 45 +13.6%
cappedCrowdSale 95 41 8 21 8 v 203 120 > 1200 > 5.9% 32 —4.4%
auction 51 20 3 8 12 V(2 2 4 2.0x 32 +9.7%
crowFunding 68 25 4 17 9 v 9 2 0.3% 32 +2.6%
finalizableCrowdSale | 77 38 8 17 6 v 110 94 298 2.7% 34 -3.8%
voting 40 15 2 9 4 v 3 4 10 3.3%X 30 —6.4%
nft 50 19 5 8 7 v (4 3 6 > 1200 > 400.0X 31 +0.7%
sushi 55 24 4 12 4 v 22 25 21 1.0x 36 +2.2%
erc20roles 73 31 6 16 6 v 26 28 74 2.8X 34 —4.2%
dai 73 31 6 16 6 v 23 25 45 2.0x 34 —4.2%
weth 67 27 5 13 10 v 10 10 6 0.6X 34 -1.3%
stakingRewards 46 19 3 10 6 v 3 3 1 0.3X 34 +6.4%
comp 84 32 4 29 7 v 20 18 11 0.6X 35 +4.9%
erc20burnable 73 31 6 16 7 v 51 52 58 1.1x 36 +2.3%
erc20capped 98 37 5 35 8 v 23 24 > 1200 > 52.2X 35 +6.8%
uni 90 34 5 29 9 v 11 6 31 2.8% 33 -7.2%
Avg. / total [ 72 ] | 23/27 (85%) one-shot | 52.3 454 [ >305.0 >25x | 33 +0.7%

symbolically during constraint solving (Column ABL. RUN in Ta-
ble 3). The concrete encoding reduces synthesis time by >2.5X on
average (excluding 5 benchmark runs where baseline exceeds the
20-minute timeout), confirming the effectiveness of this optimiza-
tion.

6.2 Output Quality

We compare synthesized contracts with hand-written references
from open repositories using gas consumption [40], a proxy for
user fees and contract efficiency. For Table 3, we use the same
deployment and scripted-call procedure on a local EVM; references
with unsupported features are simplified as in Table 1.

SmartSpec achieves comparable gas efficiency. The Gas(K) and
Di1rF columns in Table 3 report mean per-call gas (thousands of
gas) for synthesized code against references. Across all 27 rows,
differences range from —7.7% to +13.6%, with mean ~ +0.7% (footer
aggregate). The largest positive gap is LTCSWAPASSET +13.6% (e.g.,
heavy swapOwnerTx relative to the reference path); other large pos-
itives include AUCTION +9.7% and WALLET +10.9%, often coinciding
with relational tuple encoding. Several contracts fall below the ref-
erence (e.g., ERC20 —7.7%, UNI —7.2%, VOTING —6.4%, LINKTOKEN
—6.8%) despite added instrumentation.

Gas overhead and optimizations. Overhead mainly comes from
auxiliary variables for relational state. For example, SmartSpec
encodes each relation as a Tuple; even balanceOf maps an address
to a value plus a DSC validity bit that marks records invalidated
by newer derivations. Optimizing DeCon’s compiler to remove
runtime verification variables could reduce this cost. Conversely,
some contracts save gas because SmartSpec consolidates modules
(e.g., Escrow and Crowdsale in crowdfunding) and orders cheap
checks (e.g., amount > @) before costly reads (e.g., balance[sender]
>= amount).

Maximal permissiveness is critical for generalizability. With-
out maximal permissiveness, SmartSpec often converges to trivially
restrictive implementations, e.g., enforcing both n > 0 and n < 0,
which reject all transactions and are vacuously safe but useless.
Safety properties alone admit many “correct” programs that miss
intended functionality; maximal permissiveness biases search to-
ward safe yet usable behavior.

6.3 Qualitative Comparison with Baseline Tools

To the best of our knowledge, no tool synthesizes smart contracts
from examples, relational logic, and temporal logic together. We
compare with the two closest tools.
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SCSYNT. SCSYNT [19] uses parameterized pastTSL obligations:
the user specifies how each transaction updates each affected cell.
For example, its ERC-20 specification writes three explicit updates
for approved(m,n): approve(m,n) — approved(m,n) <= arg@amount,
transferFrom(m,n) — approved(m,n) «= approved(m,n)-arg@amount
, and otherwise — approved(m,n) «— approved(m,n). SmartSpec in-
stead names aggregates once: Figure 5a line 4 defines balanceOf
from investTotal and refundTotal (lines 2-3), from which the state
update is derived automatically. Thus SCSYNT enumerates event-
by-event assignments, while SmartSpec states the cell’s meaning as
investment minus refund. For interpretability, SCSYNT’s machines
expose numeric states (e.g., s1, s2); SmartSpec invents no output
states, and verification-only variables such as once[tx] flags are
not emitted.

Partial-program tools. Sketch [34] represents partial-program
synthesis: it fills holes in a user-supplied skeleton. In contrast,
SmartSpec generates the program structure from relational speci-
fications. Sketch specializes in constants inside arithmetic expres-
sions, while SmartSpec synthesizes first-order relational guard for-
mulas. Recent partial-program tools still assume a skeleton, which
does not hold here. Learning-based approaches [27] can synthe-
size sketches, but require substantial computation and have limited
accuracy.

6.4 Coverage of Supported Fragment

To assess scope beyond our benchmarks, we evaluate the supported
Solidity fragment (Table 1) against the top 50 Ethereum contracts
by transaction count, using Sourcify.dev source code [18].

Overall, 22 of 50 contracts (44%) fall within our fragment as-is;
an assume-block extension for cross-contract interactions raises
coverage to 38 (76%). Concretely, for a contract that calls an external
function Ext, we add:

assume (Ext.method(...) == expected_return_value)

This assume block axiomatizes the callee’s response, so SmartSpec
synthesizes only the caller, following standard modular verification
practice [28], without changing the core synthesis algorithm. We
validated this lightweight extension on 3 contracts: ERC721 (4 lines,
40s), ERC677 (3 lines, 15 s), and upgradeAgentMigration (7 lines,
8s). See full version [9] for detailed analysis.

Automatically deriving external-function abstractions and sup-

porting the remaining 12 contracts, which involve contract creation,
recursion, or cryptographic primitives (e.g., Merkle trees), remain
interesting future work directions.
Summary. SmartSpec is effective and efficient: 23 of 27 contracts
reach equivalence without interactive annotation (85%); the remain-
ing 4 converge within four feedback rounds. Output gas is close to
references (mean +0.7%), and SmartSpec improves over the closest
tools in automation and interpretability. Concrete-trace encoding
reduces synthesis time by >2.5X. The supported fragment covers
44% of the top-50 Ethereum contracts as-is and 76% with lightweight
extensions.

7 Related Work

Declarative contracts. DeCon [8] introduces a declarative ap-
proach to smart contract implementation, modeling contracts as
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Datalog database-manipulation programs and compiling them de-
terministically to Solidity. We extend this idea to deductive sketch
generation. Unlike DeCon, which ensures Datalog-to-Solidity se-
mantic equivalence, SmartSpec verifies user-specified safety prop-
erties over infinite transaction sequences [7, 28] and integrates
search with verification to synthesize verified implementations.
Verification. An efficient verifier is central to SmartSpec’s induc-
tive synthesis. Verx [28] verifies temporal-logic safety properties,
and DCV [7] verifies declarative smart contracts. SmartSpec uses a
Verx-like specification interface and DCV’s backend.

When a candidate violates a property, SmartSpec generates coun-

terexamples. EthBMC [20] and ESBMC [35] instead target specific
vulnerabilities, while SmartSpec handles general user-specified
safety properties.
Program synthesis. Program synthesis techniques [22] have been
extensively studied. (1) Constraint-based synthesis: SmartSpec’s
inductive phase follows constraint-based synthesis [24], encod-
ing correctness and syntactic restrictions in one formula whose
satisfying assignments are programs. Such techniques have suc-
ceeded in program sketching [34], Datalog synthesis [4], database
schema refactoring [38], and network configuration synthesis [17].
(2) Deductive synthesis: SuSlik [30], Synquid [29], and FIAT [16]
target heap-manipulating or functional programs with ownership
or Hoare-logic specifications, but not the transaction-based exe-
cution model or past-time temporal safety properties central to
smart contracts. (3) Reactive synthesis: SCSYNT [19] synthesizes
smart contracts from TSL specifications but requires one explicit
update rule per (transaction, state variable) pair and cannot express
aggregated state such as balanceOf.

In contrast, SmartSpec exploits three smart-contract properties
that make synthesis tractable (Section 3): flat key-value state for
relational Datalog, gas costs that bound program complexity, and
append-only transaction logs that fit past-time LTL. The approach
generalizes to transaction-based systems with flat relational state
(e.g., database stored procedures).

8 Conclusion

We present SmartSpec, a multi-modal synthesizer for smart con-
tracts. Developers write relational rules and temporal safety prop-
erties; SmartSpec builds a deductive sketch and refines it with
counterexample-guided inductive synthesis, biased toward max-
imal permissiveness. On 27 contracts, runs finish in seconds to
minutes; 23 match references without interactive refinement (85%),
and the remaining four need at most four feedback rounds. Mean
gas overhead is +0.7%, comparable to hand-written references.

Future work includes specifications for contract interactions and
synthesis-based repair of vulnerable contracts.

9 Data Availability Statement

All data, source code, benchmarks, and scripts needed to reproduce
our results are publicly available in the SmartSpec artifact [9].
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