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Abstract

Network verification, synthesis, and repair tools help enforce high-
level operational intent, but their limited explainability makes con-
figuration maintenance costly in practice, as operators must still
manually reason about large, low-level configurations. We propose
localized subspecifications, which explain how individual configura-
tion elements preserve a given network property by constraining
their admissible behaviors. A user study with 15 professional net-
work operators and 8 graduate students shows 52% higher accuracy
and 23% time savings, and 70% of participants reported that they
would like to use subspecifications in daily operations, demonstrat-
ing practical benefits. To support real deployments, we develop
SpecLens, an explainable network verification system that gen-
erates localized subspecifications using a scalable algorithm with
soundness guarantees. SpecLens computes line-level and field-level
subspecifications in 10 minutes on the real-world Internet2 configu-
ration and 25 minutes on FatTree networks with up to 1,280 routers.
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1 Introduction

Network operators manage a network by enforcing a set of high-
level properties, or specifications, e.g., reachability, isolation, and
routing path preference [1, 5, 16, 25], with low-level configura-
tions, e.g., route maps, prefix lists, and attribute manipulations. The
control plane (e.g., BGP, OSPF) interprets these configurations and
computes a network state that realizes them. Such a semantic gap be-
tween low-level configuration and high-level specification is a long-
standing source of configuration mistakes and operational overhead,
especially during network maintenance and updates [6, 8, 10].

A broad range of automated tools address this semantic gap
across different operational settings. Network verifiers [2, 5, 25]
check whether a given configuration C satisfies a specification ¢.
Synthesis tools [6, 7, 14, 15] construct brand new configurations
that satisfy a given specification, while repair tools [21] generate
patches to a configuration that violates the specification.

Despite significant progress in automated tools, their adoption in
production networks is still low. We argue a key reason is the lack
of explainability, a topic largely underexplored in the community.
Modern network configurations are large and complex, making it
difficult for operators to fully understand the intricate connections
between configurations and specifications. Without such an under-
standing, and considering the critical nature of network operation,
it is hard for operators to trust and apply the results of verification,
synthesis, or repair tools.

permit 10.0.0.0/16 ge 16
(a) Exact.

permit 10.0.0.0/8 ge 8
(b) Overly restrictive.

Figure 1: Two prefix-lists for private IPsin 10.0.0.0/16.

For example, consider a policy requiring that no private IPv4
prefixes within the 10.0.0.0/16 block are advertised externally. Fig. 1
shows two policy implementations using prefix-list. Both could pass
the verification against the intent, but the second is overly restric-
tive: it blocks all prefixes under 10.0.0.0/8 rather than just those
under 10.9.0.0/16, unintentionally suppressing legitimate inter-
nal routes. This motivates explainable verification methods that
not only validate correctness but also reveal which configuration
choices are actually required to enforce the intended semantics.
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Therefore, we envision that a tool providing fine-grained ex-
planation for configurations would be quite useful for operators
to connect high-level specification with low-level configuration,
thereby paving the way for adoption of automated tools.

A natural approach is to leverage LLM-powered code explana-
tion. However, LLM-based code explanation does not guarantee
correctness. A misleading explanation can cause operators to adopt
an erroneous configuration. Secondly, current LLMs still have a lim-
ited context, and fail to capture the intricate dependencies among
a huge number of configuration lines on thousands of devices. For
example, in our user study (Sec. 6), a professional operator used
an Al-based assistant to interpret a route-map line. Although it
correctly explained the line’s local semantics, it failed to expose
a downstream dependency, leading the participant to approve an
unsafe update.

Key idea: precise configuration explainability via subspecifi-
cation. We approach explainability via localized subspecification:
the precise requirement that each configuration element must sat-
isfy for the global specification to hold, assuming the rest of the
configuration remains fixed. This localization reduces reasoning
about large, complex networks to focused, per-element analysis,
making explicit how each configuration choice contributes to high-
level operational intent. Returning to the example in Fig. 1, the line
h:permit [p] ge [I] should have the following subspecification:

¥(h):10.0.0.0/16 C Addr(p) A <16 (1)

That is, as long as the prefix parameter p covers all addresses in 10.
0.0.0/16 and the ge parameter [ < 16, the policy remains satisfied.
It reveals that the line in Fig. 1b is overly restrictive, as it enforces
conditions stronger than required.

Conceptually, localized subspecifications (subspecs for short) are
analogous to pre/post conditions in program verification: precisely
capturing the behavioral contract at each configuration location.
This contract-based view enables modular reasoning, clearer expla-
nations, and safer configuration evolution.

Compared to LLM-based code explanation, subspecifications
have a number of merits: (1) they specify what a line must satisfy
to preserve correctness, rather than its current behavior; (2) they
provide precise and sound explanations without hallucinations; and
(3) they can be computed efficiently (Sec. 7).

Use cases. We realize this approach in SpecLens, an explainable
network verification system that generates and presents localized
subspecifications for verified network configurations. Localized
subspecifications form an explanation layer for existing verification,
repair, and synthesis tools, helping operators understand and safely
modify configurations during routine network operation.

Explaining large-scale configurations. Localized subspecs identify

the few locations critical to a property, e.g., ~ 2% of locations in
Internet2 (Sec. 7). This guides attention to route-relevant locations,
supporting scalable debugging, maintenance, and refactoring.

Auditing repairs and updates. When configurations change through

manual or automated repair, operators need to know not just
whether a patch or update is correct, but why. Localized subspecifi-
cations expose the admissible behavior at each modified location,
making repair rationales explicit and enabling confident auditing.
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Understanding synthesized configuration. Synthesis tools may gen-

erate correct yet unintuitive configurations or programs [22, 23].
Localized subspecifications expose how each element is constrained
and how the configuration satisfies the global specification.

This work focuses on explaining correct configurations, i.e., they
have been verified to satisfy a given specification. Explaining failed
verification is complementary and is discussed in Sec. 8.

Challenges. Deriving precise subspecifications, i.e., without fixing
the surrounding configuration, is challenging because configuration
elements interact through routing protocols, and many global con-
figurations may satisfy the same specification. Isolating the exact
contribution of a single element requires network-wide reasoning,
and remains a non-trivial manual effort in practice [3, 28].

By fixing the surrounding configuration and analyzing selected
locations locally, we avoid exploring alternative implementations
elsewhere, making automatic reasoning tractable. Localization also
implies non-compositionality, i.e., individually safe updates may
interact when combined (Proposition 5), but localized subspecifica-
tions remain highly effective for configuration maintenance.

Contributions and organization. This paper tackles these chal-
lenges after reviewing network verification (Sec. 2) and presenting
an illustrative example (Sec. 3).

Subspecification formulation. (Sec. 4) We define valid configuration
locations at multiple granularities and formalize the syntax and
semantics of localized subspecifications.

Subspecification generation algorithm. (Sec. 5) We develop SpecLens,

which uses a scalable algorithm to decompose global reasoning into
router-local analysis based on control-plane stable state. We estab-
lish its correctness, conciseness, and parallel scalability.

User study. (Sec. 6) In our task-based user study [36] with profes-
sional network operators and graduate students, subspecifications
improve accuracy by 52% and reduce completion time by 23%, and
70% of participants would like to use our tool frequently.

Evaluation. (Sec. 7) On the real-world and synthetic configurations,
subspec generation is efficient and scalable: 10 minutes on Internet2,
and 25 minutes on FatTree networks with up to 1,280 routers.

We conclude by discussing the limitations and fundamental trade-
offs of localized subspecifications.

Ethics statement. This work includes a user study with informed
consent and no sensitive data. It followed institutional and com-
munity guidelines and received approval from the lead author’s
institution. Participants were allowed to withdraw at any time, and
were debriefed after the study.

2 Background and motivation

We begin by outlining why network configurations are difficult
to interpret, discuss limitations of existing approaches, and then
motivate our design of localized subspecifications.

Network configurations are hard to read. Configurations are
hard to reason about for several reasons. In particular, we highlight:
(1) semantic subtlety: similar commands can have subtle differences
across vendors; (2) scale: long prefix-lists make IP prefix match-
ing hard to compute mentally; (3) interdependencies: interactions



Explainable Network Verification via Localized Subspecification

SIGCOMM °26, August 17-21, 2026, Denver, CO, USA

Approach Configuration Routes Symbol Meaning
Verification Fixed Computed r A network router.
Synthesis Computed (global, single) Fixed C A network configuration.
Localized Subspec Computed (local, all) Fixed P A target network prefix.
Table 1: Conceptual contrast with existing work. @ A global network specification or c-(Jrrectness property.
S(C) Stable control-plane state (routes), induced by C.
h A specific location in the configuration.
across protocols and routers are complex; and (4) global reasoning: g A replacement value for a specific configuration location.
alternative converged routing states are hard to analyze. Y (h) Localized subspecification at location h.
. . . . . Clh < g] Configuration C with location h replaced by g.
Automated reasoning. To cope with this complexity, various P . o
. A S, Router-level functional subspecification for r and P.
automatic reasoning tools have been developed. C, Router-local configuration slice for r.
Verification. Verification tools check if a configuration satisfies de- ENCODE(CrP ) Router-local symbolic encoding of C. .
sired properties. Symbolic methods [5] encode protocol semantics STATEEQ(S;)  Stable-state equality constraints induced by S,..
SimPLIFY(F) Equivalence-preserving simplification of formula F.

and policies as logical constraints over routes and explore feasible
stable states via constraint solving, providing strong guarantees but
limited scalability. Simulation-based methods [16, 25, 33] instead
compute a converged stable state (e.g., a forwarding graph) and
check properties directly on it. They are typically more scalable
and form the basis of our stable-state—driven decomposition.
Synthesis and repair. Similarly, synthesis and repair techniques treat
parts of the configuration as unknowns and solve for assignments
that satisfy routing constraints [1, 6, 7, 14, 15, 26], often relying on
verifiers to validate candidate solutions.

Explainability: a missing part in network verification. As
participants reported in our user study (Sec. 6), despite advances
in automatic network reasoning, manual configuration inspection
remains unavoidable. This is partially due to the high-stakes nature
of networks and imperfect modeling in these tools. The other reason,
we argue, is the lack of explainability of the verification results.

Localized subspecification for explainable verification. We
use localized subspecifications as an explainability mechanism, which
associates each configuration element with constraints on the edits
that preserve a verified property under the current stable state.
Tab. 1 highlights the contrast: unlike verification (configs fixed,
routes computed) and synthesis (single config computed globally),
localized subspecifications fix the stable routes and compute all
admissible local configuration implementations, e.g., Eq. 1, turning
global correctness into localized explanations.

Unlike provenance-style explanations [12, 37, 38] (why behav-

ior occurred) or global intent inference [8, 20] (what the network
as a whole enforces), subspecs give local, normative explanations:
what each element must satisfy to remain correct. They address
explainability along two dimensions:
Exposing modeling assumptions. Subspecs explicitly reveal the as-
sumptions made by the underlying verifier, clarifying subtle vendor-
dependent semantics, e.g., whether le 32 is interpreted as inclusive,
thereby improving transparency.

Reducing reasoning burden. (1) Semantic clarification: subspecs make

config semantics explicit, reducing ambiguity; (2) Attention focus:
only a small fraction of configuration locations are relevant to
routes for a given prefix, e.g.,~ 2% in Internet2 (Sec. 7); (3) Intuition
validation: subspecs expose overlooked cross-router dependencies
when operators’ intuitive judgments conflict with the subspecifica-
tion (Sec. 6); (4) Local reasoning: operators can check edits against
local constraints without mentally simulating global convergence.

Table 2: Summary of notations.

3 Overview

Fig. 2 shows the generation flow of localized subspecifications.

Goal. Given a configuration C that satisfies specification ¢ (C = ¢),
derive for each location h (e.g., a prefix-list line or parameter) a
constraint i (h) capturing the minimal requirement on h to preserve
¢. Equivalently, /(h) characterizes all replacements g at h such that
C[h < g] E ¢. Tab. 2 summarizes the notations.

Weaker guarantee for tractability and interpretability. Com-
puting a subspecification for a single configuration location can be
as hard as verifying the entire network because its effect depends
on network-wide routing convergence (Sec. 5.1). This analysis must
then be repeated for many locations.

To make the problem tractable, we relax the goal. Rather than
explaining why a configuration C satisfies a specification ¢ under
all possible converged states, we focus on a more concrete question:
why does C converge to the observed stable control-plane state S(C)
that satisfies ¢? Thus, subspecifications explain the correctness of
the observed stable state, not all hypothetical alternatives.

This relaxation intentionally trades completeness for (1) effi-
ciency: it enables a two-phase, router-local analysis, yielding a
scalable algorithm with a soundness guarantee and parallel scal-
ability (Sec. 5.4); and (2) interpretability: operators reason about
concrete, realized routing behavior, rather than mentally simulating
alternative convergence outcomes.

The subspecification generation proceeds in two phases.

(1) Router-level functional subspecification (Fig. 2, middle).

From the simulated stable control-plane state we extract for R1:

o PEER-BEST: the overall best routes at directly connected peers
R2 and R3 for prefix 10.1.0.0/16;

o DECISION: the best-path selection at R1, selecting the preferred

route via R2 for prefix 10.1.0.0/16;

o LOCAL-BEST: the overall best route at R1 for prefix 10.1.0.0/16.
Together, these conditions form R1’s router-level functional sub-
specification SE1: PEER-BEST provides the assumptions on neigh-
boring routers, while DECISION and LOCAL-BEST specify the local
behavior that R1 must preserve (Sec. 5.2). Because this stable state
has already been validated by verification, preserving it is sufficient
to preserve the verified global network property ¢.
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Router-level functional subspecifications

Global specification

Prefix P (10.1.0.0/16)
reachable from R1.

! (1) Simulate

- stable states Control-fwd

Decisions

Peer R2
Best-route

Peer R3 Local R1
Best-route Best-route

(2) Symbolic | !
simplification | :
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ip prefix-list CUSTOMER seq 10 permit \ ‘h N
10.0.0.0/8 ‘gé'g """"""""""""" [ ¥(h) = Addr(P) C Addr(h)

ip prefix-list CUSTOMER seq 15 deny._\___

192.168.0.0/16 ge 16

1

route-map R1_IN_FROM_R2 permit 10

match ip address prefix-list CUSTOMER

set community 200:100 Q f

o

Prefix-list at h must cover all
addresses in prefix P.

- Empty (i.e., unconstrained)

! Control-plane slice for R1

Figure 2: Subspecification generation flow, using stable control-plane behavior as router-level functional subspecification.

In this example, the router-level functional subspecification re-
quires that, given the overall best routes at R2 and R3, R1 continues
to select the route via R2 as its overall best route for 10.1.0.0/16,
with the same route attributes as in the observed stable state.

This router-level functional subspecification localizes subsequent
reasoning: field-level subspecifications need only characterize the
constraints on each field that preserve this local behavior, without
considering the rest of the network.

(2) Field-level subspecification (Fig. 2, right). We extract R1’s
router-local configuration slice (or router-local slice) Cry from C:

o export routing policies to R1 at all directly connected peers;

o all import routing policies at R1;

o the local best-path selection process at R1.
We obtain router-local symbolic encoding (or router-local encoding)
ENcODE(CR1) of Cry and replace a configuration location h with a
fresh symbolic variable v, where all other configuration locations re-
main fixed. Conjoining the resulting encoding with the constraints
induced by R1’s router-level functional subspecification SE] yields
a seed subspecification. The seed subspecification characterizes all
value combinations at the target location that preserve the router-
level behavior. We then simplify it using SMT-based equivalence-
preserving tactics to obtain the final field-level subspecification.

Continuing with the example, after simplification, the subspec-
ification for the prefix-list CUSTOMER seq 10 10.0.0.0/8 field
requires that it match all addresses in the target prefix 10.1.0.0/16.
For the seq 15 deny field, the subspecification is empty (i.e., uncon-
strained), indicating that the field may take any value without vio-
lating the router-level functional subspecification. Sec. 5.3 provides
details and the subspecification generalization to larger blocks.

In this process, field-level subspecifications directly connect the
concrete configuration with the abstract router-level functional sub-
specification. Each /(h) captures the minimal condition that a spe-
cific configuration field must satisfy, explaining precisely why that
field matters and filtering out irrelevant details.

Scope. This formulation explains properties expressible as con-
straints on the network’s stable control-plane state, e.g., reacha-
bility and path preference, and therefore assumes control-plane
convergence [5]. Its precision is defined with respect to the under-
lying verifier: edits that satisfy a subspecification are guaranteed
to preserve the verifier’s conformance result, while inaccuracies in
the verifier’s model may lead to imprecise explanations. It does not
cover transient behaviors [27] or performance [4].

Limitation. Because subspecifications preserve the observed stable
state rather than all possible correct stable states, they are sound

but not complete: an edit that violates a subspecification may still
satisfy the global property by inducing a different valid stable state.

Deployment workflow. Despite these limitations, subspecifica-
tions are highly useful in practice: they serve as post-hoc correct-
ness contracts that complement verification, synthesis, repair, and
LLM-based configuration tools. Concretely, (1) offline precomputa-
tion: after a configuration has been verified, SpecLens computes
the router-level functional subspecifications, all line-level joint sub-
specs and all field-level subspecs. The line-level formulas are reused
to derive the corresponding field-level subspecs. (2) online update
checking: for simultaneous edits spanning multiple locations (e.g.,
multiple lines), a joint subspec (Sec. 5.3) is generated on demand.

4 Subspecification

We formalize localized subspecifications by first identifying valid
configuration locations at different granularities, defining the cor-
responding subspecification formats for each level, and then illus-
trating them with concrete examples.

Location in a network configuration. A location h denotes a
structural unit in a router configuration. As summarized in Tab. 3,
locations range from entire routers and route-maps down to indi-
vidual lines and fields.

Subspecification forms. Subspecifications must align with the
semantics of the configuration elements they explain. High-level
constructs such as routers and route-maps define functional be-
havior over routes, while low-level configuration elements encode
parameter choices within a given structure. Accordingly, we adopt
two complementary subspecification forms.

(1) Assume—guarantee contracts. For routers and route-maps, sub-
specifications use functional assume-guarantee contracts. A router
contract relates peers’ overall best routes to its best-path decisions
and resulting overall best route, while a route-map contract relates
an input route to a permit or deny decision and an updated route.

(2) Value constraints. For lines and fields, subspecifications are pred-
icate-style constraints that restrict the admissible parameter values,
such as prefix ranges, community set, or attribute bounds.

Semantics. Given a configuration C that satisfies a global network
property ¢ (i.e, C = ¢) and a location h, the localized subspeci-
fication at h is a constraint ¢(h) such that Vg. g F ¢(h)
C[h « g] E ¢. That is, y(h) precisely characterizes the set of local
instantiations at h that preserve ¢, assuming the remainder of the
configuration C \ h is fixed.
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Location ‘ Signature ‘ Interpretation

Assume—guarantee functional subspecifications

Router (IF — Route) = | Peers’ overall best routes to the
((IF — | router’s best-path decisions and
Boolean), Route) resulting overall best route.

Route-map | Route = | Input route, to permit/deny deci-

(Boolean, Route) sion and updated route.

Predicate (range) subspecifications

Line Field+* = Boolean Constraint on admissible combi-
nations of its fields.
Field Field = Boolean Constraint on the field’s admissi-

ble values.

Table 3: Subspec forms across config granularities.

Intuitively, any update at location h that satisfies {/(h) preserves
correctness, while violating y(h) may break the global property.
By explicitly characterizing this viable range of safe edits, localized
subspecifications explain why a configuration element must take
its current form and how it contributes to the global intent.

Relaxation. Reasoning over all possible control-plane steady states
is expensive and often produces large, hard-to-interpret subspecifi-
cations (Sec. 3). We therefore relax the problem to preserve only
the same stable state (Sec. 5). This yields shorter, more readable
subspecifications and enables scalable generation (Sec. 7).

Example 1: [Subspec at different granularities] Fig. 3 illustrates
how a global network property is explained through localized sub-
specification at different granularities. The specification ¢ requires
prefix P to remain reachable from router R1. For R1, its router-local
slice contains the export policies of its peers toward R1, the local
import policies, and best-path selection process.

In the observed stable state, R2 and R3 have overall best routes a
and b for prefix P, respectively. Given these peer routes, R1 selects
the route via R2, and its resulting overall best route carries commu-
nity c. The router-level functional subspecification 521 therefore
requires R1 to preserve this best-path decision and the required
best route attributes under the same peer-route assumptions.

At finer granularities, this reduces to parameter constraints. The
line-level subspec requires the action to be permit, the prefix to
cover all addresses in P, and the ge value to be at most 16, while
the field-level subspec retains only the prefix constraint. O

5 Subspecification generation

We formulate the subspecification generation problem, present a
two-phase algorithm that balances completeness and scalability,
and establish key properties of the algorithm.

5.1 Problem Formulation and Challenges

We first revisit the challenge of deriving localized subspecification
in its original definition in Sec. 4.

Challenge. Deriving an iff (logical equivalence) localized sub-
specification w.r.t. the global property ¢ is as hard as full network
verification. A local configuration change can alter control-plane
convergence and route propagation across the entire network, re-
quiring global reasoning to determine whether ¢ still holds. Since

SIGCOMM °26, August 17-21, 2026, Denver, CO, USA

Router-level functional subspecification

Global specification

Prefix P (10.1.0.0/16)
reachable from R1.

(PeerBesth,(R2) = a A PeerBesth; (R3) = b) =
(Decisionk, (R2) = True A Local Besth, .comm = ¢
)

Given overall best routes a and b at R2 and R3 for prefix P:
* R1 selects the route via R2 as its best-path
* R1's resulting overall best route carries community ¢

i A
f : 2 pddr(P) C Add
ip prefix-list CUSTOMER seq 10 permit \ ! $(h,b, 9) .r( ) C Addr(h)
10.0.0.0/8,ge 8 .- Ab=permit A g <16

Prefix h must cover addresses in P,
. and action b = permit, and ge g < 16.

Field [h]

f ip prefix-list CUSTOMER seq 15 deny \
| 192.168.0,0/16 ge 16 ;
[ "'"'"""""""""""\":
© route-map R1_IN_FROM_R2 permit 10  :
match ip address prefix-list CUSTOMER |
set community 200:100 ;
Configuration for R1

(h) £ Addr(P) C Addr(h)
Prefix h must cover addresses in P.

Figure 3: Subspecification at different granularities.

full verification is computationally expensive for large networks,
repeating it independently for each of N configuration locations is
prohibitively costly (see experimental comparisons in Sec. 7).

Example 2: [Update-induced global reasoning] Router R1 in Fig. 3
reaches prefix P via neighbor R2 (primary path) and has a backup
path via R3. A route-map at R1is modified to add a community filter
that causes the route from R2 to be dropped. As a result, R1 selects
the backup route via R3, changing the stable control-plane state
(different next hop and AS-PATH), while end-to-end reachability
to P still holds. Hence determining whether reachability still holds
requires re-analyzing a new control-plane convergence. O

We therefore adopt a relaxed formulation that enables router-
local decomposition and scalable generation.

Relaxed formulation. We relax the notion of subspecification
based on the observed stable control-plane state.

Input. (1) A global network specification ¢; and (2) a configuration

C that has been verified to satisfy the property ¢;

Output. A set of subspecifications: ¥ = {f(h) | h € C}, where
h € C means that h is a configuration location in C and each y/(h)
characterizes the set of configuration values at location h that pre-
serve the same stable state S(C), assuming all other configuration
elements remain unchanged. Preserving S(C) in turn guarantees
the configuration continues to satisfy the property ¢.

Based on this relaxed formulation, we use a two-phase approach:
first extract router-level functional subspecifications via control-
plane simulation, then derive field-level subspecifications from
these summaries through symbolic simplification.

5.2 High-level Functional Subspecification

For each router r and prefix P, we derive a router-level functional
subspecification SP from the simulated stable control-plane state:

SP £ PeerBest” = (Decision,P A LocalBestf) 2)

PeerBest? records the stable overall best routes at r’s directly con-
nected peers and forms the assumptions under which r is analyzed.
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Input: router subspec SF, config slice Cy, target location .
Output: field-level subspecification ¥/ (h).

1: procedure GenSubspec (S¥, C, h)

2 Y(h) T > initialize subspec
3 v « fresh symbolic variable for h > symbolize h
4 if ENCODE(C, [h < v]) A ~STATEEQ(SF) is UNSAT then
5 Y(h) < T > empty subspec
6 else > non-empty subspec
7 seed,P(v) < ENCODE(C,[h « 0v]) A STATEEQ(S,F,))

8 Y (h) « SIMPLIFY(SeedrP(Z))) > simplify subspec
9 if v does not occur in (h) then

10: Y(h) « (v=C,[h]) > retain original config
1t: end if

12: end if

13: return (h)
14: end procedure

Figure 4: Field-level subspecification derivation.
Decision£J constrains r to preserve its stable-state best-path selec-
tion outcome, while LocalBestf constrains the components of its
resulting overall best route attributes required to preserve the local
behavior and satisfy neighboring peer-route assumptions.

Thus, S} is an assume-guarantee contract: given the stable-
state overall best routes at neighboring routers, r must preserve
its stable-state selection decision and the required route attributes
of its resulting overall best route. We write C, = S° when the
router-local slice C, satisfies this contract.

Our decomposition uses overall best routes as interfaces between
router-local slices. Each router is analyzed independently under the
peer-route assumptions in PeerBest!, without encoding the entire
network. Its resulting overall best route in turn forms part of the
assumptions under which neighboring routers are analyzed. If the
guarantees of all router modules satisfy the corresponding peer-
route assumptions, their local behaviors are mutually consistent
and reproduce the original stable control-plane state.

Appendix A.1 details the slicing design, including non-transitive
attributes, operational-state compatibility, multi-protocol support,
shared locations, and BGP loop prevention.

Example 3: [Router-level functional subspecification] Consider a
stable propagation path through R1, R2, and R3 for prefix P under
a no-transit property. In the observed stable state, R1’s overall
best route carries community NO_TRANSIT. The export and import
policies along the path preserve this community, and R3 matches
the community to block further export.

Preserving R3’s filtering decision requires R2’s resulting overall
best route to carry NO_TRANSIT. Because the policies between R1
and R2 preserve rather than introduce it, R1’s resulting overall best
route must carry it as well. Thus, Sg1 includes the constraint

NO_TRANSIT € LocalBest},.community.

More generally, LocalBest? constrains all encoded attributes of
the resulting overall best route to their values in the simulated
stable state. Thus, SP preserves both the best-path decision and the
resulting route attributes, including auxiliary attributes such as the
MONITOR community. o
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Field h to explain

! ip prefix-list CUSTOMER seq 10 \ |
' permit [10.0.0.0/8] ge 8

Control-plane slice for R1
+ * Peer export policies toward R1
i * Local import policies at R1 ]
1 * Best-path selection at R1 Q

P.addr[31:16] = 10.1
‘i APlength =16 |
it APaddr[31:24] = v.addr[31:24] i}

Router-level subspec at R1 | APlength>8
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(Decisionfy; A LocalBestg,) Q)

(3) Simplify { true Constant propagation
' /\ true and other simplifications '
Field-level subspec at h A 13 = v.addi[31:24]
h.addr[31:24] = 10 <— N 16 > 8 (true)
10.1.0.0/16 C Addr(h) A O

Figure 5: Example of field-level subspec derivation.

Proposition 1: [Correctness of router-level functional subspecifica-
tions] Suppose (1) every router r satisfies SY , and (2) for every pair
of adjacent routers a and b, the best route selected by b satisfies a’s
assumption on the incoming route from b. Then the original stable
control-plane state for P is preserved. O

Proof sketch. The peer-route assumptions are instantiated with
the routes from the original stable state. Condition (2) requires that
each router’s best route matches these assumed values, so every
router sees the same peer inputs as in the original stable state. Under
identical inputs, condition (1) guarantees each router reproduces
its original best-path decision and outgoing route. The network
state therefore equals the original stable state for P, which has been
verified to satisfy the property. O

5.3 Low-level Parameter Constraints

We next derive field-level and line-level subspecifications that cap-
ture how individual parameters preserve the verified stable states.

Field-level subspecification problem. Given a router-level func-
tional subspecification SY defined in Eq. 2, and the corresponding
router-local slice C,, for each configuration location h € C,, we
replace the target location h with a fresh symbolic variable v and
define the seed subspecification:

seed’ (v) 2 ENCODE(C, [h « 0]) A STATEEQ(SF) (3)

The seed subspecification characterizes the values of v that preserve
the router-level behavior. In the general case, we simplify it to derive
field-level subspecification at location h:

¥(h) 2 StvpLiry(seed” (v)) (@)

That is, an update at location h satisfies /(h) iff the modified con-
figuration preserves the router-level functional subspecification.

Algorithm. GenSubspec (Fig. 4) takes as input a router-level func-
tional subspecification SF, the corresponding router-local slice Cy,
and a target location h € C, and outputs a field-level subspecifica-
tion for h. It first replaces h with a fresh symbolic variable v (line 3),
and preliminarily checks whether every value of v preserves router-
level subspec SrP (line 4). If so, it sets (h) < T (line 5), indicating
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that the location is unconstrained (i.e., an empty subspec). Other-
wise, it constructs and simplifies the seed subspecification seedf (v)
using SMT-based equivalence-preserving tactics (lines 7-8). If v re-
mains in the simplified formula, it directly uses SIMPLIFY(seedf (v))
as ¢(h) (line 8). If simplification eliminates v, it instead constrains
v to the location’s original configuration value, v = C, [A] (line 10).
The resulting constraint is interpreted as the field-level subspecifi-
cation ¥/ (h), with v renamed to h for presentation.

Example 4: [Field-level subspec generation] Fig. 5 illustrates the
derivation process of a field-level subspecification. Consider the
prefix-list entry and a stable route for prefix P =10.1.0.0/16.

ip prefix-list CUSTOMER seq 1@ permit 10.0.0.0/8 ge 8
Let h denote the prefix field 10.0.0.0/8. We replace h with a fresh
symbolic variable v, and construct a seed subspecification seed”
defined in Eq. 3. Applying simplification (Fig. 5, bottom) removes
redundant constraints and produces the field-level subspecification

¥(h) £ h.addr[31:24] = 10.

This constraint precisely characterizes all updates to the prefix field
that preserve the stable routing behavior. O

Irrelevant vs. constant field. SMT simplification may eliminate the

symbolic variable v. We distinguish constant and irrelevant fields
using the preliminary check in GenSubspec (Fig. 4, line 4). If every
value of v preserves the router-level behavior, the field is irrelevant
and its subspecification is /(h) < T (line 5). Otherwise, if simplifi-
cation eliminates v, we conservatively constrain it to its original
value /(h) « (v = C,[h]) (line 10).

Example 5: [Irrelevant vs. constant field] For a route-map line:
set local-preference 200

Suppose the router-level behavior is preserved for every local-
preference value. The preliminary check in GenSubspec (Fig. 4)
finds that no value can violate the router-level behavior, so the field
is irrelevant and ¢(h) = T. In contrast, if only the original value
(i.e., 200) preserves the router-level functional subspecification and
simplification eliminates v, the algorithm constrains it to its original
value, (h) « (v = 200). O

Line-level and multi-location joint subspecifications. We pre-
serve a line’s structure while treating its fields symbolically, deriv-
ing a joint constraint over them. A line-level subspecification is
thus a special case of a joint subspecification over multiple selected
fields within one router-local slice C,.

More generally, for multiple locations E = (h1,..., hy) within the
same router-local slice C,, we replace all locations simultaneously
with fresh symbolic variables & = vy, ..., v;) and derive

seed" (7) £ ENCODE(C;«[E « 3]) A STaTEEQ(SY) 5)
Simplifying this formula yields the joint subspecification
y(h) 2 StvpLiFy(seed” (7)) (6)

It characterizes safe value combinations for locations and captures
interactions among edits within the same router-local slice C,.

Remarks. When locations span multiple router-local slices, we do
not construct a network-wide joint encoding. Instead, for each
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affected slice C,, we jointly symbolize the locations within that
slice and derive a joint subspecification with respect to router-
level functional subspecification SP. Cross-slice interactions are
constrained by these router-level functional subspecifications, and
correctness follows by composition via Proposition 1.

Optimization: prefix-match scope analysis. To scale to large
prefix-lists, we statically analyze, for a target prefix P, which rule [
in the configuration it matches. Rules after [ are irrelevant (empty
subspec), while preceding rules only need to preserve that they do
not override I’s decision. This prunes semantically irrelevant lines:
instead of generating subspecs for every field in the list, we only
compute them for the matching rule and one of the preceding rules.

Example 6: [Prefix-list analysis] Consider a prefix-list:

ip prefix-list PL seq 5 deny 11.0.0.0/8 le 8

ip prefix-list PL seq 10 permit 12.0.0.0/8 ge 8

ip prefix-list PL seq 15 permit 10.0.0.0/8 ge 8 <- P
ip prefix-list PL seq 20 permit 0.0.0.0/0 ge @

The target prefix P = 10.1.0.0/16 matches rule [ at seq 15. Rules
after [ (seq 20) are never reached and receive empty subspecs. Rules
before I (seq 5, 10) share the constraint: they must not match P with
conflicting action, so one representative subspec suffices. Only rule
(seq 15) and first rule (seq 5) require a full subspec derivation. O

5.4 Properties
We establish correctness, characterize the completeness tradeoff,
and analyze compositionality and performance.

Lemma 2: [Local equivalence] For any router-local slice Cr, assume
the router-local encoding ENcope(C,) in GenSubspec (Fig. 4) cor-
rectly captures router-local semantics

Cr E SP & Encope(C,) A StateEQ(SY) is satisfiable  (7)

For any router r, prefix P, location h € C,, and any replacement g at

h, let Y (h) be the subspecification produced by GenSubspec. Then

gEY(h) & Clh—g] S} (8)
In other words, any edit at h satisfying its subspecification preserves
the stable-state behavior of router r for prefix P. O

Proof sketch. By Eq. 3, the seed subspecification characterizes
exactly the replacements of h that preserve the router-level sub-
specification S}. Since SIMPLIFY preserves logical equivalence, the
resulting /(h) characterizes the same set of replacements. There-
fore, Eq. 8 holds for any g. O

Proposition 3: [Soundness] Let i/ (h) be the subspec at location h and
¢ the verified global property. If g |= /(h) and other config elements
remain unchanged, then C[h < g] = ¢. O

Proof sketch. By Lemma 2, g |= ¢/(h) preserves the router-level
stable behavior. By Proposition 1, router-level preservation implies
global stable-state preservation. Since ¢ holds on that state, C[h «

gl Fe. o
Example 7: [Soundness] Suppose a property requires reachability

t010.1.0.0/16. In the verified stable state, router r forwards traffic
destined for this prefix to peer R2, as captured by the router-level
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functional subspecification S¥. For a location & in a prefix-list at r,
GenSubspec (Fig. 4) derives a subspecification i/ (h) that preserves
this forwarding decision, ensuring that traffic still exits r via R2.
If an update violates ¢/(h), router r may choose a different next
hop, yet reachability to 10.1.0.0/16 can still hold via another path.
Thus, subspecifications are sound: satisfying /(h) preserves the
verified behavior, while violating i/(h) does not necessarily violate
the global specification ¢. O

Proposition 4: [Non-completeness] There may exist an update g
such that =(g = ¢/(h)) yet Clh « g] |= ¢ still holds. O

Proof sketch. Since y/(h) is derived to preserve a specific stable
state S, it excludes alternative configurations that lead to a differ-
ent but still correct stable state S’ satisfying ¢. Therefore, ¥/(h)
guarantees safety but not completeness. O

Proposition 5: [Non-compositionality] Let h1 and hy be two distinct
configuration locations with corresponding subspecifications y(hy)
andy(hy), derived independently with respect to the same router-level
functional subspecification SF.

There is no general guarantee that simultaneous updates g1 at
h1 and gy at hy satisfying g1 = ¢ (h1) and g2 = ¢ (h2) will jointly
preserve ¥, nor the global specification. Such interactions can instead
be captured by a joint subspecification (Sec. 5.3). O

Proof sketch. Each /(h;) assumes all other locations are fixed.
Updating hy and hy together breaks these assumptions, so their
combined effect may alter routing behavior. Thus, satisfying ¢/ (hq)
and (k) individually does not guarantee preservation of S-. O

Example 8: [Non-compositionality] Consider a prefix-list:

ip prefix-list PL seq 5 permit 10.0.0.0/8
ip prefix-list PL seq 10 permit 10.1.0.0/16

The target prefix 10.1.0.0/16 is accepted by either line. Individu-
ally, each line’s subspec allows arbitrary changes, since the other
line still matches the prefix. However, modifying both lines simulta-
neously can leave the prefix unmatched, changing the router-local
behavior. A joint subspec captures this interaction and requires
that at least one line continue to accept the target prefix. O

Multi-element changes are frequent in practice [21, 34]. To miti-
gate non-compositionality, the SpecLens Ul warns operators when
editing multiple locations within the same router configuration,
and computes a joint subspecification for all edits as described above.

Normalization. Assuming the underlying solver’s simplification
tactics are equivalence-preserving and eliminate tautologies and
implied conjuncts, we apply them to each seed constraint. Under
this assumption, the resulting subspecification is in normalized
form with no syntactic redundancy: one cannot remove or simplify
any remaining conjunct without changing its logical meaning.

Example 9: [Normalization] Consider a prefix-list entry at location
h with field-level subspecification i/(h) £ (h.addr[31:24] = 10) A

(h.addr[31:16] = 10.1), constraining h t0 10.0.0.0/8 and 10.1.

0.0/16, respectively. Since the second prefix is covered by the first,
the first constraint is redundant and simplified away, yielding a
normal form (k) £ h.addr[31:16] = 10.1. O
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Group # Experience Background
Grad. students 8 0.5-6.5 years Networking research
Net. operators 15 1.5-11 years ISPs / enterprise networks

Table 4: Participant demographics.

D ‘ Level #Prefix #Line ‘ Task Specification
Fasy 8 117 Update ECMP Reachability.
2 Cleanup  Block private IPs.
Hard 89 289 Cleanup  Reachability.
4 Update No transit routes.
Table 5: User-study tasks and configuration scale.
6 111 Prefix-1list definitions on R2 !!!

7 ip prefix-list default_ips seq 5 permit 0.0.0.0/¢ Prefix ge range = 20-24

8!

9 ip prefix-list isp2_networkl seq 5 permit 202.0.

10 ip prefix-list isp2_networkl seq 10 permit 202.0.

11 ip prefix-list isp2_networkl seq 15 permit 202.0.113.0/24 ge 24

12 ip prefix-list isp2_networkl seq 20 permit 203.0.120.0/20

13 ip prefix-list isp2_networkl seq 25 permit 203.0.121.0/24 ge 24

14 ip prefix-list isp2_networkl seq 30 permit 203.0.123.0/24 ge 24
Figure 6: SpecLens Ul with subspec shown as hover pop-up.
Top: contextual interpretation; bottom: raw symbolic con-

straint. Here ge parameter field is constrained within [20, 24].

Remark. The properties above assume semantic consistency be-
tween the control-plane simulator (Batfish [16]) and the symbolic
encoder (Minesweeper [5]). We discovered and resolved several
modeling inconsistencies; details appear in Appendix A.2.

Parallel scalability. The overall subspecification generation pro-
cedure is parallelizable. Specifically: (1) router-level functional sub-
specifications are obtained via standard control-plane simulation,
with scalability comparable to existing tools [16]; and (2) field-level
subspecifications are derived independently per configuration loca-
tion, enabling full parallelism; selected joint subspecifications are
generated on demand. Empirical scalability results are in Sec. 7.

6 User Study

To evaluate SpecLens and the usefulness of localized subspecifica-
tions, we conducted a small user study [36] to answer the following:
RQ1. Do localized subspecifications help users improve accuracy
and efficiency in different network maintenance tasks?

RQ2. Do users find SpecLens and its subspecifications intuitive and
easy to use?

6.1 Tasks and Study Structure

Participants. We recruited 15 professional network operators from
ISPs and enterprise networks, and 8 graduate students in network-
ing research, through industry and academic contacts. Participant
demographics are summarized in Tab. 4.

Configuration and tasks. Tab. 5 summarizes four maintenance tasks

and their configuration complexities. The configurations are de-
signed to (1) reflect realistic operational challenges, while (2) remain
solvable within the one-hour study budget. We prepare two com-
plexity levels, each with one refactoring task and one update task.
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Figure 7: User-study task accuracy and completion time.

For each task, three candidate edits are provided, and participants
select those that preserve the specified properties.

Properties are enforced using three common constructs: prefix-
lists for filtering, community tags for classification, and AS-PATH
length for ECMP. This follows the engineering practice of using
a small set of protocol attributes to simplify maintenance, as con-
firmed by our industry participants.

User interface. As shown in Fig. 6, SpecLens presents localized sub-
specifications as hover pop-ups attached to configuration blocks.
Each pop-up shows an interpreted constraint at the top, where
symbolic variables are instantiated with their configuration mean-
ing, and the raw form below for exact semantics. Lines or fields
with non-empty subspecifications are highlighted in a darker color
(e.g., lines 9-12) to help users quickly identify semantically relevant
elements. In this example, the target prefix matches line 12, while
preceding lines are only required not to override line 12’s decision.

Control and treatment groups. We employ a within-subject design
to neutralize individual ability variation. Specifically, each partici-
pant performs four tasks: two under the control condition and two
under the treatment condition, and each condition contains one
easy task and one hard task. In the control condition, participants
are given only the plain configuration; in the treatment condition,
they additionally receive localized subspecifications. All other task
information is identical across the two conditions.

To reflect realistic operational settings, participants in both groups
are allowed to use any tool they typically use in practice, e.g., IP
prefix conversion utilities or LLM-based assistants for clarifying
configuration syntax and semantics (see further discussion be-
low). This ensures that any observed improvements stem from
subspecification-based explanations rather than tool restrictions.

Metrics. We consider two objective metrics: (1) accuracy, whether
an option is correct, and (2) completion time, time spent per task.

Workflow. The study begins with a short tutorial on using SpecLens,
followed by several interactive warm-up questions to familiarize
participants with localized subspecifications and the tasks. Partic-
ipants then complete the tasks at their own pace. We record the
accuracy and completion time for each user and task. After com-
pleting the tasks, participants fill out a System Usability Scale (SUS)
questionnaire [9], a widely used 10-item Likert-scale instrument
for measuring perceived usability and learnability of interactive
systems. See Appendix B.1 for the full questionnaire.

6.2 ROQ1. Accuracy and Time Improvement

Accuracy. As shown in Fig. 7a, (1) subspecs lead to more accurate
configuration decisions overall, with the treatment group achieving
an average 52% improvement over the control group; (2) gains are
largest on complex tasks 3-4, where long prefix-lists and richer in-
teractions make manual reasoning error-prone; (3) without subspec,
accuracy decreases with task complexity, as expected; and (4) with
subspec, accuracy remains stable, showing robust performance.
The Mann-Whitney U tests confirm significant accuracy improve-
ments on the harder Tasks 3 and 4 (p = 0.0068 and p = 0.0046,
respectively), but not on Tasks 1 and 2 (p = 0.11 and p = 0.06).

Time. As shown in Fig. 7d, (1) participants with subspec are on
average 1.3 faster than those without (corresponding to a 23%
reduction in completion time); (2) the largest speedup appears in
Task 4 (1.5x), due to its complexity; (3) participants spend more time
on Task 1 for initial familiarization; (4) without subspec, completion
time increases notably on harder tasks 3-4; and (5) with subspec,
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time remains largely stable, with a slight increase on Task 4. The
Mann-Whitney U tests find a significant time reduction only for
Task 4 (p = 0.0289); the differences for Tasks 1-3 are not statistically
significant (p = 0.44, p = 0.55, and p = 0.17, respectively).

Impact of experience. Comparing graduate students and network

operators (Figs. 7b-7c, 7e-7f), (1) operators show smaller accuracy
gains than students (39% vs. 164%), mainly due to a stronger baseline
in the control group; and (2) operators did not save time on simple
tasks due to a more careful review of the configurations regardless
of subspec, while graduate students improved consistently.

Impact of complexity. Network operators show little improvement

on simple tasks (Tasks 1-2) but benefit substantially on harder tasks
(Tasks 3—4). Mann-Whitney U tests confirm this pattern: accuracy
gains on Tasks 3 and 4 are significant (p < 0.01), while those on
Tasks 1-2 are not. Since this is a small-scale study with simplified
configurations, we expect the benefits to be larger in practice, where
larger configurations impose greater cognitive load on operators.

Anecdotes. Several anecdotes reveal interesting insights.

Subspec usage patterns. We observe three frequent patterns. (1) Many

first jump to lines with non-empty subspecs using the visual cues
(Fig. 6), rather than scanning long prefix-lists as in the control
group, which is time-consuming. (2) When encountering unfamil-
iar vendor syntax, they use subspec to clarify the effective semantics
assumed by the verifier, e.g., interpreting le 32 as mask length
< 32, resolving confusion without external lookup. (3) Some rely
directly on subspecifications to judge edits without reading the
full configuration, while others use them as a validator: when an
intuitive judgment conflicts with a subspec, they revisit the relevant
lines and often uncover overlooked dependencies.

Common cross-block errors. In the control group, errors often arose
from large configurations and missed cross-element dependencies.
For example, Task 3 includes long prefix-lists that require mentally
tracing which entry a target IP matches; misjudgments here led
to incorrect route classification and flawed downstream reasoning.
With subspecifications, the matched and downstream-relevant lines
are highlighted by non-empty subspecifications, directing attention
to them more directly.

Benefits beyond existing tools. Even with IP prefix utilities or Al-

based assistants, subspecs still led to measurable improvements.
In our study, 7 participants used Al tools including Gemini [19],
DeepSeek [13], and Doubao [11], supplying the full configuration,
and when available, the corresponding subspecs as their queries.
Without subspecifications, Al assistants sometimes returned incor-
rect answers for the same tasks, whereas with subspecifications as
additional context, the answers became correct. This indicates that
subspecifications provide localized semantic constraints that are dif-
ficult to infer from configuration syntax alone. Detailed Al-assistant
usage is reported in Appendix B.3.

Practitioners are more cautious. With subspecification, network op-
erators spent 1.4X more time reviewing the configuration on av-
erage, compared to graduate students. In post-study interviews,
several of them noted that they preferred to fully understand the
configuration before making any critical update, due to the high-
stakes nature of network operations and habits reinforced through
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training and practice. Even so, subspecifications served as quick val-
idators of their intuition, especially for unfamiliar syntax, thereby
reducing the completion time.

6.3 RQ2. Usability Assessment

SUS scores. We use the System Usability Scale (SUS) to assess
participants’ perceived usability of SpecLens; its definition and
questionnaire are provided in Appendix B.1.

As shown in Fig. 8, based on 23 responses: (a) 70% (16) would
use SpecLens in daily practice, while 9% (2) would not. (b) 52% (12)
find it easy to use, whereas only 4% (1) find it difficult. (c) Views
on support are split: 52% (12) expect to need technical support, vs.
48% (11) who do not. These responses show that subspecs provide
practical explanatory value beyond task-performance gains. For
space reasons, we summarize the main findings here and report the
detailed results and analysis in Appendix B.2.

The system achieved an average SUS score of 62, below the com-
monly reported benchmark of 68. Two factors likely contributed to
this result. First, subspecification introduces a new operational par-
adigm that requires initial learning and adaptation. Nevertheless,
several participants noted that the tool could become an integral
part of their workflow once they became familiar with it and devel-
oped sufficient trust in its results. Second, experienced operators
were cautious about automatically generated subspecifications, of-
ten evaluating them against established operational practices and
placing greater confidence in their own experience and judgment.

Qualitative feedback. Our post-study survey finds:

Positive themes. (1) Several participants saw explainability as a real
workflow challenge and viewed subspecs as a promising way to
understand configurations; (2) many said subspecs make it easy to
sanity-check small updates without rereading everything; (3) the
visual design, especially highlighting non-empty subspecs (Fig. 6),
was often described as intuitive.

Limitations and concerns. (1) Some operators were concerned about
limited support for vendor-specific syntax. (2) Several expected
more compositional explanations; for example, when a line has an
empty subspec due to redundancy, they wanted to know which
other line causes it. (3) The notion of subspecification was not
immediately clear to a few participants, with some initially seeing
it as a generic code explainer, though most understood it after the
warm-up task.
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These concerns suggest engineering and research directions.
Broader vendor coverage and clearer onboarding can be addressed
through better modeling and UI design. Compositional explanations
and richer dependency tracing instead motivate research on relating
subspecifications and exposing cross-location interactions.

Summary. The user-study results show that subspecifications im-
prove task accuracy by 52% and reduce completion time by 23% on
average. The gains are larger on complex tasks and among grad-
uate students than among network operators. Moreover, 70% of
participants would use a subspec-based explainer in practice.

7 Evaluation

We aim to answer the following research questions:
RQ3. Can subspecification be generated efficiently?
RQ4. Does it scale with network size and configuration complexity?

Implementation and baselines. We implemented our explana-
tion system SpecLens with a subspecification-generation backend,
denoted SubSpec in this evaluation, in 7769 lines of Python and
extended Batfish [16] and Minesweeper [5] in 3419 lines of Java.
We compare it against two baselines: (1) FullSym, which directly
simplifies full network encoding to obtain localized subspecifica-
tions, without router decomposition; and (2) SubSpecys, a variant
of SubSpec without prefix-match scope analysis that analyzes all
configuration fields. Our current implementation supports eBGP,
iBGP, OSPF, static routes, and connected routes. Extending to ACL
and firewall rules is straightforward given their sequential-match
semantics. MPLS/SR policies are left as future work.

Configurations. To evaluate RQ3, we use real-world Internet2 con-
figurations !, and three synthetic configurations (Bics, Columbus,
and USCarrier) from Config2Spec [24], which are generated from
real-world network topologies 2. Tab. 6 summarizes the configura-
tion characteristics. For each configuration, we randomly select ten
prefixes and use their reachability as the target specifications.

To evaluate RQ4, we use large-scale synthetic FatTree config-
urations from NV [18] and our own synthesized configurations,
varying the number of configuration lines (prefixes) on a single
device to assess worst-case per-device complexity.

Setup. For each configuration and target prefix, we first simu-
late the stable state with Batfish [16] and cross-check it using
Minesweeper’s symbolic encoding [5] to calibrate modeling ac-
curacy (discussed in Appendix A.2). We then generate subspecifica-
tions for all configuration locations (fields and lines) using SubSpec
and the two baselines. Figs. 9-10 and Appendix C report end-to-end
offline precomputation, including line-level joint and field-level sub-
specification generation. We set a 4-hour timeout. Experiments ran
on a 10-core (20-thread) 3.7 GHz machine with 256 GB of memory.

Results. We summarize the main findings below.

RQ3: Efficiency. As shown in Fig. 9, (1) on Internet2, SubSpec
takes 10 minutes on average (7 ms per location), showing prac-
tical effectiveness; (2) on three synthetic configs, SubSpec takes

'We remove the IGP configurations unsupported by Minesweeper and add multiple
external devices to establish external BGP sessions and originate routes.
20SPF-only configurations are omitted because they contain no routing policies.
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Network ‘ Type ‘ #Routers #Locations ‘ Avg. %Subspec

Internet2 | real-world 10 89586 1.8%
Bics synthetic 49 1130 8.3%
Columbus | synthetic 86 1932 9.9%
USCarrier | synthetic 174 2470 11.2%
Table 6: Dataset characteristics.
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Figure 9: Average runtime over ten target prefixes.

Internet2 Bics

12-30 seconds on average (11 ms per location); and (3) across all
configurations, SubSpec consistently outperforms two baselines.
FullSym times out on all but Bics; on Bics, SubSpec is 1.2X faster
than SubSpecyg and 193x faster than FullSym.

Ratio of non-empty subspecification. As shown in Tab. 6, only 2—-11%
of configuration locations have non-empty subspecifications. This
low subspec-to-location ratio means only a small fraction of the
configuration requires attention, indicating that subspecifications
help reduce cognitive load.

Optimization correctness. For all configuration locations, SubSpec

and SubSpecyg produce equivalent subspecifications, validating
the correctness of prefix-scope optimization.

RQ4: Scalability. We assess the scalability of SubSpec by varying
the number of routers, prefixes, and threads.

Vary #routers (network sizes). As shown in Fig. 10a, when the num-

ber of network devices increases from 20 to 1,280, (1) the runtime
of SubSpec increases from 6 seconds to 25 minutes; (2) FullSym
times out beyond 20 devices; and (3) SubSpec is 1.3X faster than
SubSpecyg on average. A detailed runtime breakdown is provided
in Tab. 8 in Appendix C.1.

Vary #prefixes (configuration lines). Fig. 10b shows that as prefixes

grow from 10 to 10,000, SubSpec runs in 4 seconds to 115 minutes,
while SubSpecyg and FullSym time out beyond 5,000, highlighting
the benefit of prefix-scope analysis.

Vary #threads (Parallelism). As shown in Fig. 10c, on FatTree (720
routers), when the number of threads increases from 1 to 20, (1)
SubSpec and SubSpecyg are 6x and 7x faster, respectively; (2)
the main bottleneck is preprocessing. Subspecification generation
scales well with parallelism, achieving an 8x speedup with 8 threads
and an 11X speedup with 20 threads over single-threaded execution.

Summary. Our evaluation shows that SubSpec is efficient (averag-
ing 10 minutes on Internet2), scales to large networks (25 minutes
on FatTree with 1,280 routers), handles router-local slices with up to
10,000 configuration lines (115 minutes), and scales well in parallel
(8% faster with 8 threads than with a single thread).
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(b) Vary #prefixes (configuration lines).
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Figure 10: Scalability of subspecification generation under different dimensions.

8 Related work

A workshop paper [23] introduced localized subspecifications for
explaining synthesized network configurations. In contrast, we
provide (1) a formal subspecification formulation, (2) an efficient
generation algorithm with a soundness guarantee, and (3) a user
study and large-scale evaluation.

Network verification. Minesweeper [5] introduced symbolic encod-
ings for control-plane verification, offering generality but facing
scalability challenges. Subsequent systems such as Plankton [25]
and Tiramisu [2] improve scalability via control-plane simulation,
model checking, and domain-specific optimizations. Lightyear [28]
and Timepiece [3] further scale through modular decomposition.

Our work builds on these verification encodings and simula-
tion techniques, but uses them to generate explanations. Modular
verification [3, 28] decomposes global reasoning by summarizing
behavior over all possible inputs, typically requiring manually spec-
ified module interfaces. In contrast, localized subspecifications fix
the observed stable state and surrounding configuration, enabling
automatic generation of local constraints.

Network synthesis and repair. Propane [6, 7], NetComplete [15], and
subsequent synthesis frameworks [1, 14, 26] automatically generate
or repair configurations from high-level intents. These approaches
typically operate in a black-box manner, offering little insight into
why each configuration element is generated as is.

Differential analysis. Prior work analyzes network differences upon
configuration updates. DNA [34] detects property changes via
data-plane simulation. Rela [31] checks that intended path or flow
changes occur without affecting others. These approaches validate
end-to-end behavioral differences, whereas our work explains a con-
figuration at a fine-grained, per-element level, with explanations
expressed as the set of admissible alternative configurations.
Campion [29] also adopts localization to identify deviating sub-
components between two configurations, e.g., router backups or
vendor changes. We instead explain a single configuration against
its stable state, complementing such analyses by clarifying deviating
components and providing semantic guidance for fixes.

Intent inference. Config2Spec [8] and Anime [20] infer global speci-
fications from configurations. In contrast, we derive fine-grained
localized subspecifications and compute them efficiently via router-

local decomposition.

Network debugging. NetCov [30] finds config lines exercised by
tests. Network provenance [12, 37, 38] explains why behavior occurs
by tracing derivations (positive explanations). In contrast, localized
subspecifications give normative, counterfactual explanations: what
each configuration element must satisfy to preserve a property,
supporting safe edits.

CEL [17] targets failed configurations, using MCS enumeration
to locate statements that cause a violation (where the error is), but
not what they should satisfy. Localized subspecification can be
extended to cover this case by generating repair constraints at CEL-
identified locations, using a reference forwarding graph [32] as the
decomposition basis. We leave this as future work.

Explainability for programs. Explainable program analysis and syn-
thesis aim to make automated reasoning more interpretable. Inter-
pretable Program Synthesis [35] exposes internal synthesis steps,
while $3 [22] localizes specifications to program structures. Our
work shares the localization principle, but handles distributed pro-
tocol convergence and cross-device dependencies absent in single-

program settings.

9 Conclusion
We presented SpecLens, an explainable network verification sys-
tem based on localized subspecifications, which precisely charac-
terize the local conditions that preserve the verified stable state
and thereby guarantee the global property. Using router-local
decomposition and localized symbolic simplification, subspecifica-
tions can be generated efficiently and significantly improve main-
tenance accuracy and efficiency in a user study. Localization and
decomposition involve tradeoffs: localized subspecifications are not
compositional, and explain configuration elements with respect to
the converged stable state, rather than all alternative or transient
states. This focus enables scalability and clear explanations that are
difficult to obtain with global reasoning.
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Appendices are supporting material that has not been peer-reviewed.

A Implementation details
A.1 Router-local Configuration Slice

For each router r in the network topology, we construct a router-
local slice C;. It includes:

o the export routing policies to r at all directly connected peers;
o all import routing policies at r;

o the local best-path selection process at r.

This slicing scheme can be viewed as a set of interlocking gears $¥§.
The protruding teeth of each gear correspond to the export routing
policies at directly connected peers toward r, which are included in
C,. The center of the gear contains the import routing policies at r
and the local best-path selection process. The complementary gaps
correspond to the export routing policies at r toward its neighbors;
these policies are not part of C,, but instead belong to the neighbor-
ing router-local slices. Thus, adjacent slices interlock through their
export-policy boundaries, while each slice independently captures
local import processing and best-path selection.

The resulting best-route-based slicing design has five properties.

Non-transitive attributes. Starting from peers’ overall best routes,
each slice applies peer export policies and r’s import policies be-
fore best-path selection. In eBGP, this captures how non-transitive
attributes (e.g., local preference and MED) affect route selection
without fixing intermediate values, avoiding an overly restrictive
router-level functional subspecification.

Operational-state compatibility. The only external input re-
quired is each router’s overall best route in the stable state, which
is readily available from control-plane simulation or operational
state, without modifying existing tools. This abstraction aligns well
with simulated and real deployments.

Multi-protocol support. Using overall best routes as slice inter-
faces makes the encoding independent of how routes are produced.
Routes learned through BGP, OSPF, or static routing are resolved
by the local route-selection process before the resulting overall best
route is used for subspec generation. The slice therefore supports
routers running multiple routing protocols simultaneously.

Shared locations across slices. Because each router-local slice
includes neighboring export policies toward the local router, a
configuration location may appear in multiple slices, e.g., when a
shared route-map or prefix-list is referenced by several policies.
We derive its subspecification in each containing slice and require
updates to satisfy all of them. This preserves all affected router-level
behaviors; correctness follows by composition via Proposition 1.

Loop prevention. While BGP route loop prevention is already
enforced by the underlying symbolic encoding, which models AS-
path-based semantics, when we construct router-level functional
subspecs, we summarize the stable state using only best routes and
abstract route-propagation relationships. If this summary is used
naively, it may admit combinations of routes that are individually
valid but collectively inconsistent with loop-prevention semantics.

To preserve consistency with the stable state, we also record,
for each best route, the neighbor from which it is learned (i.e.,
the route-propagation direction). Fig. 11 illustrates this: R3 ’s best
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Figure 11: Example of BGP routing loop prevention.

route is learned from R2; for R2 router-level functional subspec, we
enable control-forwarding from R3 to R2 (overriding a false value if
necessary). This prevents R2 from re-accepting a route that would
contain its own AS in the AS-path and thus avoids a routing loop.
We therefore do not re-implement loop prevention; rather, we
ensure that the router-level abstraction respects the protocol se-
mantics already captured by the verifier, keeping subspecification
generation aligned with the original stable routing behavior.

A.2 Aligning Simulation and Encoding

During implementation, we identified and resolved several mod-
eling inconsistencies between the Batfish simulator [16] (version:
commit 6128b04, March 2021) and the Minesweeper verifier [5]
(version: commit 6128b0@4, March 2021).

We cross-validated the two models as follows. For each router
and prefix, we take stable best routes computed by Batfish and con-
strain Minesweeper’s symbolic encoding with these routes. If these
constraints are satisfiable, we treat the two tools as behaviorally
consistent for that scenario and proceed with subspec generation.

Using this approach, we identified the following inconsistencies.

BGP best route selection: AS-path comparison. Batfish per-
forms AS-path string comparison as a final step among routes with
identical key attributes (local preference, AS-path length, MED,
etc.). Minesweeper’s best-route selection process does not include
this step. To align the behaviors of Batfish and Minesweeper, we
enabled multipath-relax in all Cisco configurations, effectively dis-
abling AS-path string comparison in Batfish. With this adjustment,
both tools produce consistent best-route selection results.

BGP best route selection: tiebreaker. When multiple equally
preferred candidate routes are available, and ECMP is disabled,
Batfish breaks tie by earliest route arrival times, then by lowest
BGP router ID. In contrast, Minesweeper directly selects the route
with the lowest router ID. To align the two tools, we disabled the
arrival-time comparison in Batfish.

BGP best route selection: withdraw and resend. In BGP, when
a neighbor’s best route changes, it may first withdraw the old route
and then advertise a new one, temporarily replacing routes with the
same next hop. We identified an issue in Batfish: when receiving a
new route with the same next hop and similar priority as the current
best route, Batfish retained the old route and ignored the new one.
If the old route was later withdrawn, the router might fail to install
the new route and temporarily lose valid routing information. To
address this issue, we modified the route selection logic to always
prefer a new route from the same next hop, regardless of priority.
This ensures correct route installation during withdraw-and-resend.

BGP routing policies: set community. In BGP, communities
are optional transitive attributes used to tag routes and influence
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Figure 12: User study system usability scale (SUS).

routing decisions across autonomous systems. The set community
command assigns a set of community values to a route and removes
all attached communities unless otherwise specified. We identified
an issue in Minesweeper: for configurations using set community,
Minesweeper did not clear existing communities. We corrected this
issue to ensure that all non-selected communities are removed.

BGP route transfer process: non-transitive attributes. In eBGP,
modifications to non-transitive attributes made by peer export
policies and local import routing policies (e.g., local preference
and MED) only affect local best-path selection. These attributes
are reset to their default values before routes enter export routing
policies. We identified an issue in Minesweeper: it did not reset such
attributes before route export in eBGP. We corrected this issue to
ensure that these attributes are properly reset during route transfer.

B User-study details

B.1 System Usability Scale (SUS) Questionnaire

We include the standard System Usability Scale (SUS) question-
naire [9] used in our user study. Participants respond on a 5-point
Likert scale (1 = Strongly disagree, 5 = Strongly agree).

(1) Ithink that I would like to use this system frequently.

(2) Ifound the system unnecessarily complex.

(3) Ithought the system was easy to use.

(4) 1think that I would need the support of a technical person
to use this system.

(5) Ifound the various functions in this system were well inte-
grated.

(6) Ithought there was too much inconsistency in this system.

(7) I would imagine that most people would learn to use this
system very quickly.

(8) Ifound the system very cumbersome to use.

(9) Ifelt very confident using the system.

(10) Ineeded to learn a lot of things before I could get going with

this system.

Following the standard SUS scoring procedure [9], for positive items
(question 1, 3, 5, 7, and 9), we subtract 1 from each response, and
for negative items (question 2, 4, 6, 8, and 10), we subtract each
response from 5. The adjusted scores are summed and multiplied
by 2.5, yielding a final score ranging from 0 to 100.

Part. W #W/0 Usage type
subspec subspec

Grad. 1 0 2 clarification, verification, task solving
Grad. 2 0 1 clarification
Grad. 3 0 2 clarification
Grad. 4 1 2 clarification, task solving
Oper. 1 0 1 clarification
Oper. 2 0 1 clarification, verification
Oper. 3 2 2 verification, task solving

Table 7: Observed Al-assistant usage conditions and types by
participant. The two middle columns report the number of
tasks in which each participant used an AI assistant.

B.2 System Usability Scale (SUS) Results

Fig. 12a shows the per-question System Usability Scale (SUS) dis-
tribution and the breakdown by graduate students and network
operators (Figs. 12b-12c). Overall, participants gave a generally
favorable usability assessment, suggesting that subspecification
annotations fit into their workflow without substantial cognitive
overhead. The system achieved an average SUS score of 62 with
lower ratings on perceived usage barriers (Q4) and learning effort
(Q10) contributing most to the overall score.
We next show detailed analysis for each question group.

Adoption intention and perceived complexity (Q1-Q2). Most
participants (6/8 graduate students and 10/15 network operators)
reported that they would be willing to use our system for tasks
such as network configuration changes. Only two would not use
it, citing the subspec hints as overly complex. Complexity percep-
tions differed between the groups. No graduate students viewed
the system as complex, whereas only 4/15 network operators con-
sidered it not complex, suggesting that frontline operators may
perceive subspec hints as requiring effort to understand or adding
information overhead. This difference likely reflects the conserva-
tive, risk-aware nature of operational work and helps explain why
adoption intention remains strong despite the moderate SUS score.

Ease of use and support needs (Q3-Q4). Among graduate stu-
dents, 6/8 found the system easy to use, compared with 6/15 network
operators, indicating differences in intuitive understanding and op-
erational proficiency. Q4 supports this: 9/15 network operators
reported needing technical support, versus 3/8 graduate students.
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FatTree Shared Preprocessing Stages SubSpec Subspec Gen. SubSpecyg Subspec Gen.
Router-level subspec  Router-local slice  Consistency check | Line-level Field-level | Line-level Field-level
FT-4 (20) 3.85 0.60 0.16 0.60 0.29 0.59 0.68
FT-12  (180) 10.82 14.13 1.49 15.38 2.66 15.24 17.66
FT-16 (320) 22.77 34.61 3.01 42.30 5.26 42.00 48.46
FT-20 (500) 54.35 71.92 5.58 95.94 9.06 95.67 108.95
FT-24 (720) 122.51 132.32 9.56 187.66 14.73 187.27 211.88
FT-32 (1280) 535.95 353.77 26.92 559.43 33.95 558.16 626.72

Table 8: Runtime breakdown for the FatTree evaluation (Fig. 10a). The first three preprocessing stages are shared by both
SubSpec and SubSpecyg. The remaining columns report only the line- and field-level subspecification generation time for each
algorithm. All experiments use 20 parallel threads, and all times are in seconds.

These results suggest that the main barrier may lie in understanding
the subspec concept and its application in operational workflows.

Integration and consistency (Q5-Q6). Responses in this dimen-
sion were the most stable and positive. 18/23 participants agreed
that the system’s functions were well integrated, and Q6 responses
were largely positive, with only one participant reporting incon-
sistency. These results indicate broad recognition of the system’s
coherence and consistency of information presentation.

Learnability and perceived effort (Q7—-Q8). Graduate students
reported higher learnability than network operators (5/8 vs. 7/15),
suggesting conceptual understanding, rather than interaction bur-
den, is the primary learning challenge. Consistently, 7/8 graduate
students found the system not cumbersome, compared with 9/15
network operators, indicating that conceptual overhead dispropor-
tionately affects network operators.

User confidence and learning cost (Q9-Q10). Confidence levels
were similar between the groups (3/8 graduate students, 6/15 net-
work operators). Both groups reported that learning was required
(4/8 graduate students, 8/15 network operators), with network op-
erators reporting a slightly higher learning burden, consistent with
Q4, reflecting the cost of understanding the subspecs.

Summary. The main strengths of the system lie in well-integrated
functions, a consistent interface, and a low operational burden.
Limitations in overall usability are primarily due to the learning
cost introduced by the subspec concept and network operators’
heightened sensitivity to complexity and support needs.

In particular, network operators’ cautious evaluations likely re-
flect production risk constraints: configuration changes carry high
failure costs, and operational practice emphasizes explainability,
controllability, and rollback, making them more conservative to-
ward adopting new concepts and workflows. These findings explain
why, despite moderately positive SUS scores, a relatively high pro-
portion of participants remain willing to use the system in practice.

B.3 Al-assistant Usage

Participants were allowed to use tools that they normally rely on
in practice, including LLM-based assistants. Among the seven Al
users, two used Gemini [19], one DeepSeek [13], three Doubao [11],
and one an unidentified assistant. We manually categorized the
recorded Al interactions into three types for transparency.

Clarification. The participant asked the assistant to explain or
help interpret configuration syntax, command semantics, prefix

matching, subspecifications, network behavior, or the IP range
affected by a modification.

Verification. The participant first formed an initial judgment and
then consulted the assistant to confirm or challenge that judgment.

Task solving. The participant provided substantial task context,
such as the topology, configuration, target property, subspecifica-
tions, or candidate modifications, and asked the assistant to deter-
mine the answer.

As summarized in Tab. 7, 7/23 participants used an Al assistant in
at least one task, including 4/8 graduate students and 3/15 network
operators. Al use was concentrated in tasks without subspecifica-
tions: all 7 Al users consulted an assistant in at least one such task,
compared with only 2 in tasks with subspecifications. Most used Al
for clarification, while a smaller subset used it to verify an existing
judgment or directly solve a task. This pattern does not suggest that
Al assistance systematically favored the subspecification condition.

C Evaluation details

C.1 Runtime Breakdown for Router Scalability

Table 8 decomposes the runtime of SubSpec and SubSpecy5 into
three shared preprocessing stages and the subsequent line-level and
field-level subspecification generation. Router-level subspec includes
control-plane simulation using Batfish and the extraction of routing-
table entries into router-level subspecifications. Router-local slice
measures the time required to slice the monolithic SMT encoding
generated by Minesweeper into router-local encodings. Consistency
check verifies that each router-level subspecification is consistent
with its corresponding router-local configuration slice. These three
stages are shared by both SubSpec and SubSpecyg algorithms.

SubSpec further applies several optimizations during low-level
subspecification generation. In particular, all field-level subspecifi-
cations are derived from the corresponding line-level subspecifica-
tion, rather than independently reconstructed from the router-local
control-plane encoding. Consequently, its field-level generation
time is substantially lower than that of SubSpecy, especially on
larger FatTree instances.

This breakdown also reveals the limit to parallel scaling: router-
level subspecification generation and router-local slicing are cur-
rently sequential, while line- and field-level subspecification genera-
tion can be parallelized across configuration locations. Therefore, as
shown in Fig. 10c, increasing the number of worker threads mainly
reduces the latter costs, while the two sequential preprocessing
stages increasingly dominate the end-to-end runtime.
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