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PART ONE

Network Defenses
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LocalNetworkServices

Review: Popular TCP and UDP services live on standardized ports.

HTTPS servers listen on TCP/443. SSH on TCP/22.

Some services you don’t want listening on the public Internet.

Recursive DNS Resolvers: allows attackers to mount DDoS attacks

Windows File Sharing: historically full of vulnerabilities. What if a local

machine doesn’t have a secure password on it?
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PortScanning

Send a SYN or application-specific UDP

packet to a port to see if any service is

listening

Vertical Scan: Try large number of ports

on a single host. Typically use Nmap.

Horizontal Scan: Try a single port on a

large number of hosts. Typically ZMap.
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ServiceSearchEngines

Public services like Shodan and Censys index all of the publicly available

services on the Internet
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AttacksAgainstInternetServices

MOVEit is a piece of software that

allows file transfer between

organizations

Vulnerable to multiple login-field

SQL injection vulnerabilities

Ransomware’d/Extorted

Companies based on the data on

their Internet MOVEit Servers
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Firewalls

Separate local area network (LAN) from the Internet. Only allow some

traffic to transit.

Sometimes rules on a router. Sometimes a standalone device.
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BasicPacketFiltering

Uses transport and IP layer information only

- IP Source Address, Destination Address

- Protocol (TCP, UDP, ICMP, etc.)

- TCP and UDP source and destination ports

Examples:

• “Do not allow external hosts to connect to Windows File Sharing”

-> DROP ALL INBOUND PACKETS TO TCP PORT 445
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What’stherule?

What if you have a network with lots of servers but only want

outsiders to be able to access a web server?

DROP ALL INBOUND PACKETS IF DEST PORT != 80

All outbound connections also have a source port! Their

responses will blocked!
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IANAPortNumbering

System or Well-Known Ports [1,1023]:

Common services, e.g., HTTP -> 80, SSH -> 22

User or registered ports [1024, 49151]

Less well-known services

Ephemeral/Dynamic/Private Ports [49152, 65535]

Short lived connections
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StatefulFiltering

Firewall tracks outgoing connections and allows associated

inbound traffic back through
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NetworkAddressTranslation(NAT)

NATs map between two different address spaces. Most home

routers are NATs and firewalls.

Private Subnets

10.0.0.0–10.255.255.255

172.16.0.0–172.31.255.255

192.168.0.0–192.168.255.255
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Localvs.NetworkFirewall

Firewalls we’ve discussed so far have all been network firewalls.

Most have lived at the edge of the organization.

Firewalls also run on individual hosts. Linux servers use iptables.

Typically have a combination of network and host firewalls

sudo iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

sudo iptables -A INPUT -p tcp --dport 22 -m conntrack --ctstate NEW,ESTABLISHED -j ACCEPT
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Localvs.NetworkFirewall

Organizations typically have a combination of network and host firewalls

• Border (Network) Firewall will block malicious traffic from the outside
and limit inbound traffic to accessing only servers intended to be

accessed by the public

• Host Firewalls protect hosts from other hosts (e.g., protect against
internal compromise and malicious insiders)

Think of firewall rules in terms of “Defense in Depth"
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NextGenerationFirewalls(NGFW)

So far, firewalls operate by allowing access to a specific host or protocol— but what

about malicious application traffic?

Next Generation Firewalls (Industry term for Application-Layer firewall)s protect for

attacks within L7 traffic

For Example:

- Virus scanning for SMTP

- Need to understand protocol, MIME encoding, ZIP files, etc

- Look for SQL injection attacks in HTTP POSTs

- Look for a large number of authentication attempts or malformed requests

SIST - Yuan Xiao 15



IntrusionDetectionSystems(IDS)

Software/device to monitor network traffic for attacks or policy violations

Violations are reported to a central security information and event

management (SIEM) system where analysts can later investigate

Signature Detection: maintains long list of traffic patterns (rules)

associated with attacks

Anomaly Detection: attempts to learn normal behavior and report

deviations
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OpenSourceIDS

Three Major Open Source IDS (and a tremendous number of

commercial products)

Snort

Bro Zeek

Suricata
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ExampleSnortRule
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OutboundToo!

Organizations will often inspect outbound traffic as well

- Block access to sites with known malicious behavior

- Prevent exfiltrating data

- Block services like bit torrent

Be careful on enterprise networks! Sometimes companies will even

install their own root certificates on employee workstations to

monitor TLS traffic.
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PART TWO

Remote Access
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VirtualPrivateNetworks(VPNs)

Problem: How do you provide secure communication for non-TLS

protocols across the public Internet?

VPNs create a fake shared network on which traffic is encrypted

Two Broad Types:

- Remote client (e.g., traveler with laptop) to corporate network

- Connect two remote networks across Internet
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IPSec

Several VPN protocols exist (PPTP, L2TP, IPsec, OpenVPN)

Most popular is IPsec. OpenVPN is open source.
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Wireguard

Recently introduced VPN that has gained significant following in the

past 5 years over options like OpenVPN:

• Simpler protocol and much more performant than OpenVPN.
Relatively few configuration options reduces opportunity for error

• Utilizes modern cryptographic primitives like Noise protocol
framework, Curve25519, ChaCha20, Poly1305,
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CiscoAnyConnect

Stanford and many other organizations use Cisco AnyConnect

Encapsulates traffic in TLS! Initial handshake uses normal TCP-

based TLS for initial handshake and then DTLS (UDP-based

TLS) to transport data
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GooeyMiddle

VPNs support the idea of having a secure internal network and

untrusted public Internet. Unfortunately, attacker has a ton of

access once the network perimeter is breached.

Unfortunately, internal networks aren’t that secure. Computers

are compromised all the time and attackers have free rein.
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ZeroTrustSecurity(BeyondCorp)

Google: assume internal network is also out to get you. Remove

privileged intranet and put all corporate applications on the Internet.

Access depends solely on device and user credentials, regardless of

a user’s network location

Protect applications, not the network

SIST - Yuan Xiao 26



PART THREE

Privacy
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DirectSharing
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ThirdPartyTracking
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ThirdPartyCookies

 SiteA’s page requests a third-party

resource (image, script, iframe)

▪ Normally, browser sends cookie associatedwith

that third-party in that request

Cookie: ID=784c39

Referer: cnn.com/
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Third-PartyWebTracking
Cookies and Code

(CNN)

GET / HTTP/3

GET /facebook-like.js HTTP/3

Cookie: User=Deepak, Referer=cnn.com

(Facebook)

• With this request, companies can link your cookie to your browsing data (e.g.,
through Referer header, Host headers, Origin, or just JavaScript)
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WebTracking
Cookies and Code

• What exactly is sent in the referer?
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ThirdPartyCookies

Facebook, DoubleClick, etc. know much more about you than actual

website does because they can track you across websites.
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Ghostery
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DNT
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2024—TheYear of theEndof ThirdPartyCookies?

• Firefox:

• Third-Party Cookies from known trackers are dropped

• Third-party cookies use separate cookie jar per site, so they can't be
used to track users across sites

• Safari: Blocks third-party cookies

• IE: blocks some third-party cookies based on baked-in blacklist

• Edge does not block third-party cookies by default

• Chrome announced that they will drop support for third party cookies by
the end of 2024
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Google Topics

Topics are selected from a taxonomy consisting of hierarchical categories such as /Arts &

Entertainment/Music & Audio/Soul & R&B and /Business & Industrial/Agriculture & Forestry.

The (maximum) three topics returned for a user are chosen at random from the top five for the past

three epochs (with a 5% chance of getting a random topic).SIST - Yuan Xiao 39
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WebTracking
Browser Fingerprinting

• Websites can also
fingerprint you effectively
with browser fingerprinting,
which is a technique that
leverages all your settings to
identify you, and stores this
in a cookie on your browser

• https://amiunique.org/

• So long as JavaScript can
run (by third-parties), you
run the risk of being
“followed” on the web
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PrivacyEnhancingTechnologies

Methods for protecting personal data

Most Common/Successful? TLS.

Comes with browser. Also used for protecting email. It just works, without you

having to configure anything. Protects contents of communication from

passive eavesdroppers and active MITM attacks.

Tools that provide confidentiality also provide some privacy. You probably

don't want your landlord or coffee shop customers to learn things about you.
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EncouragingHTTPSAdoption

2014: HTTPS used as a page rank indicator

Early 2018: Mozilla announces that new features will require HTTPS

Late 2018: New Chrome HTTPS indicators

(HTTPS)

(HTTP)
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ChromePageLoadsoverHTTPS

Google Transparency Report
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STARTTLSasseenbyGmail
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ProtectingMetadata

TLS only protects content. What doesn’t TLS protect against?

We may want to protect metadata:

• Who is visiting what websites? Who is sending messages to whom?

• Gov’t might not like that you’re visiting Human Rights Watch website

• Gov’t might not be amused that you’re sending messages to Human Rights Watch

•We may want to hide the existence of the message (maybe sending an encrypted

message at all is going to cause you problems)

SIST - Yuan Xiao 48



WhatisAnonymity?

Anonymity (“without name’’) means that a person is not identifiable within a set of subjects

Unlinkability of action and identity

- For example, sender and his email are no more related after adversary’s observations

than they were before

- Who talks to whom

Unobservability

- Adversary cannot tell whether someone is using a particular system and/or protocol
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WhyAnonymity?

To protect privacy:

- Avoid tracking by advertising companies

- Viewing sensitive content

- Information on medical conditions

- Advice on bankruptcy

Protection from prosecution

- Not every country guarantees free speech

To prevent chilling-effects

- It’s easier to voice unpopular or controversial opinions if you are anonymous
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AnonymityisHard

Internet anonymity is hard…

Right there in every packet is the source and destination IP address

ISPs store communications records

- Law enforcement can subpoena these records

Wireless traffic can be trivially intercepted

Tier 1 ASs and IXPs are compromised— NSA, GCHQ, “Five Eyes”
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Anonymity

Difficult if not impossible to achieve on your own

You generally need help.

State of the art technique: Ask someone else to send it for you
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Naiveapproach.... VPNs

You Server
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Naiveapproach.... VPNs
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Naiveapproach.... VPNs

“…receivedacourt order asking for information

relating to anaccount associatedwith someor

all of the above cases. As stated in our terms of

serviceandprivacypolicyour service is not to

beused for illegal activity, andas a legitimate

companywewill cooperatewith law

enforcement if we receive acourt order”
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Tor is a successful privacy

enhancing technology that

works at the transport layer

Millions of active users.

Normally, a TCP connection

reveals your IP address

Tor allows TCP connections

without revealing your IP

SIST - Yuan Xiao 56



Tor (“TheOnionRouter”)

Tor operates by tunneling traffic through multiple “onion routers” using public key

cryptography
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WhoKnowsWhat?

Entry node: knows Alice is using Tor, and identity of middle node, but not destination

Exit node: knows some Tor user is connecting to destination, but not which user

Destination: knows a Tor user is connecting to it via the exit node

Tor does not provide encryption between exit and destination (use HTTPS!)
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DoesTorProvideAnonymity?

Tor provides for anonymity in TCP connections over the Internet, both

unlinkably (long-term) and linkably (short-term).

What does this mean?

• There’s no long-term identifier for a Tor user

• If a web server gets a connection from Tor today, and another one tomorrow,

it won’t be able to tell whether those are from the same person

• But two connections in quick succession from the same Tor node are more

likely to in fact be from the same person
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TorChallenges

Performance: message bounces around a lot (can be slow)

Attack: government can coerce server operates in one country

Defense: use mix servers in different legal jurisdictions

Attack: adversary operates all of the mixes

Defense: have lots of mix servers (Tor has ~7,000 onion routers today). Use diverse set.

Attack: adversary observes when Alice sends and when Bob receives, links the two together

A side channel attack – exploits timing information

Defenses: pad messages, introduce significant delays

Tor does the former, but notes that it’s not enough for defense
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GuardRelays

How do you protect against an adversary creating a large number of onion

routers and performing timing observation at entrance and exits?

Limit the servers used for initial connection to a subset of trusted nodes:

- Have long and consistent uptimes…

- Have high bandwidth…

- Are manually vetted by the Tor community

Tor client selects 3 guard relays and uses them for 3 months
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ExitNodes

Relays must self-elect to be exit nodes. Why?

- Legal problems

- If someone does something malicious or illegal using Tor and the police

trace the traffic, the trace leads to the exit node
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TorHiddenServices

As described, Tor protects the identity of the client, but not the server

What if we want to run an anonymous service?

- a website, where nobody knows the IP address?

Tor supports Hidden Services…

- Allows you to run a server without disclosing the IP or DNS name

Many hidden services

- Duck Duck Go, Tor Chat, Wikileaks
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SilkRoadMarketplace
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Whousesanonymitysystems?

“If you’re not doing anything wrong, you shouldn’t have anything to hide.”

- Implies that anonymous communication is for criminals

The truth: who uses Tor?

- Journalists, Law Enforcement, Human Rights Activists, Business Executives,

Intelligence/Military, Normal People
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InternetCensorship

Government censors

Block websites containing “offensive” content

Commonly employ blacklist approach

Observed techniques

IP blocking, DNS blackholes, forged RST packets

Popular countermeasures

Mostly proxy based— Tor, Freenet, Ultrasurf,…

Problem: Cat-and-mouse game
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InternetCensorship

Pervasive censorship

Substantial censorship

Selective censorship

Changing situation

Little or no censorship
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TorBridges

Anyone can look up the IP addresses of Tor relays

- Public information in the consensus file

Many countries block traffic to these IPs

- Essentially a denial-of-service against Tor

Solution: Tor Bridges

- Tor proxies that are not publicly known
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TorBridges
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ObfuscatingTorTraffic

Bridges alone may be insufficient to get around all types of censorship

- DPI can be used to locate and drop Tor frames

Countries would passively detect and block bridges

- Single use bridges

Tor adopts a pluggable transport design

- Tor traffic is forwarded to an obfuscation program

- Obfuscator transforms the Tor traffic to look like some other protocol

- BitTorrent, Skype, HTTP, streaming audio, etc.
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DecoyRouting(Telex)
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DecoyRouting(Telex)
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DecoyRouting(Telex)
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DecoyRouting(Telex)
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DecoyRouting(Telex)
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OTR:OfftheRecordChat

1.UseauthenticatedDiffie-Hellman to establish

a (short-lived) session keyEK

Alice

SS=(gy)x

EK=H(SS)

Signalice(g
x
)

Signbob(g
y
)

Bob

SS=(gx) y

EK=H(SS)
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OTR:OfftheRecordChat

2.Thenusesymmetric encryption onmessageM

... and authenticate using aMAC

EEK(M)

Alice MACMK(EEK(M))

SS=(gy)x

EK=H(SS)

MK=H(EK)

Bob

SS=(gx) y

EK=H(SS)

MK=H(EK)
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OTR:OfftheRecordChat
3.Re-key usingDiffie-Hellman

Alice

SS’=(gy’)x’

EK’=H(SS’)

MK’=H(EK’)

MK=H(EK)

g
x’
, MACMK(g

x’
)

g
y’
, MACMK(g

y’
)

Bob

SS’=(gx’) y’

EK’=H(SS’)

MK’=H(EK’)

MK=H(EK)
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OTR:OfftheRecordChat
4. PublisholdMK

MK

Alice Bob

SS’=(gy’)x’ SS’=(gx’) y’

EK’=H(SS’) EK’=H(SS’)

MK’=H(EK’)

MK=H(EK) “Deniability”

MK’=H(EK’)

MK=H(EK)
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Signal/Whatsapp

Note this is suited to interactive communication, not so much email.

But, OTR provides

- message confidentiality

- authentication

- perfect forward secrecy

- deniability

OTR has since lost popularity. Signal Protocol now de facto standard.
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