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(57) ABSTRACT

In one embodiment, an apparatus comprises a cache to store
a plurality of instructions and data associated with a trusted
execution environment; instruction processing circuitry to
execute the plurality of instructions and process the data, the
plurality of instructions including one or more instructions
with memory operands, wherein responsive to an interrupt
or an exception, the instruction processing circuitry is to
pause processing the plurality of instructions and execute a
handler; and decode circuitry to partially decode a next
instruction of the plurality of instructions to be processed
following execution of the handler to determine if the next
instruction indicates a memory access and, if so, to calculate
at least one corresponding memory address, wherein the
partial decode is performed in accordance with one or more
constant time programming restrictions.



US 2025/0036751 Al

Jan. 30,2025 Sheet 1 of 32

Patent Application Publication

L
3LE (STISNE AUOWIN
75T N300 NOWYIIddY ¥3sn
%€} V10 SAYIOND < > 5TT LINDUID YT TICHINGD ANCWIW
_ OFT (ShyT1aNvH GINHIGIAVIONS .
867 03000 NOLLYONddv ¥3sn | PHL 004D NOUJAHONT
33333333333333333 Y-
5T 3000 IAVIONT ¥
71T IHOVD
76T MOVLS IAVIONT X Y
k.4 A4
£T V3H JAVIONT S ——
57T 1AV AMING T
- LINOHO NOLNDEXS
577 $01/S038
oo a6 SRt ) 77T ST Ton ¥ 50T LIND¥I0 ¥3A0030
N 2HOD PP ;wdlm
721 3000 WILSAS ONILYNEL0 f 3¥00
7T ANOWIN 75T HOSSID0H THYMONYH
0T WILSAS HILNAWOD \__PVL30VHOLS HAOYNYIN NOLLYZUVILNL JHYMONYH




Patent Application Publication  Jan. 30, 2025 Sheet 2 of 32 US 2025/0036751 A1

THREAD CONTROL STRUCTURE 126

Field OFFSET Size {Bytes} | Description
{Bytas)
STAGE 0 8 Enclave execution state of the thread controlied by

this TCS. A value of 0 indicates that this TCSis

available for enclave entry. A value of 1 indicates

that a

processer {s currently executing an enclave in the

context of this 7CS.

FLAGS 202 & 8 The thraad’s execution flagls), e.g., including &
resume-to-handier {RTH} ensbie flag {bit} that,

when set, enables the RTH feature for the enclave

{e.g., once set, cannot be unset for that enciave).

O8SA 16 8 Offset of the base of the State Save Area stack,
relative to the enclave base {e.g., page aligned}.
CSSA 204 24 4 Current slot index of an $SA frame {e.g., cleared by

EADD and EACCEPTL
includes an RTH enable bif, that when set, enabies
the RTH feature for the current state-save area

{CS5A)

MNSSA 28 4 Number of available slots for SSA frames

OENTRY 3z 8 Offset in enclave to which control is transferred on
EENTER relative to the base of the enclave.

AEP 4D 8 The value of the Asynchronous Exit Beinter that was
saved at EENTER time.

OFSBASGX 48 2 Gifset to add to the base address of the englave for

producing the base address of F& segment inside the
enclave. £.g., must be page aligned.

DGERASGK 56 g Offset to add to the base address of the enclave for
producing the base addrass of GS segment inside
the enclave. £.g., must be page aligned.

FSLIMIT 64 4 Size to becorne the new FS Himit in 32-bit mode.
GSUMIT 58 4 Size to become the new GS limit in 32-bit mode.
RTH_REDZONESIZE | 72 e £.g., must match the red zone convention assumed
206 by the compiler that is used to compile the enclave,
HANDLER 208 20 8 Addrass of the {e.g., signal/AEX) handler that will be

invoked on pach ERESUME for this enclave thread.

RESERVED 88+ 4008

FIG. 2
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1100
\

FETCH AN ENCLAVE RESUME INSTRUCTION 1402

¥
DECODE THE ENCLAVE RESUNME INSTRUCTION INTO A DECODED INSTRUCTION 1104

v
RETRIEVE DATA ASSOCIATED WITH THE ENCLAVE RESUME INSTRUCTION 1106

|

' SCHEDULE THE DECODED INSTRUCTION FOR EXECUTION 1108 |

¥
EXECUTE THE DECQDED INSTRUCTION TO INVOKE A HANDLER TG HANDLE AN
ASYNCHRONOUS EXIT FROM EXECUTION OF CODE IN AN ARCHITECTURALLY-
PROTECTED ENCLAVE AND THEN RESUME EXECUTION OF THE CODE IN THE
ARCHITECTURALLY-PROTECTED ENCLAVE FROM WHERE THE ASYNCHRONOQUS EXIT
OCCURRED
140

¥
COMMIT A RESULT OF THE EXECUTED INSTRUCTION 144

FIG. 11
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1200
N

ENABLING AN ARCHITECTURALLY-PROTECTED EXECUTION ENVIRONMENT FOR CODE 1N
AN ARCHITECTURALLY-PROTECTED ENCLAVE {N MEMORY IN RESPONSE TO AFIELD OF A
REGISTER OF A HARDWARE PROCESSOR BEING SET 1202

|

DECODING A SINGLE INSTRUCTION COMPRISING AN OPCODE INTO A DECODED SINGLE
INSTRUCTION WITH A DECODER CIRCUIT OF THE HARDWARE PROCESSOR, THE OPCODE
INDICATING AN EXECUTION CIRCUIT IS TO INVOKE A HANDLER TO HANDLE AN
ASYNCHRONQUS EXIT FROM EXECUTION OF THE CODE IN THE ARCHITECTURALLY-
PROTECTED ENCLAVE AND THEN RESUME EXECUTION OF THE CODE INTHE
ARCHITECTURALLY-PROTECTED ENCLAVE FROM WHERE THE ASYNCHRONOUS EXIT
OCCURRED 1204

EXECUTING THE DECODED SINGLE INSTRUCTION ACCORDING TO THE GPCODE BY THE
EXECUTION CIRCUIT OF THE HARDWARE PROCESSOR 1208

FIG. 12



US 2025/0036751 Al

Jan. 30,2025 Sheet 13 of 32

Patent Application Publication

N b g I A e DO R o 1
— o | T Loer| oeeoms | zeme gover | JEE L SR Loom
SO g wan |3 ,mm iG] NOUYININV | WOdiEL e yssaogw| 3 TR ) 0
B | | YO, oy vava NON &ozm@% T =ty DN
! m ! geelL
m m m m | TYHOdATINON Y
o L w SSIVOV AMONEW
! orer | 2 | EE ey 4 Y e | WET | T
e dEn 1o 05 \STRA, |t el S| g | o | 05,
i Ve ) dde foy  vva JAHOWIs fopgy| 3ovg (VIR0
pre— ;
| e ! b SZED We0anaL ozet
; | (H3) 1N | | 'SSEDOV AMOWIW  $S300Y
NOILOIAT | | AHONIN
i T T T ser ] R i e ™ T
o GIET . varer | WL | 7eE
et oz oA g am | OV N vl ssnov| quEe | qwe | O |
SLYICIN IS L NaAaT HHOSNHL VLva MO Y savio | xowan| X3aN INoivaEdol, S8
L e viva A_ON_jpaisiony] 3svd |
A\ .
| : M STET NOLLYYIdO
e . 3dAL 1085300V AHOMAN ON
wzi ot | B VoL | VT | T | e
2267 aaanaeE] Siam veer vl ssaoov | gmid | | e
STV IS LTS SSvio |AsORaW| X30NI INoivy3dol, S
L e viva ON  fuaisioqy] dsvg |VAHOd
| (OVET 90 JdAL TIND ONNOY S0 -
00E1 LYWHOL NOLLONULSN m y T SSI00Y AHONINON B
TGN HOLD3A DININED | ' N
€ o o e ¥ .
w oEr | RN 1 gEe o
. T ST o
T Tl P B Bl CHE} | FSET 0t 138 S| aa e qEe | amy | OE | __
(ALVICINWI ISV L naRaal ﬂwﬁim%ﬁv SSYI0L S ol X30N Nodva3do) gss . YLD
(M wiva | 4 asin Y0 98T 0T NOLLYMEHO NOLYINSNONY MAISIORY] 35V |
Z ) £

viel Qi 200040 TN




US 2025/0036751 Al

Jan. 30,2025 Sheet 14 of 32

Patent Application Publication

T, [, o } ]
e T | G |, T ﬂ%ﬁ brceT @) S5 boreet el o 9T | L | B |
et qralaraa) B 1 dgigg P 186 EN RARIES Coen g aad | oaEg |2
iTvizmi sy | AN L2 Coc e 1O I HIONTT | 1655 | 1OHINGO Foormi} SSI00V | ooy Inoidvaiado), S131
m ST VAT EW0S) HOLOA el 1M A0 Fini| g [LHEOS
b o oo e : A - A —
i
| m | | m I 4%}
| L m | | COWM D0V WEW  §3300V
| L m : m AIOVER
! ! u i f f
! b | m w
m L | m W
! Ly m m “
! L m !
m L ” !
o T ] B beer o, 7 Voot b | VOEL | BT | 2T | merr |
gmasoa do8 | TR o oo G | | O
_ INGHET | Jod 5 ;
(L um T viva HOLI4A %Nww\u PAS A wtmgf Aon Juaisoad) 3eve .m.,qﬁ.mmmmm
m ;! m w | e LEE dO 3dAL
o | M 2SN " TN "00Y WINON
; 0IET | oasn A AR I e
gmomeny S8R L R T e | 07 | o | O
i ¥ ANIWETE A A
C B vivg ONNOY | ONu RISV LM ™" ™) "on” Judisioqu]  Jovg  [-VAMOd
............. 2080 d0 JaAL THIND ONY
m | YIGET m ! b avd “DWM 0DV WAl ON gL
00E4 LYWHOA NOLLONYLSN] | EED m w m 35300V
ATONTHYA HOLOTA ORIANTS | P m ! | é%m:
Co e oo P ; ! S
m wEr | 8 e | e e g - 3 -
_— .\ — ZEET 1N WEL 1 T
ZeT oA | Q| Gia |93 dsia) e | FRET i vaae (Pgp g al ) O gEg | g | SR | ge1 o
FLVIGIRNDISY et el SEY 10 XAANT  INOILYHIdO
09 SETRT VIO
L [l viva | 4 dsig 0521 0131 NOLLYH3H0 NOLLYINIWONY EENSRER ST |
, S——— ) 4

piLt 0131 2300040 TN




US 2025/0036751 Al

Jan. 30,2025 Sheet 15 of 32

Patent Application Publication

0e¥l 0134 300040 vy G2PL N13id

el
13 NOLLYYE3d0 35vd wam%%% :

g ey

AAAIA LA A DA [ [ wwl [ala]  fovo,

S ) aEAAMAA  oprL b
| POEL QT34 HLOIM
|_gag | 0| AAAAJA L | om | il [alalx]y IREDERERI ave L T3
PET QI XHOND RSO . SLb1 dvit 200040 LYINEOS
¥l Old FIET 4300040 Tind Bl 9l
0%} LyWHOd NOLLONYLSNI ATONIHA ¥OL03A 14103dS
‘ N AS Q31U STHOIHM Czbl G )
HOLOV4 INIWIDVISIT IHL ATNO SATOH 0L SNIAOONT
NG N84S0 ¥ OL QIHNTITY {L0=00W NIHM a1 I
N.8dSIQ} 829¢1 G131 HOLOVH INFWIOYIdSIT JoV AL 266 gipl Ove} 31
. . . . o) . 3 VHd W - sopy . LYWHOL
EE.ERE&J:eJﬂ.JﬂJ Jwtkkk{wm - mﬂ - ¥ -1
ool 3,000,500 3is s aon A JALALATALALALA R i g1 g ol aldn]a A A Al il g | x [ 2o |
i ) | | | , ‘ |
(01 =00 NIHM 264513} | | | o) m
V7821 013 INGWASVIdSIa {  omadviae 0ibL X3
DU U T iyl XEM 89tt 014
; Wl | Y | T $961 O7E14 HLGIM
IR Y| o3 |don | S8V IRETERERIRYe .
0 3 g5 1 0 3 §9 b 7084 X1d3Ud XAAT -
JLAG 9IS 31A9 W QON ¥yl 9ld




Patent Application Publication  Jan. 30, 2025 Sheet 16 of 32  US 2025/0036751 A1

CLASS FIELD ALPHA FIELD
FIG. 14D 368\ 1352 mBETA FIELD 1354
AUGMENTATION OPERATION FIELD 1350 ERRNCGI A
RS VoD FIELD 1442
FIELD 1352A [u|B|B|B] m Ré—»—"‘f’a IRE
ROUND 135241 | | | ! ™ FELD 13524 rrrT
Sm? f2 ﬁi.’c- E /40 82181 S
1386 T TRANGFORM S
ROUND OPERATION FIELD 1258 | A2 DATATRANSFORM
U=0 ROUND CONTROL FIELD 13544 | FIELD 1354B
NOD FIELD 1440
TaTETE] [oo]orotioR 10
T T rﬁ.@@...}
EVICTION FaleTeT o am HWRTETSYT
H;NTHELD/% s2fsi|sojt SIB | Dy Dy By Dy
13528 L’W’“J 1450 = 13628
DATA MANIPULATION FIELD 1354C
— VoD FIELD 1442 TETEN
BL {411 RL
FTT FIELD ] 1 FELD
WRITE e 35TA Lo 1357A
K B
cONTROL 211 pouno | il J‘ VSIZE
NIROL N IETAL | ™ 135742
1362C A | VECTORLENGTH FIELD
2 13598
U=t -~ n .
WO EIELD 1443
i 8 ﬁl G0 1ORI01IOR 10
T . 13624
T RE TR AT
LofB ]! 8B L 01000
Y '34:”628
\\ d
YECLOR LENGTH RROADCAST FIELD 13578




US 2025/0036751 Al

Jan. 30,2025 Sheet 17 of 32

Patent Application Publication

Gl 9Oid
4y
0
5118 79
CTET SUILSIDTY MSVIN I LIMM
0591 T4 WALSIOTY
191 LN GOV AN
SLg po
A
)
H
{
{
§
§
SER RN
M
.
SLig 08
{d4290

GGl 34 UAUSIODYE HOVLS d4 ¥YIVOS

§118 952
A

(118921
Y N,

[

SHUWK | SHUWA

OLLILLIX OULHUA

VELLILIZ

14

S11g 716
0151 SUALSIOTY HOLDIA

SHE Y X 8

b} SYILSIOTY 380dHNd TWHINAD

091 JUNLOFLHDEY H3LSID3




US 2025/0036751 Al

Jan. 30,2025 Sheet 18 of 32

Patent Application Publication

L e ], V201 =TSl L
(UL LN LN 3HOVO YLYG LM G281 LN
AONIN FHOYD 2iot MO LT AMOWIN
71 LIND 71 YAva
Y &
¥ G091 (SIEL8NTID NOLLNDEXE
(shLiNn ( -y
$SI00Y (SILIND
AHOWH NOLLROX3
ry -y ey
: ]
L j
FEOT (S)LINM ST HILSIOTN TYOSAHd i
R ——— Y — !
333333333333 1 FEST €91 ‘Oid
. mmmm%%ww:mm%m, . w, LINA LN Y w
333333333333 M sw. e
f
m %E%mmww wwﬁ%mm o 03T LIND
e o DTS IEAINGEL A INIONT NOLLADIXS
o §eat
B58T UNN 300933 LING ONG LNOWA
&
[___BEOT HOL34 NOLLOMMISN | d/
) 0691 3600
OOV LINM 1L NOLLONYISNL | 765 LINA
B VEOL LIND FHOYD NOLLONNLEN NOLLOICEN HONYYE
| T || M Ty Qvas AdMowaw  715) GI9T | BOOY | 909F | 00doq] 200
| LIAROD o el ABOWIN | 39Y1S 31003x3 Jav3d | FINCIHOS DNINYNIY D0TIV[BC003A} | o =" [HOL3S
T i o N Mase:™ | it
Yol "9id 009} ANMEdIE



US 2025/0036751 Al

Jan. 30,2025 Sheet 19 of 32

Patent Application Publication

g1 Ol

Vil 9id

404}
AHOMLIN ONIH
J 1

¥

YOIl
IHTYD 27 2H1 40 138808 WO

A

¥

i
FHIVO N

W

¥ chil
SH2LISIO3Y SHFiSIDHY
HOLI3A §HY1VOS

i v ¥ %

arit 041
AINR AN
HOLT3A YOS

gezit L7448
LH3ANOD LHEIANOCD
DHEINON SadnnN
)
yriv
SHALSIDTY
H0L03A
&
¥ ¥ 3 ¥
0ZLb 241
FEZING AR A0 Bt
¥ 95 3 ¥
gl
{7V ¥OLO3A 3GIM9)
4
¥
it

SHZLSIOTE VI JLRIM

4 4
¥

wir
0030 NOULOAYLEN




US 2025/0036751 Al

Jan. 30,2025 Sheet 20 of 32

Patent Application Publication

| FErEuNn 1
| MITIOULINDD w
HATIONINGD | o222 J
ang
18T LINN
ANISY WILSAS

VIR
{SILINA
FHOYD

VZU8) 100

808T 01907
380dund
W3S
;// 008t
¥OSSII0U



Patent Application Publication  Jan. 30, 2025 Sheet 21 of 32  US 2025/0036751 A1
1915
1800 - — 77
- |~ procESSOR | — -1
E B / 1985 l
1845 1640
o EM/:; CONTROLLER ] =
MEMORY
co- | HUB 1920 ‘
| PROCESSOR ||| o0 1 ——
i s | SUPERVISOR |
\ | | CODE
1960
. E_....... b | 1sd0a
P U
YO ,  JOHI80 |
| |
b o

FIG. 19



US 2025/0036751 Al

Jan. 30,2025 Sheet 22 of 32

Patent Application Publication

0¢ "9l
IS
e - (€02
dNY 3909 | s3on0 | 3snon
TOVNOLS VLVA 120¢ WD Zete IOV OATIN
H 0202 h
1
SIGe 24174 24 310z
¥OSSIO0Yd on olany SI0IA3C O 390G SNG
. — : P
8107 w |
960z —1 | z80Z ~1 |
8607 ——1 <'d TB07 135dIHO  dd L o0z _%mmmuom%o_
V07 — R —
¥502 2502
I S ——
G502 dd| |dd d-d dd 75
9802~ gogg — \ \ L gz
i 8402
0502
o 7802 clbe
oW oW
P07 7802
AHOWIN AHONIN
HOSSIDOHIOO
70SSI00Yd ¥0SS3I0Ud

/ 0002



v

«

Y

S .

& ¢ "Old
=

=

Te p—
= %
- O AOYSA
-

o
B 0607 a607 ~1
(=]
o 1384IHD
m 8507 ~ d-d 9607 1 d"d
[-?)
Z %834 * wmowl\% %
W, S
= w0 d-d d-d | drd d&dl I
g 9807 — gggz — \ \ o0z L o2
g 0507
= 7107

o 2807 7
E 0 0
5 w02 it
= AHOWIN AHOWIN
=1
~ HOSSIO0Ud HOSSINON
3 /
.m 0012
E N 11 r A

L)

< I $301A30 O
m pRuR—— ey [ESSEUSY §
[P
=
=W



US 2025/0036751 Al

Jan. 30,2025 Sheet 24 of 32

Patent Application Publication

¢ "Old
yIat (S)imn
ovie s %22 HITIOULNOD
NN AYIdSIG | | SECELNAVIT L 1 evs AMONIN
O3LVHDILN
BI8T (SILINN
HATIOWINOD —— o
e Z0ZE ($14INN LOINNOOHSLNI {1 0222 (SIH0SS 300400
_
W |
f HOGT (SILIND THOYD d3uYHS m
ipaduntonts mhut
by owpmer w508}
W b (Shinn | M eew | | (SILNA
BTET UNN R 3HOVO X o
INTOV WALSAS  NZOBT 3400 VZ081 3600 dIHD ¥ NO WILSAS
0177 HOSSIDOYd NOLLYDIddY




US 2025/0036751 Al

€2 "9l4

o \1.\!!4!./;/,//

M@:mm SOVAONYT 13A0T Imxw.m\
\\\.......,,.,/N/,fi‘ T
 vIEC H3HdNOD 98X J {135 NOILDNYLSNI \
S — S BNURELYY -
il )

_/@om 3000 AYVYNIG 98X )
//ft!l!f.(nl.\.\\\

A

e T

N

Jan. 30,2025 Sheet 25 of 32

Patent Application Publication

Tof

bEd U3 LNIANCD b
N NOILOMH LGN v

/Iff-ll....l‘\.\ \.\\1‘..11..11..!0.’/

/ ~ TIEZ 3000 AWYNIE ™,
/, 135 NOLLONMLSNI \/

ENV RN el
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, x{{{-iiwi,iix{i-iii,iix{i-it

THYMONYH N\

¥ L) Y
9Ee FIEZ 3500 135 NOUONHLEN]

OO L3S NOILDNULSNI ‘
So AN, LSy 98X NY LNOHLIA YOSSI00Ud

LV HLIM HOSS300%d




Patent Application Publication  Jan. 30, 2025 Sheet 26 of 32  US 2025/0036751 A1

INCREMENT DOURNTER O EXECUTION OF Basic BLOCKIS)
AND/OR INSTRUCTION(S)
2418

¥
FOLLOWING INTERRUPT, COMPARE CURRENT COUNTER
TO PREVIOUS COUNTER(S)
2415

W
GENERATE ERRCR SIGRAL WHEN COUNTER INDICATES
FORWARD PROGRESS 1S LESS THAN THRESHOLE

2420

FIG. 24

MONITOR FREQUENCY OF FAULT(S)
2510

A4

MONITOR NUMBER OF INSTRUCTIONS BETWEEN FAULT{S)
25815

¥
{GENERATE ERROR iF FAULT FREQUENCY 1S GREATER
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2520

FIG. 25
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INCREMENT COUNTER ON OCCURRENCE OF AEX
2810

kA
GENERATE ERROR I NUMBER OF AEX OCCURRENCES
EXCEED THRESHOLD
2615

FIG. 26

2700 B

void sensitive_crypio{void} {
o

AEX_COUNTER = 0;
key_generation{};

Ywhile (AEX_COUNTER > THRESHOLDY,
i

FIG. 27
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DETERMINE MEMORY ADDRESS{ES) TO BE ACCESSED
2810

k4
GENERATE PREFETCH INSTRUCTIONS FOR MEMORY
ACDRESS{ES)
2815

FIG. 28

;2900-—-—-“«.}sk

voig sensitive_cryptofvoid) {
do

AEX_COUNTER = §;
key genaration{};

}while (AEX_COUNTER > THRESHOLD);
}

FIG. 29



0¢ Ol

anN3

US 2025/0036751 Al

vooe
d34¥N220 NOILNDIX3/LdNYYILNI
JH1 F43IHM INIOd FHL 1V NOILLND3IX3 INNSIY

1

€00¢
S39Vd (ITIOLL) ILVNTVAI-3Yd

Jan. 30,2025 Sheet 29 of 32

¢00€
@3SS300V 348 O1 S35Vd A41LN3dI

N

T00€
3131dINOI NIHM NOILLND3XT 331 IINNSTY
‘NOILdIOX3/LdNYYILNI OL IAISNOSIY G3LNDIXT YITANVH

14vis

Patent Application Publication



US 2025/0036751 Al

Jan. 30,2025 Sheet 30 of 32

Patent Application Publication

LE OId
p— ™~ STIE
He
(T/0) pieA ) 300240
otiE 4 /S3X1434d
— ™~ &
6TIE {S)31avL _
a2dA} ssanoy
4
y
[iY4%3 J _ €0TE Z01€ * _ TOTE
ssalppy puessdp |« YOIVYINIO SSIYAAY I« ¥3Q0o3a 4300030 TYILHVd
Aloway ; _ ANVY3dO AYOWIWN ANVHIdO AHOWIN 7 ;
00TE ¥30023A JINIL INVISNOD

. s

E




¢€ Old

-

«

Y-

RG -

2 a9€ce

= 10 YSECE Zc7¢e ==5c
S r4 Y43

S \ _

S —

) ooze 0EZE

AYLINDYID ¥30003d
FNIL INVISNOD

.
\

31Aq @IS & oYUM Suipoou3
INYPOIA e 3uisn Alowsiy
$955900y 2p02dQ I T=A

TTZE XNN

o

|
st
N

Jan. 30,2025 Sheet 31 of 32

X1jo1d X3Y

Patent Application Publication

I

I

I

I

| "

- i ]

Y " 71 !

N7 v 0010 I

I . TCCE I

1 9°X3Y N

— /‘\\I/M\ _ I

w/i w/J "

I

S alhg ¥ 91Ag ¢ aikg 7 9Ag 1 91Ag 0 91Ag ]
HOONIISU| UoIRINIISU| Uo1IONAISU} uoioNIIsU| Uuo11oN1Isu| UoINIISU|

c0ce




1 o
3 £€ 'OId
g
e
a anN3
(=]
e
o . .
o JR—
W S0g¢E
= 331 O1 O4Ni SS300V AHOWIIN 3ISOdX3
. /
“ 1
rm 7 ™
- YOEE
w SSAUAAY AHOWIW 3HL SIDIDIL IHYMLA0S 331
%u \ J
v )
o EU—
K £0LE
m., FHVMLAO0S 31 0L SS300V
& AHOWIW 3S0dX3
S y

COEE
di Q3AVS FHL 1V NOLLINYLSNT IHL
S3A03340 1INJYID ¥330330 NOLLINYLSNI
N\

T0EE
F1FTAINOS NIHM NOILNDIXT 331 INNS3H
‘NOULLAIDX3/LdNYYILNI OL IAISNOJSIY 03LNI3IX3 YITUNVH

BRCAVARN

Patent Application Publication



US 2025/0036751 Al

APPARATUS AND METHOD TO PREVENT
SINGLE- AND ZERO-STEPPING OF
TRUSTED EXECUTION ENVIRONMENTS

TECHNICAL FIELD

[0001] The disclosure relates generally to electronics, and,
more specifically, an embodiment of the disclosure relates to
techniques and technologies to prevent single- and zero-
stepping of trusted execution environments.

BACKGROUND

[0002] Trusted Execution Environments (TEEs), such as
Intel® Software Guard Extensions (Intel® SGX), are sus-
ceptible to methods that induce interrupts or exceptions to
maliciously single-step (e.g. SGX-Step) or zero-step instruc-
tion processing in the TEE (e.g. Microscope replay attack,
PLATYPUS power side-channel attack). During single-
stepping or zero-stepping, a malicious hypervisor or oper-
ating system (OS) may be able to increase the granularity of
side channel information which can be collected during the
TEE processing. Analyzing side channel information is a
method that can be used to infer information, such as
instruction flows and data, about the TEE. Thus, there is
value in techniques that can mitigate these attack techniques,
specifically single-stepping and zero-stepping of TEEs.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The present disclosure is illustrated by way of
example and not limitation in the figures of the accompa-
nying drawings, in which like references indicate similar
elements and in which:

[0004] FIG. 1 illustrates a hardware processor coupled to
a memory having an enclave according to embodiments of
the disclosure.

[0005] FIG. 2 illustrates example fields of a thread control
structure of an enclave according to embodiments of the
disclosure.

[0006] FIG. 3 illustrates a thread control structure and
SSA stack according to embodiments of the disclosure.
[0007] FIG. 4 illustrates a method of handling an asyn-
chronous exit of the execution of code from an enclave that
utilizes an enclave enter instruction, an enclave exit instruc-
tion, and an enclave resume instruction according to
embodiments of the disclosure.

[0008] FIG. 5 illustrates a method of handling an excep-
tion from the execution of code from an enclave that utilizes
an enclave exit instruction, a system call instruction, and an
enclave enter instruction according to embodiments of the
disclosure.

[0009] FIG. 6 illustrates a method of handling an asyn-
chronous exit of the execution of code from an enclave that
utilizes an enclave resume instruction that invokes a handler
to handle an operating system signal caused by the asyn-
chronous exit and then resumes execution of the code from
the enclave according to embodiments of the disclosure.
[0010] FIG. 7 illustrates a method of handling an asyn-
chronous exit of the execution of code from an enclave that
utilizes an enclave resume instruction that invokes a handler
that is notified that the asynchronous exit has occurred (e.g.,
to cause deployment of one or more mitigations against a
side-channel attack) and then resumes execution of the code
from the enclave according to embodiments of the disclo-
sure.
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[0011] FIG. 8 illustrates a method of handling an asyn-
chronous exit of the execution of code from an enclave that
utilizes an enclave enter instruction, an enclave exit instruc-
tion, and an enclave resume instruction that invokes a
handler to handle an operating system signal caused by the
asynchronous exit and then resumes execution of the code
from the enclave according to embodiments of the disclo-
sure.

[0012] FIG. 9 illustrates a method of handling an excep-
tion with an enclave that comprises a field to indicate a set
of one or more exceptions to suppress, and when execution
of the code in the enclave encounters the exception, a
handler is invoked without delivering the exception to an
operating system according to embodiments of the disclo-
sure.

[0013] FIG. 10 illustrates a hardware processor coupled to
storage that includes one or more enclave instructions (e.g.,
an enclave resume (ERESUME) instruction) according to
embodiments of the disclosure.

[0014] FIG. 11 is a flow diagram illustrating operations of
a method for processing an “ERESUME” instruction
according to embodiments of the disclosure.

[0015] FIG. 12 is a flow diagram illustrating operations of
another method for processing an “ERESUME” instruction
according to embodiments of the disclosure.

[0016] FIG. 13Ais a block diagram illustrating a generic
vector friendly instruction format and class A instruction
templates thereof according to embodiments of the disclo-
sure.

[0017] FIG. 13B is a block diagram illustrating the generic
vector friendly instruction format and class B instruction
templates thereof according to embodiments of the disclo-
sure.

[0018] FIG. 14A is a block diagram illustrating fields for
the generic vector friendly instruction formats in FIGS. 13A
and 13B according to embodiments of the disclosure.
[0019] FIG. 14B is a block diagram illustrating the fields
of'the specific vector friendly instruction format in FIG. 14A
that make up a full opcode field according to one embodi-
ment of the disclosure.

[0020] FIG. 14C is a block diagram illustrating the fields
of'the specific vector friendly instruction format in FIG. 14A
that make up a register index field according to one embodi-
ment of the disclosure.

[0021] FIG. 14D is a block diagram illustrating the fields
of'the specific vector friendly instruction format in FIG. 14A
that make up the augmentation operation field 1350 accord-
ing to one embodiment of the disclosure.

[0022] FIG. 15 is a block diagram of a register architecture
according to one embodiment of the disclosure

[0023] FIG. 16A is a block diagram illustrating both an
exemplary in-order pipeline and an exemplary register
renaming, out-of-order issue/execution pipeline according
to embodiments of the disclosure.

[0024] FIG. 16B is a block diagram illustrating both an
exemplary embodiment of an in-order architecture core and
an exemplary register renaming, out-of-order issue/execu-
tion architecture core to be included in a processor according
to embodiments of the disclosure.

[0025] FIG. 17A is a block diagram of a single processor
core, along with its connection to the on-die interconnect
network and with its local subset of the Level 2 (L.2) cache,
according to embodiments of the disclosure.
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[0026] FIG. 17B is an expanded view of part of the
processor core in FIG. 17A according to embodiments of the
disclosure.

[0027] FIG. 18 is a block diagram of a processor that may
have more than one core, may have an integrated memory
controller, and may have integrated graphics according to
embodiments of the disclosure.

[0028] FIG. 19 is a block diagram of a system in accor-
dance with one embodiment of the present disclosure.
[0029] FIG. 20 is a block diagram of a more specific
exemplary system in accordance with an embodiment of the
present disclosure.

[0030] FIG. 21, shown is a block diagram of a second
more specific exemplary system in accordance with an
embodiment of the present disclosure.

[0031] FIG. 22, shown is a block diagram of a system on
a chip (SoC) in accordance with an embodiment of the
present disclosure.

[0032] FIG. 23 is a block diagram contrasting the use of a
software instruction converter to convert binary instructions
in a source instruction set to binary instructions in a target
instruction set according to embodiments of the disclosure.
[0033] FIG. 24 is a flow diagram illustrating operations in
a method for monitoring forward execution progress via
instrumentation and notification in accordance with one
embodiment of the present disclosure.

[0034] FIG. 25 is a flow diagram illustrating operations in
a method for detecting faults to enforce a contract between
the enclave and an operating system in accordance with one
embodiment of the present disclosure.

[0035] FIG. 26 is a flow diagram illustrating operations in
a method for counting the number of AEX during TEE
execution in accordance with one embodiment of the present
disclosure.

[0036] FIG. 27 is a segment of pseudo-code illustrating
operations in a method for counting the number of AEX
during TEE execution in accordance with one embodiment
of the present disclosure.

[0037] FIG. 28 is a flow diagram illustrating operations in
a mitigation method in accordance with one embodiment of
the present disclosure.

[0038] FIG. 29 is a segment of pseudo-code illustrating
operations in a method for counting the number of AEX
during TEE execution in accordance with one embodiment
of the present disclosure.

[0039] FIG. 30 illustrates a method in accordance with
some embodiments of the invention.

[0040] FIG. 31 illustrates a constant time decoder in
accordance with embodiments of the invention.

[0041] FIG. 32 illustrates an apparatus in accordance with
embodiments of the invention.

[0042] FIG. 33 illustrates a method in accordance with
some embodiments of the invention.

DETAILED DESCRIPTION

[0043] In the following description, numerous specific
details are set forth. However, it is understood that embodi-
ments of the disclosure may be practiced without these
specific details. In other instances, well-known circuits,
structures and techniques have not been shown in detail in
order not to obscure the understanding of this description.
[0044] References in the specification to “one embodi-
ment,” “an embodiment,” “an example embodiment,” etc.,
indicate that the embodiment described may include a
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particular feature, structure, or characteristic, but every
embodiment may not necessarily include the particular
feature, structure, or characteristic. Moreover, such phrases
are not necessarily referring to the same embodiment. Fur-
ther, when a particular feature, structure, or characteristic is
described in connection with an embodiment, it is submitted
that it is within the knowledge of one skilled in the art to
affect such feature, structure, or characteristic in connection
with other embodiments whether or not explicitly described.
[0045] A (e.g., hardware) processor (e.g., having one or
more cores) may execute instructions (e.g., a thread of
instructions) to operate on data, for example, to perform
arithmetic, logic, or other functions. For example, software
(e.g., a user application) may request an operation and a
hardware processor (e.g., a core or cores thereof) may
perform the operation in response to the request.

[0046] In certain embodiments, it is the responsibility of
privileged system software (for example, an operating sys-
tem (OS) and/or virtual machine monitor (VMM) (e.g.,
hypervisor)) to receive and handle software interrupts and
(e.g., software and/or hardware) exceptions. An example
exception is an undefined fault (#UD), e.g., caused by
dividing by zero.

[0047] However, there are also several practical scenarios
where unprivileged user-space software may instead inter-
cept and handle these events. For example, an OS may allow
user-level software (e.g., an application) to register a user-
space handler (e.g., function) to be invoked by the OS if a
specified event (e.g., signal) is sent to the process. In certain
embodiments herein, the term “signal” refers to a software
abstraction for either a hardware-triggered or software-
triggered event. One non-limiting example of a software-
triggered event is a user-level interrupt request, e.g., a
SIGINT signal. One non-limiting example of a hardware-
triggered event is an illegal opcode exception thrown by the
processor (e.g., by a logical central processing unit (CPU)
thereof), e.g., an illegal instruction (SIGILL) signal.
[0048] Certain processors support a trusted execution
environment, for example, by implementing an architectur-
ally protected execution environment. In certain embodi-
ments, a trusted execution environment uses one or more
protected containers in memory, e.g., one or more architec-
turally protected enclaves. In certain embodiments, an
instruction set architecture (ISA) (for example, an extension
(s) of an ISA, e.g., Intel® Software Guard Extensions
(Intel® SGX)) includes a set of instructions and mechanisms
for memory accesses to a processor. For example, where a
first set of instruction extensions (e.g., SGX1) allows an
application to instantiate a protected container (e.g., an
enclave). In one embodiment, an enclave is a protected area
in the application’s address space, e.g., which provides
confidentiality and integrity even in the presence of privi-
leged malware. In certain embodiments, accesses to the
enclave (e.g., its memory area) from any software not
resident in the enclave are prevented. For example, where a
second set of instruction extensions (e.g., SGX2) allows
additional flexibility in runtime management of enclave
resources and thread execution within an enclave.

[0049] Asynchronous and synchronous events, such as
exceptions, interrupts, traps, SMls, and VM exits may occur
while executing inside an enclave. These events may be
referred to as Enclave Exiting Events (EEE). In certain
embodiments, upon an EEE, the processor state is securely
saved inside the enclave (e.g., in the thread’s current SSA
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frame) and may then be replaced by a synthetic state to
prevent leakage of secrets. The process of securely saving
state (e.g., and establishing the synthetic state) may be
referred to as an asynchronous enclave exit (AEX). As part
of certain EEEs, the asynchronous exit pointer (AEP) is
pushed onto the stack as the location of the eventing address,
e.g., this is the location where control will return to after
executing the IRET. The ERESUME instruction (e.g., leaf
function) can be executed from that point to reenter the
enclave and resume execution from the interrupted point. In
certain embodiments, after an AEX has completed, the
logical processor is no longer in enclave mode and the
exiting event is processed normally. In certain embodiments,
any new events that occur after the AEX has completed are
treated as having occurred outside the enclave (e.g. a page
fault (#PF) in dispatching to an interrupt handler).

[0050] In certain embodiments, an asynchronous enclave
exit (AEX) is caused by certain (e.g., interrupt and/or
exception) events while executing enclave code. Code
executing in an enclave may need to handle certain events,
e.g., “signals” as discussed herein. However, certain enclave
threat models make this more difficult, for example, where
the OS cannot be trusted to deliver signals to the enclave
because the OS cannot be trusted in general (e.g., the OS is
assumed to be malicious). Hence, in certain embodiments
the OS may either (a) deliver invalid signals to the enclave
or (b) choose not to deliver valid notifications to the enclave.
Embodiments herein provide a solution to (a) and (b), e.g.,
without inducing a substantial performance overhead and/or
without requiring a cumbersome refactoring effort for
enclave application/library code.

[0051] Another emerging area of research is controlled-
channel attacks and transient execution attacks against
TEEs. Certain of these attacks utilize an untrusted OS/VMM
to precisely arm an interrupt controller (e.g., an advanced
programmable interrupt controller (APIC)) to interrupt
enclave execution after a single instruction has been
executed, thus “single-stepping” through the code in a TEE.
This technique may also be used in a cache-based attacks by
de-noising side channels. Certain enclaves may be not be
able to mitigate these attacks, e.g., where the enclave(s)
cannot detect or react to interrupts and/or exceptions caused
by a malicious OS/VMM.

[0052] Embodiments herein provide a mechanism to allow
trusted execution environments (TEEs) to react to asynchro-
nous exits (e.g., caused by interrupts and/or exceptions),
e.g., by enabling return-to-handler (RTH) functionality.
Embodiments herein provide a hardware-based solution that
addresses two problems: (1) the efficient handling of “sig-
nals” and (2) allowing TEE software to deploy customizable
security policies to mitigate interrupt-driven attacks, e.g.,
including those that depend on a “single-stepping” tech-
nique.

[0053] FIG. 1illustrates a hardware processor 102 coupled
to a memory 120 having an enclave 124 according to
embodiments of the disclosure. A core may be any hardware
processor core, e.g., as an instance of core 16B in FIG. 16B.
Although multiple cores are shown, hardware processor 102
(e.g., socket) may have a single or any plurality of cores
(e.g., where N is any positive integer greater than 1).
Depicted core 104 includes a decoder circuit 106 to decode
instructions into decoded instructions and an execution
circuit 108 to execute instructions, e.g., to operate on data in
registers 110.
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[0054] Memory access (e.g., store or load) request may be
generated by a core, e.g., a memory access request may be
generated by execution circuit 108 of core 104 (e.g., caused
by the execution of an instruction decoded by decoder
circuit 106). In certain embodiments, a memory access
request is serviced by a cache, e.g., one or more levels of
cache 112 in hardware processor 102. Additionally or alter-
natively (e.g., for a cache miss), memory access request may
be serviced by memory separate from a cache, e.g., but not
a disk drive.

[0055] In certain embodiments, computer system 100
includes an encryption circuit 114 (e.g., that utilizes location
independent persistent memory encryption as disclosed
herein). In one embodiment, encryption circuit 114 of hard-
ware processor 102 receives a memory access (e.g., store or
load) request from one or more of its cores (e.g., from an
address generation circuit of execution circuit 108). Encryp-
tion circuit may, e.g., for an input of a destination address
and text to be encrypted (e.g., plaintext) (e.g., and a key),
perform an encryption to generate a ciphertext (e.g.,
encrypted data). The ciphertext may then be stored in
storage, e.g., in memory 120. An encryption circuit may
perform a decryption operation, e.g., for a memory load
request.

[0056] In certain embodiments, computer system 100
includes a memory controller circuit. In one embodiment,
memory controller circuit 116 of hardware processor 102
receives an address for a memory access request, e.g., and
for a store request also receiving the payload data (e.g.,
ciphertext) to be stored at the address, and then performs the
corresponding access into memory 120, e.g., via one or more
memory buses 118. Computer system 100 may also include
a coupling to secondary (e.g., external) memory (e.g., not
directly accessible by a processor), for example, a disk (or
solid state) drive (e.g., data storage 2028 in FIG. 20).
[0057] In one embodiment, the hardware initialization
manager (non-transitory) storage 144 stores hardware ini-
tialization manager firmware (e.g., or software). In one
embodiment, the hardware initialization manager (non-tran-
sitory) storage 144 stores Basic Input/Output System (BIOS)
firmware. In another embodiment, the hardware initializa-
tion manager (non-transitory) storage 144 stores Unified
Extensible Firmware Interface (UEF]) firmware. In certain
embodiments (e.g., triggered by the power-on or reboot of a
processor), computer system 100 (e.g., core 104) executes
the hardware initialization manager firmware (e.g., or soft-
ware) stored in hardware initialization manager (non-tran-
sitory) storage 144 to initialize the system 100 for operation,
for example, to begin executing an operating system (OS),
initialize and test the (e.g., hardware) components of system
100, and/or enabling enclave functionality (e.g., enclave
instructions) (e.g., enabling by setting a corresponding field
in a control register (e.g., model-specific register (MSR)) of
registers 110, e.g., IA32 FEATURE_CONTROL MSR).

[0058] Memory 120 may store operating system (OS)
code 122 (e.g., supervisor level code, e.g., current privilege
level (CPL)=0). For example, with the current privilege
level stored in a current privilege level (CPL) field of a code
segment selector register of segment register of registers
110. Memory 120 may store user application code (e.g., user
code_0 138 to user code_N 142) (e.g., user level code, e.g.,
CPL >0). However, in certain embodiments it is desirable to
store user application code (e.g., user code_0 138) within an
enclave 124.
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[0059] Enclave 124 may include a secure enclave control
structure (SECS) (e.g., with one SECS per enclave) and/or
thread control structure (TCS) 126 (e.g., one TCS for each
thread), an entry table 128, an enclave heap 130, an enclave
stack 132, enclave code 134 (e.g., user application code_0
138 (e.g., a user application) and/or an enclave defined
handler 140), enclave data 136 (e.g., to store encrypted data
used by user application code_0 128), or any one or com-
bination thereof. In certain embodiments, a SECS contains
meta-data about the enclave which is used by the hardware
and cannot be directly accessed by software. For example, a
SECS including a field that stores the enclave build mea-
surement value (e.g., MRENCLAVE). In one embodiment,
that field is initialized by executing an enclave create
(ECREATE) instruction, e.g., and updated by every enclave
add (EADD) instruction and enclave extend (EEXTEND)
instruction and/or locked by an enclave initialize (EINIT)
instruction. In certain embodiments, every enclave contains
one or more TCS structures, e.g., per thread of the enclave.
For example, with a TCS containing meta-data used by the
hardware to save and restore thread specific information
when entering/exiting the enclave. In one embodiment, there
is only one field (e.g., FLAGS) of a TCS that may be
accessed by software (e.g., where this field can only be
accessed by debug enclaves). In one embodiment, a flag bit
(e.g., DBGOPTIN) allows a single step into the thread
associated with the TCS. In certain embodiments, a SECS is
created when an ECREATE instruction is executed. In
certain embodiments, a TCS can be created using an EADD
instruction and/or an (e.g., SGX2) instruction.

[0060] An enclave 124 may include one or more pages of
an enclave page cache (EPC), e.g., where the EPC is the
secure storage used to store enclave pages when they are a
part of an executing enclave. In certain embodiments, for an
EPC page, hardware performs additional access control
checks to restrict access to the page, e.g., after the current
page access checks and translations are performed, the
hardware checks that the EPC page is accessible to the
program currently executing. In one embodiment, generally
an EPC page is only accessed by the owner of the executing
enclave or an instruction which is setting up an EPC page.
In certain embodiments, an EPC is divided into EPC pages,
e.g., where an EPC page is 4 KB in size and always aligned
on a 4 KB boundary. In certain embodiments, pages in the
EPC can either be valid or invalid, e.g., where every valid
page in the EPC belongs to one enclave instance. In certain
embodiments, the EPC is managed by privileged software
(e.g., OS or VMM). Certain embodiments herein of an ISA
a set of instructions for adding and removing content to and
from the EPC. The EPC may be configured by hardware
initialization manager at boot time. In one implementation in
which EPC memory is part of system memory (e.g.,
dynamic random access memory (DRAM)), the contents of
the EPC are protected by encryption circuit 114.

[0061] Enclave instructions may include supervisor-level
instructions and user-level instructions. For example, one or
more supervisor-level instructions of: an enclave add
(EADD) instruction to add an EPC page to an enclave, an
enclave block (EBLOCK) instruction to block an EPC page,
an enclave create (ECREATE) instruction to create an
enclave, a debug enclave read (EDBGRD) instruction to
read data from a debug enclave by a debugger, a debug
enclave write (EDBGWR) instruction to read data from a
debug enclave by a debugger, an enclave extend (EEX-
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TEND) instruction to extend an EPC page measurement, an
enclave initialize (EINIT) instruction to initialize an
enclave, an enclave load blocked (ELDB) instruction to load
an EPC page in a blocked state, an enclave load unblocked
(ELDU) instruction to load an EPC page in an unblocked
state, an enclave PA (EPA) instruction to add an EPC page
to create a version array, an enclave remove (EREMOVE)
instruction to remove an EPC page from an enclave, an
enclave track (ETRACK) instruction to activate enclave
block (EBLOCK) checks, or an enclave write back/invali-
date (EWB) instruction to write back and invalidate an EPC
page.

[0062] For example, one or more user-level instructions
of: an enclave enter (EENTER) instruction to enter an
enclave, an enclave exit (EEXIT) instruction to exit an
enclave, an enclave key (EKEY) instruction to create a
cryptographic key, an enclave report (EREPORT) instruc-
tion to create a cryptographic report, or an enclave resume
(ERESUME) instruction to re-enter an enclave.

[0063] In certain embodiments, each executing thread in
the enclave is associated with a thread control structure 126
(TCS), e.g., with each TCS having a 4K-Bytes alignment.
[0064] FIG. 2 illustrates example fields of a thread control
structure 126 of an enclave according to embodiments of the
disclosure. Certain embodiments herein utilize one or more
fields (e.g., FLAGS field 202, current state save area (CSSA)
field 204, RTH_REDZONESIZE field 206, and/or HAN-
DLER field 208) to implement return-to-handler (RTH)
functionality. This are discussed further below. In certain
embodiments, one or more fields are within a secure enclave
control structure (SECS) (e.g., RTH_REDZONESIZE field
206) and/or are within a thread control structure (TCS).
[0065] Certain events, such as exceptions and interrupts,
incident to (e.g., but asynchronous with) enclave execution
may cause control to transition outside of enclave mode.
(e.g., while also causing a change of privilege level.) To
protect the integrity and security of the enclave, certain
processors will exit the enclave (e.g., and enclave mode)
before invoking the handler for such an event. For that
reason, such events may be called enclave-exiting events
(EEE), e.g., with EEEs including external interrupts, non-
maskable interrupts, system-management interrupts, excep-
tions, and virtual machine (VM) exits. The process of
leaving an enclave in response to an EEE may be referred to
as an asynchronous enclave exit (AEX). To protect the
secrecy of the enclave, in certain embodiments an AEX
saves the state of certain registers within enclave memory
(e.g., state save area (SSA)) and then loads those registers
with fixed values (e.g., called synthetic state). In certain
embodiments, the state save area holds the processor state at
the time of an AEX. To allow handling events within the
enclave and re-entering it after an AEX, in certain embodi-
ments the SSA is a stack of multiple SSA frames, e.g., as
shown in FIG. 3.

[0066] FIG. 3 illustrates a thread control structure 126 and
state save area (SSA) stack 302 according to embodiments
of'the disclosure. In one embodiment, (optionally) a shadow
stack 306 is included to store a copy of the SSA stack 302.
In certain embodiments, the size of a frame in the State Save
Area (SECS.SSAFRAMESIZE 304) defines the number of
(e.g., 4K Byte) pages in a single frame in the State Save
Area. In certain embodiments, the SSA frame size is large
enough to hold the general purpose register (GPR) state, the
extended processor (XSAVE) state, and any miscellaneous
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state. In certain embodiments, a secure enclave control
structure (SECS) includes a base address of the enclave
(SECS.BASEADDR), e.g., this defines the enclave’s base
linear address from which the offset to the base of the SSA
stack is calculated. In certain embodiments, number of state
save area slots (TCS.NSSA) defines the total number of slots
(frames) in the State Save Area stack. In certain embodi-
ments, the current state save area slot (TCS.CSSA) defines
the slot to use on the next exit. In certain embodiments, the
State Save Area (TCS.OSSA) defines the offset of the base
address of a set of State Save Area slots from the enclave’s
base address.

[0067] In certain embodiments, when an AEX occurs,
hardware selects the SSA frame to use by examining TCS.
CSSA, e.g., with the processor state saved into the SSA
frame (e.g., and loaded with a synthetic state) to avoid
leaking secrets, return stack pointer (RSP) and return pointer
(RP) are restored to their values prior to enclave entry, and
TCS.CSSA is incremented.

[0068] As will be described later, if an exception takes the
last slot, in certain embodiments it is not possible to reenter
the enclave to handle the exception from within the enclave,
for example, where a subsequent ERESUME instruction
restores the processor state from the current SSA frame and
frees the SSA frame. However, certain embodiments herein
allow reentry to the enclave to handle the exception from
within the enclave, e.g., via implementation of return-to-
handler (RTH) functionality to ERESUME instruction as
discussed herein.

[0069] In certain embodiments, an enclave entry must
happen through specific enclave instructions (e.g., only
EENTER or ERESUME) and/or an enclave exit must hap-
pen through specific enclave instructions or events (e.g.,
only EEXIT or asynchronous enclave exit (AEX)).

[0070] FIG. 4 illustrates a (e.g., swimlane diagram of a)
method 400 of handling an asynchronous exit 410 (AEX) of
the execution of code from an enclave 402 that utilizes an
enclave enter instruction 418 (EENTER), an enclave exit
instruction 420 (EEXIT), and an enclave resume instruction
428 (ERESUME) according to embodiments of the disclo-
sure. In certain embodiments, enclave 402 is a trusted (e.g.,
for security purposes) execution environment (e.g., an archi-
tecturally protected enclave) for user code, untrusted (e.g.,
for security purposes) run-time system 404 (URTS) is
untrusted user code, operating system (OS) 406 is untrusted,
and ISA 408 (e.g., processor) is trusted. In certain embodi-
ments, a trusted execution environment exposes an applica-
tion programming interface (API) handler (e.g., function)
that allows an enclave 402 (e.g., enclave application) to
register one or more exception (e.g., “signal”) handlers with
the trusted and untrusted run-time system (tRTS and uRTS,
respectively). In one embodiment, if the uRTS does deliver
a signal notification, it will do so by making a nested
ECALL into the enclave exception handler, i.e., an EENTER
(synchronously enter the enclave at a fixed entry point)
followed by an EEXIT (synchronously exit the enclave). As
its name implies, the uRTS cannot be trusted to reliably
deliver signal notifications to the enclave, or to deliver signal
notifications that are valid. For instance, the uRTS could
send false signals to the enclave to try to influence its
behavior.

[0071] One workaround is to require enclave signal han-
dlers to make no assumptions about the nature, origin, or
even existence of an incoming signal. For example, in
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reference to FIG. 4, suppose that enclave 402 wants to
monitor for a particular hardware exception (#EX), with
corresponding software signal SIGEX. In this example, if
the enclave encounters #EX, then this will trigger an enclave
asynchronous exit 410 (AEX) and the #EX exception 412
will be delivered to the untrusted OS 406, e.g., via interrupt
request 414 (IRQ). If the OS chooses to deliver the SIGEX
signal 416 to the uRTS, and if the uRTS chooses to deliver
the signal to the enclave, it will do so by making a nested
ECALL (i.e., EENTER 418 and EEXIT 420) into the
registered exception handler 422. For example, with EEXIT
420 to uRTS 404 causing signal return 424 to OS 406, and
the OS causing an interrupt return 426 (IRET), that causes
execution of ERSUME instruction 428 to resume execution
at 430 of the enclave 402.

[0072] However, even if the uRTS provides additional
information about the signal 416, the uRTS and enclave
(e.g., enclave application) are not to trust that information in
certain embodiments. Instead, the enclave 402 can manually
inspect the process state (e.g., GPRs, vector registers, etc.)
that was saved on the state save area (SSA) on AEX.
Specifically, it can examine the instruction pointed to by the
saved RIP, and the state of the CPU registers when the
exception occurred. For instance, if the enclave is anticipat-
ing a SIGILL caused by a CPUID invocation (e.g., where
CPUID triggers undefined (#UD) in enclave mode), it can
observe whether RIP pointed to a CPUID opcode.

[0073] In certain embodiments, a disadvantage of this is
that handling each AEX (e.g., signal/exception) requires an
additional EENTER and EEXIT. Such instruction may be
computationally expensive, e.g., where EENTER or EEXIT
each consumes thousands (e.g., more than 8000) of CPU
cycles, e.g., more than 50 times greater than the context
switching overhead for a single SYSCALL.

[0074] FIG. 5 illustrates a method 500 of handling an
exception from the execution of code from an enclave 502
that utilizes an enclave exit instruction 510 (EEXIT), a
system call instruction 512 (SYSCALL), and an enclave
enter instruction 518 (EENTER) according to embodiments
of the disclosure. In certain embodiments, enclave 502 is a
trusted (e.g., for security purposes) execution environment
(e.g., an architecturally protected enclave) for user code,
untrusted (e.g., for security purposes) platform abstraction
layer 504 (uRTS) is untrusted, and operating system (OS)
506.

[0075] In certain embodiments, enclave 502 (e.g., code) is
refactored so that exceptions are less likely to be triggered,
for example, to allow legacy applications to be executed
inside of an enclave without additional modifications. One
challenge in designing such a framework is the use of legacy
libraries (e.g., a standard C programming library “libc”) that
make extensive use of instructions that are not allowed
within enclave mode. One example of such an instruction is
a system call (SYSCALL) instruction, e.g., that when
executed is to invoke an OS system-call handler at privilege
level 0. As shown in FIG. 5, shared libraries may be
refactored so that any instruction that would trigger an
exception (e.g., undefined (#UD)) in enclave mode is
replaced by an appropriate OCALL (e.g., EEXIT 510 fol-
lowed by EENTER 518) to provide semantically equivalent
behavior. For example, with system call routine 508 causing
EEXIT 510, which causes system call (SYSCALL) 512 to
OS 506 that services the system call at 514, then executes a
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system return (SYSRET) 516, which causes execution of
EENTER 518 to enter enclave 502 and resume execution at
520.

[0076] In certain embodiments, a disadvantage of this is
that a large amount of code may need to be refactored or
rewritten to avoid triggering exceptions within an enclave.
[0077] In one embodiment, a feature is added to selec-
tively disable the ERESUME instruction. Therefore, if the
uRTS would like to resume the enclave following an AEX,
the uRTS is to instead EENTER the enclave, thus triggering
a software AEX handler. The handler can deploy mitigations
if necessary, re-enable ERESUME, and then EEXIT. How-
ever, this is inefficient, as it may require an additional
EENTER and EEXIT every time the enclave is asynchro-
nously interrupted.

[0078] In one embodiment, ERESUME is dynamically
mutated into EENTER, thereby also allowing enclave exit-
ing events to be handled by enclave software. However, this
is inefficient, as it may require an additional EEXIT and
EENTER (e.g., in that order) every time the enclave is
asynchronously interrupted.

[0079] In one embodiment, hardware transactional
memory (e.g., Intel® TSX) is used to detect interrupts and
exceptions, but it requires enclave code to be decomposed
into TSX transactions, which can have a substantial (e.g.,
about 50%) performance overhead.

[0080] By contrast, certain embodiments herein modify an
enclave resume instruction to add return-to-handler (RTH)
functionality to the enclave resume instruction. Embodi-
ments herein reduce the number of context switches required
for a (user) enclave thread to handle a “signal” (e.g., that
caused an asynchronous exit). Embodiments herein provide
a new instruction that supports a new software model to
efficiently handle signals and react to arbitrary enclave
exiting events (e.g., that trigger an AEX). For example, a
new ERESUME instruction that, in addition to resuming
execution of code from an enclave, adds return-to-handler
(RTH) functionality to handle “signals” and enclave exiting
events within an enclave, e.g., and without the need for a
nested ECALL. In one embodiment, after a software thread
running within an enclave has been suspended by an inter-
rupt or exception and then the thread is resumed and issues
an ERESUME instruction to return into the enclave, an
enclave-defined (e.g., AEX) handler will be invoked. The
thread can use this event handler to, for instance, react to an
exception or deploy mitigations against various attacks.
Embodiments herein provide an ISA extension to allow
(e.g., software developers) to further reduce signal handling
overhead by preventing a subset of exceptions from trapping
into the OS (e.g., and without triggering an AEX in enclave
mode), for example to allow (user) enclave threads to handle
exceptions directly and without any kind of kernel/enclave
context switch.

[0081] In certain embodiments, one of the greatest caveats
of deploying software in an enclave is the performance
overhead. Specifically, context switching to/from enclave
mode may be far more expensive (e.g., 50 times greater)
than context switching to/from OS (e.g., kernel) mode.
Embodiments herein reduce the computational overhead
observed when servicing signals and exceptions from within
an enclave by reducing the number of required context
switches.

[0082] In certain embodiments, an obstacle to deploying
legacy software in enclaves is the requirement to refactor
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code that invokes instructions that are illegal in enclave
mode, e.g., SYSCALL and CPUID, among many others.
Certain parties (e.g., independent software vendors) may not
want to maintain separate codebases for enclave and non-
enclave versions of the same software, thus embodiments
herein allow legacy software to invoke these heretofore
forbidden instructions without incurring unnecessary over-
head, e.g., instead of trapping to the OS and forcing an
enclave exit, such an instruction can be handled directly and
efficiently by the enclave (e.g., trusted runtime system).
Embodiments herein provide increased security, e.g., by
mitigating attacks that rely on frequently interrupting a TEE.
[0083] Certain embodiments herein modify the behavior
of TEE resumption (e.g., the ERESUME instruction for
enclaves) to elide nested ECALLs for exception handling
and/or elide OCALLs that are used to implement function-
ality that is prohibited within an enclaves. Embodiments
here can be used by enclave code (e.g., enclave software) to
detect when an AEX occurs and deploy reactive mitigations
against side-channel attacks. When the enclave is resumed
(e.g., via ERESUME), certain embodiments herein allow
execution to begin at the (e.g., signal/AEX) handler, e.g.,
after the signal/AEX has been handled, execution of the
code in the enclave can resume at the point where the
enclave exiting event had occurred.

[0084] FIG. 6 illustrates a method of handling an asyn-
chronous exit 610 (AEX) of the execution of code from an
enclave 602 that utilizes an enclave resume instruction 622
(ERESUME) that invokes a handler 624 to handle an
operating system signal caused by the asynchronous exit and
then resumes execution of the code from the enclave accord-
ing to embodiments of the disclosure. In certain embodi-
ments, enclave 602 is a trusted (e.g., for security purposes)
execution environment (e.g., an architecturally protected
enclave) for user code, untrusted (e.g., for security purposes)
run-time system 604 (uRTS) is untrusted user code, operat-
ing system (OS) 606 is untrusted, and ISA 608 (e.g.,
processor) is trusted. FIG. 6 illustrates how an ERESUME
instruction according to this disclosure can be used to handle
signals more efficiently, e.g., without requiring a nested
ECALL as compared with FIG. 4).

[0085] In certain embodiments, when an event (e.g., inter-
rupt or exception 612) triggers an AEX 610, enclave execu-
tion is suspended, and control is transferred to the OS, e.g.,
via transmission of interrupt/exception 612 to ISA 608,
which then transmits interrupt/exception 612 to the
untrusted OS 606, e.g., via interrupt request 614 (IRQ) (e.g.,
identifying the particular interrupt/exception). The OS 606
may then choose to deliver an appropriate signal 616 to the
uRTS 604, which in turn can decide whether to allow the
enclave to handle the signal, and, if so, the uRTS 604 will
unwind the exception by issuing a signal return 618 (Sig-
return) and eventually allowing control to return to the
enclave, e.g., by causing signal return 618 to OS 606, and the
OS causing an interrupt return 620 (IRET), that causes
execution of ERESUME (with return-to-handler (RTH)
functionality) instruction 622 to cause (i) invocation of (e.g.,
signal) handler 624 and (ii) then resumption of execution at
626 of the enclave 602.

[0086] In one embodiment, immediately following ERE-
SUME 622, the enclave 602 is notified that an AEX 610 had
occurred, and enclave 602 (e.g., via its handler 624) can
respond by handling the signal (e.g., to take an action to
remove the trigger of the interrupt/exception). After the
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signal has been processed, the enclave 602 thread resumes
execution where the AEX 610 had occurred in certain
embodiments. Note that this approach uses only two enclave
operations (i.e., AEX and ERESUME) in contrast to an
enclave exception handling model that additionally requires
entry into the enclave via EENTER to handle the exception
followed by an EEXIT (see, e.g., FIG. 4).

[0087] FIG. 7 illustrates a method of handling an asyn-
chronous exit 710 (AEX) of the execution of code from an
enclave 702 that utilizes an enclave resume instruction that
invokes a handler that is notified that the asynchronous exit
has occurred (e.g., to cause deployment of one or more
mitigations against a side-channel attack) and then resumes
execution of the code from the enclave according to embodi-
ments of the disclosure. In certain embodiments, enclave
702 is a trusted (e.g., for security purposes) execution
environment (e.g., an architecturally protected enclave) for
user code, untrusted (e.g., for security purposes) run-time
system 704 (uRTS) is untrusted user code, operating system
(OS) 706 is untrusted, and ISA 708 (e.g., processor) is
trusted. FIG. 7 illustrates how an ERESUME instruction
according to this disclosure can be used where the enclave
is not expected to handle a particular signal (e.g., that causes
an AEX), but may still want to be notified that an AEX had
occurred, e.g., to deploy mitigations against side-channel
attacks. As one example, an AEX handler 720 makes
dummy accesses to enclave code pages to set their access
(“A”) and dirty (“D”) bits to confuse an attacker, e.g., to
confuse a technique which uses these bits to detect which
instructions and data the enclave is using. Note that a single
software function can be used to handle signals and deploy
mitigations in certain embodiments.

[0088] In one embodiment, each TCS will have a single
(e.g., AEX) handler, for example, and that handler could be
used either to handle signals or mitigate attacks, or both. For
example, in both FIGS. 6 and 7 the handler that is invoked
may be the TCS’s lone handler 208, e.g., where in FIG. 6,
the handler 208 is used to handle a signal and in FIG. 7, the
handler 208 is used to mitigate (e.g., potential) attacks. In
certain embodiments, a single AEX handler may perform (i)
the handling of a signal (e.g., as in FIG. 6) or (ii) the
mitigation of (e.g., potential) attack(s) (e.g., as in FIG. 7).
[0089] In certain embodiments, when an event (e.g., inter-
rupt or exception 712) triggers an AEX 710, enclave execu-
tion is suspended, and control is transferred to the OS, e.g.,
via transmission of interrupt/exception 712 to ISA 708,
which then transmits interrupt/exception 712 to the
untrusted OS 706, e.g., via interrupt request 714 (IRQ) (e.g.,
identifying the particular interrupt/exception). The OS 706
may then service the signal that causes the AEX 710 and
then allow control to return to the enclave, e.g., by OS 706
causing an interrupt return 716 (IRET), that causes execu-
tion of ERSUME (with return-to-handler (RTH) function-
ality) instruction 718 to cause (i) invocation of (e.g., AEX)
handler 720 and (i) then resumption of execution at 722 of
the enclave 702.

[0090] FIG. 8 illustrates a method of handling an asyn-
chronous exit 810 (AEX) of the execution of code from an
enclave 802 that utilizes an enclave enter instruction 818
(EENTER), an enclave exit instruction 822 (EEXIT), and an
enclave resume instruction 828 (ERESUME) that invokes a
handler to handle an operating system signal caused by the
asynchronous exit and then resumes execution of the code
from the enclave according to embodiments of the disclo-
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sure. In certain embodiments, enclave 802 is a trusted (e.g.,
for security purposes) execution environment (e.g., an archi-
tecturally protected enclave) for user code, untrusted (e.g.,
for security purposes) run-time system 804 (uRTS) is
untrusted user code, operating system (OS) 806 is untrusted,
and ISA 808 (e.g., processor) is trusted. FIG. 8 illustrates
how an ERESUME instruction according to this disclosure
can be used where some signals cannot circumvent the
nested EENTER and EEXIT. One such example is when a
page is to be dynamically allocated to an enclave, e.g., that
uses enclave dynamic memory management (EDMM). In
one embodiment, because the uRTS 804 and OS 806 are to
be informed that the enclave 802 was able to successfully
accept (e.g., EACCEPT) a page, the enclave signal handler
820 is to be invoked before the signal can be fully unwound.
Notice that the AEX handler 830 can still be used to deploy
mitigations following the ERESUME 828 in certain
embodiments.

[0091] In certain embodiments, when an event (e.g., inter-
rupt or exception 812) triggers an AEX 810, enclave execu-
tion is suspended, and control is transferred to the OS, e.g.,
via transmission of interrupt/exception 812 to ISA 808,
which then transmits interrupt/exception 812 to the
untrusted OS 806, e.g., via interrupt request 814 (IRQ) (e.g.,
identifying the particular interrupt/exception). The OS 806
may then choose to deliver an appropriate signal 816 to the
uRTS 804, which in turn may choose to deliver the signal to
the enclave by making a nested ECALL (i.e., EENTER 818
and EEXIT 822) into the (e.g., registered) signal (e.g.,
exception) handler 820. For example, with EEXIT 822 to
uRTS 804 causing signal return 824 to OS 806, and the OS
causing an interrupt return 826 (IRET), that causes execu-
tion of ERSUME (with return-to-handler (RTH) function-
ality) instruction 828 to cause (i) invocation of (e.g., AEX)
handler 830 and (ii) then resumption of execution at 832 of
the enclave 802.

[0092] In one embodiment for enclave page faults (#PF),
the process is as follows: the #PF occurs—this could be due
to an errant pointer, paged out page, or normal fault expected
for EDMM type operation (e.g., the enclave needs to do an
EACCEPT). It can also be triggered by a malicious adver-
sary manipulating the enclave’s page tables. The OS gets the
#PF. There are two cases to consider: (1) If the OS handles
the fault, it continues processing and ERESUME eventually
returns control to the signal/AEX handler. At this point, the
enclave may choose to deploy side channel mitigations
before resuming security-critical execution. (2) If the OS
does not handle the fault, then it issues a signal to the
thread/process—the signal handler sees the signal (e.g., a
segmentation fault that indicate an invalid memory reference
(e.g., “SIGSEGV™)), puts information on the fault into an
exception info a buffer, and completes the signal. The OS
returns control to the uRTS which issues an ERESUME. If
the OS did not handle the fault in step 2, then the enclave
signal may observe the #PF information following ERE-
SUME—if it can trust the information, then it does its best
to handle the fault in certain embodiments. The handler has
three options at this point: (i) It has enough trusted infor-
mation to handle the fault and continue. It may also opt to
deploy side channel mitigations at this point. (i) It can
determine that the fault cannot be handled—it is to find a
way to return from the enclave via the original root ECALL
or raise some exception which will cause the untrusted
run-time to terminate the enclave and unwind the call-stack.
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(iii) It can do neither because it cannot trust the #PF
information or because the #PF information does not have
all the bits of the #PF address (e.g., CR3 shaves the bottom
(e.g., 12) bits from the #PF address when the #PF occurs in
an enclave). In this case, the AEX Handler can tell the uRTS
not to do the automatic fault completion/ERESUME, but do
an EENTER, and then reissue the faulting instruction—the
#PF will occur again and the uRTS will get the signal and
issue EENTER. This may be the flow depicted in FIG. 8.
[0093] Turning again to FIGS. 1-2, embodiments of an
ERSUME (with return-to-handler (RTH) functionality)
instruction may be implemented by adding and/or modify-
ing certain fields. While example below may be utilized with
a certain ISA (e.g., SGX extension), it should be understood
that embodiments herein can be applied similarly to other
ISAs, e.g., implementing a TEE.

[0094] Certain embodiments herein may be used to
modify an existing instruction, for example, without adding
a new instruction (e.g., opcode) and/or without adding
architectural register(s), e.g., architectural register(s) used to
deliver an AEX notification. Certain embodiments herein
add return-to-handler (RTH) functionality to a TEE entry
(e.g., resume) instruction.

[0095] In certain embodiments, the thread control struc-
ture (TCS) (e.g., TCS 126 in FIG. 2) and state-save area
(SSA) fields (e.g., in FIG. 3) are to include one or more of:

[0096] TCS.FLAGS.RTH: Bit that enables the RTH
feature for the enclave (e.g., once set, cannot be unset
for that enclave). This may be a field added to FLAGS
field 202 of thread control structure 126, e.g., that when
set to 1 indicates the RTH feature is enabled for an
ERESUME to that enclave and when set to 0 indicates
the RTH feature is disabled for an ERESUME to that
enclave.

[0097] TCS.RTH_REDZONESIZE: Must match the
red zone convention assumed by a compiler that was
used to compile the enclave (e.g., this is a convention
that may be determined by the system application
binary interface (ABI)). This may be field 206 added to
thread control structure 126.

[0098] TCS.HANDLER: Address of the (e.g., signal/
AEX) handler that will be invoked on each ERESUME
for this enclave thread when RTH is enabled. This may
be field 208 added to thread control structure 126.

[0099] SSA[CSSA].RTH: Bit that enables the RTH
feature for the current state-save area (CSSA). This bit
can be toggled dynamically by enclave software. This
may be a field added to CSSA field 204 of thread
control structure 126, e.g., that when set to 1 indicates
the RTH feature is enabled for a current SSA when set
to O indicates the RTH feature is disabled for the current
CSSA.

[0100] In certain embodiments, an enclave resume (ERE-
SUME) instruction has one or more fields according to the
following format:

Operand ~ 64/32 bit CPUID

Encoding Mode Feature
Opcode/Instruction (Op/En) Support Flag Description
EAX = 03H IR (see Yes (V)/  SGX1  Reenter an
ENCLU[ERESUME)] below) Yes (V) enclave,

e.g. after an
interrupt or
exception
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[0101] In certain embodiments, an enclave resume (ERE-
SUME) has one or more fields according to the following
operand encoding “IR”:

Op/ Operand Operand  Operand Operand
En Tuple 1 2 3 4
IR Not RAX RBX RCX Not

Appli- ERESUME(In) Address  Address of Appli-

cable of a TCS  Asynchronous cable

(In) Exit Pointer
(AEP)

[0102] In certain embodiments, an enclave has read/write

access to a TCS.
[0103] In certain embodiments, an enclave resume (ERE-
SUME) instruction faults if any of:

[0104] Address in RBX is not properly aligned.

[0105] Any TCS.FLAGS’s must-be-zero bit is not zero.

[0106] TCS pointed to by RBX is not valid or available
or locked.

[0107] Current 32/64 mode does not match the enclave

mode in SECS. ATTRIBUTES.MODEG64.

[0108] The SECS is in use by another enclave. Either of
TCS-specified FS and GS segment is not a subset of the
current DS segment.

[0109] Any one of DS, ES, CS, SS is not zero. If
XSAVE available, CR4.0SXSAVE=0, but SECS.AT-
TRIBUTES . XFRM=3.

[0110] CR4.0OSFXSR=1. If CR4.0OSXSAVE=1, SECS.
ATTRIBUTES.XFRM is not a subset of XCRO.

[0111] Offsets 520-535 of the XSAVE area not 0. The
bit vector stored at offset 512 of the XSAVE area must
be a subset of

[0112] SECS.ATTRIBUTES.XFRM.
[0113] The SSA frame is not valid or in use.
[0114] In certain embodiments, execution of an enclave

resume (ERESUME) instruction performs the following
operations:

[0115] RSP and RBP are saved in the current SSA frame
on EENTER and are automatically restored on an
asynchronous exit due to any Interrupt event.

[0116] The AEP contained in RCX is stored into the
TCS for use by AEXs.FS and GS (including hidden
portions) are saved and new values are constructed
using TCS.OFSBASE/GSBASE (32 and 64-bit mode)
and TCS.OFSLIMIT/GSLIMIT (32-bit mode only).
E.g., the resulting segments must be a subset of the DS
segment.

[0117] If CR4.OSXSAVE—=I1, XCRO is saved and
replaced by SECS.ATTRIBUTES . XFRM. The effect of
RFLAGS.TF depends on whether the enclave entry is
opt-in or opt-out (see Section 43.1.2):

[0118] On opt-out entry, TF is saved and cleared (it is
restored on EEXIT or AEX). Any attempt to set TF
via a POPF instruction while inside the enclave
clears TF.

[0119] On opt-in entry, a single-step debug exception
is pended on the instruction boundary immediately
after EENTER.

[0120] All code breakpoints that do not overlap with
ELRANGE are also suppressed. If the entry is an
opt-out entry, all code and data breakpoints that overlap
with the ELRANGE are suppressed
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[0121] In certain embodiments, execution of an enclave
resume (ERESUME) instruction performs the following
operations (e.g., pseudocode) with the added return-to-
handler (RTH) fields shown in bold text:

IF (TCS.FLAGS.RTH =1 & SSA[CSSA].RTH = 1)
Then
TMP_RSP < RSP + TCS.RTH_REDZONESIZE;
IF (EPCM(DS:TMP_RSP).VALID = 0) //Other EPCM checks may
be required)
Then #PF(DS:TMP__RSP); FI;
RSP <~ TMP_RSP;
PUSH RIP; //And push RIP to shadow stack if CET is enabled)
RIP < TCS.HANDLER; //loads the handler
SSA[CSSA].RTH < 0; //clears RTH bit, if already cleared, jump
to RIP
FI;

[0122] In certain embodiments, a handler (e.g., function)
is to execute a return (RET) instruction to pop the RIP to
resume code execution within the enclave (e.g., where RIP
was where the signal that causes the AEX occurred in the
enclave code. A processor may include an enclave page
cache map (EPCM) is a secure structure used by the pro-
cessor to track the contents of the EPC. In certain embodi-
ments, if a PUSH RIP operation would cross over a page
boundary, then both pages would require an enclave page
cache map (EPCM) checks prior to the push.

[0123] In certain embodiments, execution of an enclave
resume (ERESUME) instruction checks whether the RTH
feature is enabled for this enclave thread and for the CSSA.
If so, then ensure that the call stack for the signal/AEX
handler is valid (e.g., EPCM) memory and push RIP (e.g.,
the address where the AEX occurred) to the stack—the
corresponding RET at the end of the signal/AEX handler
will resume execution at this location. After pushing RIP, set
RIP to point to the signal/AEX handler, and finally disable
RTH for the signal/AEX handler. The signal/AEX handler
can re-enable RTH at any point, or choose to leave it off. In
certain embodiments, always unsetting SSA[CSSA].RTH
during the flow prevents cascading interrupts/exceptions
from overflowing the call stack.

[0124] FIG. 9 illustrates a method of handling an excep-
tion with an enclave 902 that comprises a field to indicate a
set of one or more exceptions to suppress, and when
execution of the code in the enclave encounters the excep-
tion, a handler is invoked without delivering the exception
to an operating system 906 according to embodiments of the
disclosure. In certain embodiments, enclave 902 is a trusted
(e.g., for security purposes) execution environment (e.g., an
architecturally protected enclave) for user code, untrusted
(e.g., for security purposes) platform abstraction layer 904
(uRTS) is untrusted, and operating system (OS) 906.
[0125] In certain embodiments where the uRTS or OS are
not needed to handle the exception at all, the context switch
can be elided entirely by making a minor modification to
AEX and to the enclave ISA. For example, the TCS and/or
SSA can be augmented with an additional field that stores a
bit vector specifying a set of exceptions to suppress. When
the enclave thread executing with the RTH feature encoun-
ters an exception that was selected in the bit vector, the
exception is not delivered to the kernel in certain embodi-
ments. Instead, the signal handler is invoked directly, thus
giving the enclave thread the opportunity to handle the
exception immediately. These embodiments thus would ben-
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efit frameworks that enable legacy code execution within
enclaves. FIG. 9 demonstrates how the flow in FIG. 5 could
be adapted to handle illegal instructions efficiently-without
requiring legacy code to be refactored to omit/replace those
instructions. In certain embodiments, the example frame-
work would (e.g., always) enable RTH before transferring
control to the legacy application. For example, if the legacy
application executing with enclave 902 invokes an instruc-
tion that is disallowed within an enclave (e.g., SYSCALL
908), the exception (e.g., #UD) is suppressed at 910 and
control is transferred to the enclave’s signal handler. The
signal handler will then attempt to determine the cause of the
exception. In this example, it can examine the saved RIP,
and determine that a SYSCALL had been issued. The
handler will then make an OCALL 912 (e.g., EEXIT 914
followed by EENTER 922) to the untrusted PAL 904 to
handle the SYSCALL appropriately. After the SYSCALL
has been serviced, the signal handler may re-enable RTH,
and return control to the legacy application at the instruction
following the SYSCALL. For example, with OCALL 912
causing EEXIT 914, which causes system call (SYSCALL)
916 to OS 906 that services the system call at 918, then
executes a system return (SYSRET) 920, which causes
execution of EENTER 922 to enter enclave 902 and resume
execution at 924.

[0126] Embodiments herein improve the performance of
enclave code (e.g., programs) by reducing the number of
enclave to non-enclave context switches required to handle
asynchronous events, e.g., instead of handling an asynchro-
nous event within an enclave with four context switches.
Embodiments herein allow an asynchronous event that can
be handled within the enclave to be addressed with only two
(or none) context switches. Embodiments herein allow an
asynchronous event that previously required assistance from
an uRTS or OS (e.g., via an OCALL, and thus four context
switches) to allow certain exception(s) to be handled within
the enclave (e.g., without any context switches), see, e.g.,
the discussion of FIG. 8. Embodiments herein relaxes con-
straints on legacy code, e.g., reducing the refactoring effort
when porting legacy code into an enclave. Embodiments
herein allow enclave software to mitigate a wide variety of
vulnerabilities, e.g., those that rely on a “single-stepping”
technique.

[0127] FIG. 10 illustrates a hardware processor 1000
coupled to storage that includes one or more enclave instruc-
tions 1004 (e.g., an enclave resume (ERESUME) instruction
1006) according to embodiments of the disclosure. In certain
embodiments, enclave resume (ERESUME) instruction
1006 is according to any of the disclosure herein. In certain
embodiments, one or more enclave instructions 1004
includes other enclave instructions, e.g., the user-level and
supervisor-level enclave instructions discussed herein.
[0128] Inone embodiment, e.g., in response to a request to
perform an operation, the instruction (e.g., macro-instruc-
tion) is fetched from storage 1002 and sent to decoder 1008.
In the depicted embodiment, the decoder 1008 (e.g., decoder
circuit) decodes the instruction into a decoded instruction
(e.g., one or more micro-instructions or micro-operations).
The decoded instruction is then sent for execution, e.g., via
scheduler circuit 1010 to schedule the decoded instruction
for execution.

[0129] In certain embodiments, (e.g., where the processor/
core supports out-of-order (OoO) execution), the processor
includes a register rename/allocator circuit 1010 coupled to
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register file/memory circuit 1012 (e.g., unit) to allocate
resources and perform register renaming on registers (e.g.,
registers associated with the initial sources and final desti-
nation of the instruction). In certain embodiments, (e.g., for
out-of-order execution), the processor includes one or more
scheduler circuits 1010 coupled to the decoder 1008. The
scheduler circuit(s) may schedule one or more operations
associated with decoded instructions, including one or more
operations decoded from an enclave instructions 1004 (e.g.,
an enclave resume (ERESUME) instruction 1006), e.g., for
execution on the execution circuit 1014. Execution circuit
1014 may access a secure enclave control structure (SECS)
and/or thread control structure (TCS) 126, e.g., and other
enclave data structures such as, but not limited to, an SSA.
[0130] In certain embodiments, a write back circuit 1018
is included to write back results of an instruction to a
destination (e.g., write them to a register(s) and/or memory),
for example, so those results are visible within a processor
(e.g., visible outside of the execution circuit that produced
those results).

[0131] One or more of these components (e.g., decoder
1008, register rename/register allocator/scheduler 1010,
execution circuit 1014, registers (e.g., register file)/memory
1012, or write back circuit 1018) may be in a single core of
a hardware processor (e.g., and multiple cores each with an
instance of these components).

[0132] FIG. 11 is a flow diagram illustrating operations
1100 of a method for processing an “ERESUME” instruc-
tion according to embodiments of the disclosure. A proces-
sor (e.g., or processor core) may perform operations 1100 of
method, e.g., in response to receiving a request to execute an
instruction from software. Depicted operations 1100
includes processing an “ERESUME” instruction by per-
forming a: fetch of an instruction (e.g., having an opcode
corresponding to the ERESUME mnemonic) 1102, decode
of the instruction into a decoded instruction 1104, retrieve
data associated with the instruction 1106, (optionally) sched-
ule the decoded instruction for execution 1108, execute the
decoded instruction to invoke a handler to handle an asyn-
chronous exit from execution of code in an architecturally
protected enclave and then resume execution of the code in
the architecturally protected enclave from where the asyn-
chronous exit occurred 1110, and commit a result of the
executed instruction 1112.

[0133] FIG. 12 is a flow diagram illustrating operations
1200 of another method for processing an “ERESUME”
instruction according to embodiments of the disclosure.
Some or all of the operations 1200 (or other processes
described herein, or variations, and/or combinations thereof)
are performed under the control of a processor that imple-
ments an architecturally protected execution environment
for code in an architecturally protected enclave.

[0134] The operations 1200 include, at block 1202,
enabling an architecturally protected execution environment
for code in an architecturally protected enclave in memory
in response to a field of a register of a hardware processor
being set. The operations 1200 further include, at block
1204, decoding a single instruction comprising an opcode
into a decoded single instruction with a decoder circuit of the
hardware processor, the opcode indicating an execution
circuit is to invoke a handler to handle an asynchronous exit
from execution of the code in the architecturally protected
enclave and then resume execution of the code in the
architecturally protected enclave from where the asynchro-
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nous exit occurred. The operations 1200 further include, at
block 1206, executing the decoded single instruction accord-
ing to the opcode by the execution circuit of the hardware
processor.

[0135] Exemplary architectures, systems, etc. that the
above may be used in are detailed below.

[0136] Inyet another embodiment, an apparatus comprises
a data storage device that stores code that when executed by
a hardware processor causes the hardware processor to
perform any method disclosed herein. An apparatus may be
as described in the detailed description. A method may be as
described in the detailed description.

[0137] An instruction set may include one or more instruc-
tion formats. A given instruction format may define various
fields (e.g., number of bits, location of bits) to specify,
among other things, the operation to be performed (e.g.,
opcode) and the operand(s) on which that operation is to be
performed and/or other data field(s) (e.g., mask). Some
instruction formats are further broken down though the
definition of instruction templates (or subformats). For
example, the instruction templates of a given instruction
format may be defined to have different subsets of the
instruction format’s fields (the included fields are typically
in the same order, but at least some have different bit
positions because there are less fields included) and/or
defined to have a given field interpreted differently. Thus,
each instruction of an ISA is expressed using a given
instruction format (and, if defined, in a given one of the
instruction templates of that instruction format) and includes
fields for specifying the operation and the operands. For
example, an exemplary ADD instruction has a specific
opcode and an instruction format that includes an opcode
field to specity that opcode and operand fields to select
operands (sourcel/destination and source2); and an occur-
rence of this ADD instruction in an instruction stream will
have specific contents in the operand fields that select
specific operands. A set of SIMD extensions referred to as
the Advanced Vector Extensions (AVX) (AVX1 and AVX2)
and using the Vector Extensions (VEX) coding scheme has
been released and/or published (e.g., see Intel® 64 and
1A-32 Architectures Software Developer’s Manual, Novem-
ber 2018; and see Intel® Architecture Instruction Set Exten-
sions Programming Reference, October 2018).

Exemplary Instruction Formats

[0138] Embodiments of the instruction(s) described herein
may be embodied in different formats. Additionally, exem-
plary systems, architectures, and pipelines are detailed
below. Embodiments of the instruction(s) may be executed
on such systems, architectures, and pipelines, but are not
limited to those detailed.

Generic Vector Friendly Instruction Format

[0139] A vector friendly instruction format is an instruc-
tion format that is suited for vector instructions (e.g., there
are certain fields specific to vector operations). While
embodiments are described in which both vector and scalar
operations are supported through the vector friendly instruc-
tion format, alternative embodiments use only vector opera-
tions the vector friendly instruction format.

[0140] FIGS. 13A-13B are block diagrams illustrating a
generic vector friendly instruction format and instruction
templates thereof according to embodiments of the disclo-
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sure. FIG. 13A is a block diagram illustrating a generic
vector friendly instruction format and class A instruction
templates thereof according to embodiments of the disclo-
sure; while FIG. 13B is a block diagram illustrating the
generic vector friendly instruction format and class B
instruction templates thereof according to embodiments of
the disclosure. Specifically, a generic vector friendly instruc-
tion format 1300 for which are defined class A and class B
instruction templates, both of which include no memory
access 1305 instruction templates and memory access 1320
instruction templates. The term generic in the context of the
vector friendly instruction format refers to the instruction
format not being tied to any specific instruction set.
[0141] While embodiments of the disclosure will be
described in which the vector friendly instruction format
supports the following: a 64 byte vector operand length (or
size) with 32 bit (4 byte) or 64 bit (8 byte) data element
widths (or sizes) (and thus, a 64 byte vector consists of either
16 doubleword-size elements or alternatively, 8 quadword-
size elements); a 64 byte vector operand length (or size) with
16 bit (2 byte) or 8 bit (1 byte) data element widths (or
sizes); a 32 byte vector operand length (or size) with 32 bit
(4 byte), 64 bit (8 byte), 16 bit (2 byte), or 8 bit (1 byte) data
element widths (or sizes); and a 16 byte vector operand
length (or size) with 32 bit (4 byte), 64 bit (8 byte), 16 bit
(2 byte), or 8 bit (1 byte) data element widths (or sizes);
alternative embodiments may support more, less and/or
different vector operand sizes (e.g., 256 byte vector oper-
ands) with more, less, or different data element widths (e.g.,
128 bit (16 byte) data element widths).

[0142] The class A instruction templates in FIG. 13A
include: 1) within the no memory access 1305 instruction
templates there is shown a no memory access, full round
control type operation 1310 instruction template and a no
memory access, data transform type operation 1315 instruc-
tion template; and 2) within the memory access 1320
instruction templates there is shown a memory access,
temporal 1325 instruction template and a memory access,
non-temporal 1330 instruction template. The class B instruc-
tion templates in FIG. 13B include: 1) within the no memory
access 1305 instruction templates there is shown a no
memory access, write mask control, partial round control
type operation 1312 instruction template and a no memory
access, write mask control, vsize type operation 1317
instruction template; and 2) within the memory access 1320
instruction templates there is shown a memory access, write
mask control 1327 instruction template.

[0143] The generic vector friendly instruction format 1300
includes the following fields listed below in the order
illustrated in FIGS. 13A-13B.

[0144] Format field 1340—a specific value (an instruction
format identifier value) in this field uniquely identifies the
vector friendly instruction format, and thus occurrences of
instructions in the vector friendly instruction format in
instruction streams. As such, this field is optional in the
sense that it is not needed for an instruction set that has only
the generic vector friendly instruction format.

[0145] Base operation field 1342—its content distin-
guishes different base operations.

[0146] Register index field 1344—its content, directly or
through address generation, specifies the locations of the
source and destination operands, be they in registers or in
memory. These include a sufficient number of bits to select
N registers from a PxQ (e.g. 32x512, 16x128, 32x1024,
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64x1024) register file. While in one embodiment N may be
up to three sources and one destination register, alternative
embodiments may support more or less sources and desti-
nation registers (e.g., may support up to two sources where
one of these sources also acts as the destination, may support
up to three sources where one of these sources also acts as
the destination, may support up to two sources and one
destination).

[0147] Modifier field 1346—its content distinguishes
occurrences of instructions in the generic vector instruction
format that specify memory access from those that do not;
that is, between no memory access 1305 instruction tem-
plates and memory access 1320 instruction templates.
Memory access operations read and/or write to the memory
hierarchy (in some cases specifying the source and/or des-
tination addresses using values in registers), while non-
memory access operations do not (e.g., the source and
destinations are registers). While in one embodiment this
field also selects between three different ways to perform
memory address calculations, alternative embodiments may
support more, less, or different ways to perform memory
address calculations.

[0148] Augmentation operation field 1350—its content
distinguishes which one of a variety of different operations
to be performed in addition to the base operation. This field
is context specific. In one embodiment of the disclosure, this
field is divided into a class field 1368, an alpha field 1352,
and a beta field 1354. The augmentation operation field 1350
allows common groups of operations to be performed in a
single instruction rather than 2, 3, or 4 instructions.

[0149] Scale field 1360—its content allows for the scaling
of the index field’s content for memory address generation
(e.g., for address generation that uses 2°°“**index+base).
[0150] Displacement Field 1362A—its content is used as
part of memory address generation (e.g., for address gen-
eration that uses 2°°“**index+base+displacement).

[0151] Displacement Factor Field 1362B (note that the
juxtaposition of displacement field 1362A directly over
displacement factor field 1362B indicates one or the other is
used)—its content is used as part of address generation; it
specifies a displacement factor that is to be scaled by the size
of'a memory access (N)—where N is the number of bytes in
the memory access (e.g., for address generation that uses
2selexindex+base+scaled displacement). Redundant low-
order bits are ignored and hence, the displacement factor
field’s content is multiplied by the memory operands total
size (N) in order to generate the final displacement to be
used in calculating an effective address. The value of N is
determined by the processor hardware at runtime based on
the full opcode field 1374 (described later herein) and the
data manipulation field 1354C. The displacement field
1362A and the displacement factor field 1362B are optional
in the sense that they are not used for the no memory access
1305 instruction templates and/or different embodiments
may implement only one or none of the two.

[0152] Data element width field 1364—its content distin-
guishes which one of a number of data element widths is to
be used (in some embodiments for all instructions; in other
embodiments for only some of the instructions). This field is
optional in the sense that it is not needed if only one data
element width is supported and/or data element widths are
supported using some aspect of the opcodes.

[0153] Write mask field 1370—its content controls, on a
per data element position basis, whether that data element
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position in the destination vector operand reflects the result
of the base operation and augmentation operation. Class A
instruction templates support merging-writemasking, while
class B instruction templates support both merging- and
zeroing-writemasking. When merging, vector masks allow
any set of elements in the destination to be protected from
updates during the execution of any operation (specified by
the base operation and the augmentation operation); in other
one embodiment, preserving the old value of each element
of the destination where the corresponding mask bit has a 0.
In contrast, when zeroing vector masks allow any set of
elements in the destination to be zeroed during the execution
of any operation (specified by the base operation and the
augmentation operation); in one embodiment, an element of
the destination is set to 0 when the corresponding mask bit
has a 0 value. A subset of this functionality is the ability to
control the vector length of the operation being performed
(that is, the span of elements being modified, from the first
to the last one); however, it is not necessary that the elements
that are modified be consecutive. Thus, the write mask field
1370 allows for partial vector operations, including loads,
stores, arithmetic, logical, etc. While embodiments of the
disclosure are described in which the write mask field’s
1370 content selects one of a number of write mask registers
that contains the write mask to be used (and thus the write
mask field’s 1370 content indirectly identifies that masking
to be performed), alternative embodiments instead or addi-
tional allow the mask write field’s 1370 content to directly
specify the masking to be performed.

[0154] Immediate field 1372—its content allows for the
specification of an immediate. This field is optional in the
sense that is it not present in an implementation of the
generic vector friendly format that does not support imme-
diate and it is not present in instructions that do not use an
immediate.

[0155] Class field 1368—its content distinguishes
between different classes of instructions. With reference to
FIGS. 13A-B, the contents of this field select between class
A and class B instructions. In FIGS. 13A-B, rounded corner
squares are used to indicate a specific value is present in a
field (e.g., class A 1368A and class B 1368B for the class
field 1368 respectively in FIGS. 13A-B).

Instruction Templates of Class A

[0156] In the case of the non-memory access 1305 instruc-
tion templates of class A, the alpha field 1352 is interpreted
as an RS field 1352A, whose content distinguishes which
one of the different augmentation operation types are to be
performed (e.g., round 1352A.1 and data transform 1352A.2
are respectively specified for the no memory access, round
type operation 1310 and the no memory access, data trans-
form type operation 1315 instruction templates), while the
beta field 1354 distinguishes which of the operations of the
specified type is to be performed. In the no memory access
1305 instruction templates, the scale field 1360, the dis-
placement field 1362A, and the displacement scale filed
1362B are not present.

No-Memory Access Instruction Templates—Full Round
Control Type Operation

[0157] In the no memory access full round control type
operation 1310 instruction template, the beta field 1354 is
interpreted as a round control field 1354A, whose content(s)
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provide static rounding. While in the described embodi-
ments of the disclosure the round control field 1354A
includes a suppress all floating point exceptions (SAE) field
1356 and a round operation control field 1358, alternative
embodiments may support may encode both these concepts
into the same field or only have one or the other of these
concepts/fields (e.g., may have only the round operation
control field 1358).

[0158] SAE field 1356—its content distinguishes whether
or not to disable the exception event reporting; when the
SAE field’s 1356 content indicates suppression is enabled, a
given instruction does not report any kind of floating-point
exception flag and does not raise any floating point excep-
tion handler.

[0159] Round operation control field 1358—its content
distinguishes which one of a group of rounding operations to
perform (e.g., Round-up, Round-down, Round-towards-zero
and Round-to-nearest). Thus, the round operation control
field 1358 allows for the changing of the rounding mode on
a per instruction basis. In one embodiment of the disclosure
where a processor includes a control register for specifying
rounding modes, the round operation control field’s 1350
content overrides that register value.

No Memory Access Instruction Templates—Data Transform
Type Operation

[0160] In the no memory access data transform type
operation 1315 instruction template, the beta field 1354 is
interpreted as a data transform field 1354B, whose content
distinguishes which one of a number of data transforms is to
be performed (e.g., no data transform, swizzle, broadcast).

[0161] In the case of a memory access 1320 instruction
template of class A, the alpha field 1352 is interpreted as an
eviction hint field 1352B, whose content distinguishes
which one of the eviction hints is to be used (in FIG. 13A,
temporal 1352B.1 and non-temporal 1352B.2 are respec-
tively specified for the memory access, temporal 1325
instruction template and the memory access, non-temporal
1330 instruction template), while the beta field 1354 is
interpreted as a data manipulation field 1354C, whose con-
tent distinguishes which one of a number of data manipu-
lation operations (also known as primitives) is to be per-
formed (e.g., no manipulation; broadcast; up conversion of
a source; and down conversion of a destination). The
memory access 1320 instruction templates include the scale
field 1360, and optionally the displacement field 1362A or
the displacement scale field 1362B.

[0162] Vector memory instructions perform vector loads
from and vector stores to memory, with conversion support.
As with regular vector instructions, vector memory instruc-
tions transfer data from/to memory in a data element-wise
fashion, with the elements that are actually transferred is
dictated by the contents of the vector mask that is selected
as the write mask.

Memory Access Instruction Templates—Temporal

[0163] Temporal data is data likely to be reused soon
enough to benefit from caching. This is, however, a hint, and
different processors may implement it in different ways,
including ignoring the hint entirely.
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Memory Access Instruction Templates—Non-Temporal

[0164] Non-temporal data is data unlikely to be reused
soon enough to benefit from caching in the 1st-level cache
and should be given priority for eviction. This is, however,
a hint, and different processors may implement it in different
ways, including ignoring the hint entirely.

Instruction Templates of Class B

[0165] In the case of the instruction templates of class B,
the alpha field 1352 is interpreted as a write mask control (Z)
field 1352C, whose content distinguishes whether the write
masking controlled by the write mask field 1370 should be
a merging or a zeroing.

[0166] In the case of the non-memory access 1305 instruc-
tion templates of class B, part of the beta field 1354 is
interpreted as an RL field 1357A, whose content distin-
guishes which one of the different augmentation operation
types are to be performed (e.g., round 1357A.1 and vector
length (VSIZE) 1357A.2 are respectively specified for the
no memory access, write mask control, partial round control
type operation 1312 instruction template and the no memory
access, write mask control, VSIZE type operation 1317
instruction template), while the rest of the beta field 1354
distinguishes which of the operations of the specified type is
to be performed. In the no memory access 1305 instruction
templates, the scale field 1360, the displacement field
1362A, and the displacement scale filed 1362B are not
present.

[0167] In the no memory access, write mask control,
partial round control type operation 1310 instruction tem-
plate, the rest of the beta field 1354 is interpreted as a round
operation field 1359A and exception event reporting is
disabled (a given instruction does not report any kind of
floating-point exception flag and does not raise any floating
point exception handler).

[0168] Round operation control field 1359A—just as
round operation control field 1358, its content distinguishes
which one of a group of rounding operations to perform
(e.g., Round-up, Round-down, Round-towards-zero and
Round-to-nearest). Thus, the round operation control field
1359A allows for the changing of the rounding mode on a
per instruction basis. In one embodiment of the disclosure
where a processor includes a control register for specifying
rounding modes, the round operation control field’s 1350
content overrides that register value.

[0169] In the no memory access, write mask control,
VSIZE type operation 1317 instruction template, the rest of
the beta field 1354 is interpreted as a vector length field
1359B, whose content distinguishes which one of a number
of data vector lengths is to be performed on (e.g., 128, 256,
or 512 byte).

[0170] In the case of a memory access 1320 instruction
template of class B, part of the beta field 1354 is interpreted
as a broadcast field 1357B, whose content distinguishes
whether or not the broadcast type data manipulation opera-
tion is to be performed, while the rest of the beta field 1354
is interpreted the vector length field 1359B. The memory
access 1320 instruction templates include the scale field
1360, and optionally the displacement field 1362A or the
displacement scale field 1362B.

[0171] With regard to the generic vector friendly instruc-
tion format 1300, a full opcode field 1374 is shown includ-
ing the format field 1340, the base operation field 1342, and
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the data element width field 1364. While one embodiment is
shown where the full opcode field 1374 includes all of these
fields, the full opcode field 1374 includes less than all of
these fields in embodiments that do not support all of them.
The full opcode field 1374 provides the operation code
(opcode).

[0172] The augmentation operation field 1350, the data
element width field 1364, and the write mask field 1370
allow these features to be specified on a per instruction basis
in the generic vector friendly instruction format.

[0173] The combination of write mask field and data
element width field create typed instructions in that they
allow the mask to be applied based on different data element
widths.

[0174] The various instruction templates found within
class A and class B are beneficial in different situations. In
some embodiments of the disclosure, different processors or
different cores within a processor may support only class A,
only class B, or both classes. For instance, a high perfor-
mance general purpose out-of-order core intended for gen-
eral-purpose computing may support only class B, a core
intended primarily for graphics and/or scientific (through-
put) computing may support only class A, and a core
intended for both may support both (of course, a core that
has some mix of templates and instructions from both
classes but not all templates and instructions from both
classes is within the purview of the disclosure). Also, a
single processor may include multiple cores, all of which
support the same class or in which different cores support
different class. For instance, in a processor with separate
graphics and general purpose cores, one of the graphics
cores intended primarily for graphics and/or scientific com-
puting may support only class A, while one or more of the
general purpose cores may be high performance general
purpose cores with out of order execution and register
renaming intended for general-purpose computing that sup-
port only class B. Another processor that does not have a
separate graphics core, may include one more general pur-
pose in-order or out-of-order cores that support both class A
and class B. Of course, features from one class may also be
implement in the other class in different embodiments of the
disclosure. Programs written in a high level language would
be put (e.g., just in time compiled or statically compiled)
into an variety of different executable forms, including: 1) a
form having only instructions of the class(es) supported by
the target processor for execution; or 2) a form having
alternative routines written using different combinations of
the instructions of all classes and having control flow code
that selects the routines to execute based on the instructions
supported by the processor which is currently executing the
code.

Exemplary Specific Vector Friendly Instruction Format

[0175] FIG. 14 is a block diagram illustrating an exem-
plary specific vector friendly instruction format according to
embodiments of the disclosure. FIG. 14 shows a specific
vector friendly instruction format 1400 that is specific in the
sense that it specifies the location, size, interpretation, and
order of the fields, as well as values for some of those fields.
The specific vector friendly instruction format 1400 may be
used to extend the x86 instruction set, and thus some of the
fields are similar or the same as those used in the existing
x86 instruction set and extension thereof (e.g., AVX). This
format remains consistent with the prefix encoding field, real
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opcode byte field, MOD R/M field, SIB field, displacement
field, and immediate fields of the existing x86 instruction set
with extensions. The fields from FIG. 13 into which the
fields from FIG. 14 map are illustrated.

[0176] It should be understood that, although embodi-
ments of the disclosure are described with reference to the
specific vector friendly instruction format 1400 in the con-
text of the generic vector friendly instruction format 1300
for illustrative purposes, the disclosure is not limited to the
specific vector friendly instruction format 1400 except
where claimed. For example, the generic vector friendly
instruction format 1300 contemplates a variety of possible
sizes for the various fields, while the specific vector friendly
instruction format 1400 is shown as having fields of specific
sizes. By way of specific example, while the data element
width field 1364 is illustrated as a one bit field in the specific
vector friendly instruction format 1400, the disclosure is not
so limited (that is, the generic vector friendly instruction
format 1300 contemplates other sizes of the data element
width field 1364).

[0177] The generic vector friendly instruction format 1300
includes the following fields listed below in the order
illustrated in FIG. 14A.

[0178] EVEX Prefix (Bytes 0-3) 1402—is encoded in a
four-byte form.
[0179] Format Field 1340 (EVEX Byte O, bits [7:0])—the

first byte (EVEX Byte 0) is the format field 1340 and it
contains 0x62 (the unique value used for distinguishing the
vector friendly instruction format in one embodiment of the
disclosure).

[0180] The second-fourth bytes (EVEX Bytes 1-3) include
a number of bit fields providing specific capability.

[0181] REX field 1405 (EVEX Byte 1, bits [7-5])—
consists of a EVEX.R bit field (EVEX Byte 1, bit [7]—R),
EVEX X bit field (EVEX byte 1, bit [6]—X), and 1357BEX
byte 1, bit[5]—B). The EVEX.R, EVEX X, and EVEX.B bit
fields provide the same functionality as the corresponding
VEX bit fields, and are encoded using 1s complement form,
i.e. ZMMO is encoded as 1111B, ZMM15 is encoded as
0000B. Other fields of the instructions encode the lower
three bits of the register indexes as is known in the art (rrr,
xxx, and bbb), so that Rrrr, Xxxx, and Bbbb may be formed
by adding EVEX.R, EVEX X, and EVEX.B.

[0182] REX' field 1310—this is the first part of the REX'
field 1310 and is the EVEX.R' bit field (EVEX Byte 1, bit
[4]—R") that is used to encode either the upper 16 or lower
16 of the extended 32 register set. In one embodiment of the
disclosure, this bit, along with others as indicated below, is
stored in bit inverted format to distinguish (in the well-
known x86 32-bit mode) from the BOUND instruction,
whose real opcode byte is 62, but does not accept in the
MOD R/M field (described below) the value of 11 in the
MOD field; alternative embodiments of the disclosure do not
store this and the other indicated bits below in the inverted
format. A value of 1 is used to encode the lower 16 registers.
In other words, R'Rrrr is formed by combining EVEX.R',
EVEX R, and the other RRR from other fields.

[0183] Opcode map field 1415 (EVEX byte 1, bits [3:0]—
mmmm)—its content encodes an implied leading opcode
byte (OF, OF 38, or OF 3).

[0184] Data element width field 1364 (EVEX byte 2, bit
[7]—W)—is represented by the notation EVEX.W.
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EVEX.W is used to define the granularity (size) of the
datatype (either 32-bit data elements or 64-bit data ele-
ments).

[0185] EVEX.wvvv 1420 (EVEX Byte 2, bits [6:3]—
vvvv)—the role of EVEX.vvvv may include the following:
1) EVEX.vvvv encodes the first source register operand,
specified in inverted (1s complement) form and is valid for
instructions with 2 or more source operands; 2) EVEX . vvvv
encodes the destination register operand, specified in 1s
complement form for certain vector shifts; or 3) EVEX .vvvv
does not encode any operand, the field is reserved and
should contain 1111b. Thus, EVEX.vvvv field 1420 encodes
the 4 low-order bits of the first source register specifier
stored in inverted (1s complement) form. Depending on the
instruction, an extra different EVEX bit field is used to
extend the specifier size to 32 registers.

[0186] EVEX.U 1368 Class field (EVEX byte 2, bit [2]—
U)—If EVEX.U=0, it indicates class A or EVEX.UO; if
EVEX.U=1, it indicates class B or EVEX.U1.

[0187] Prefix encoding field 1425 (EVEX byte 2, bits
[1:0]—pp)—provides additional bits for the base operation
field. In addition to providing support for the legacy SSE
instructions in the EVEX prefix format, this also has the
benefit of compacting the SIMD prefix (rather than requiring
a byte to express the SIMD prefix, the EVEX prefix requires
only 2 bits). In one embodiment, to support legacy SSE
instructions that use a SIMD prefix (66H, F2H, F3H) in both
the legacy format and in the EVEX prefix format, these
legacy SIMD prefixes are encoded into the SIMD prefix
encoding field; and at runtime are expanded into the legacy
SIMD prefix prior to being provided to the decoder’s PLA
(so the PLA can execute both the legacy and EVEX format
of these legacy instructions without modification). Although
newer instructions could use the EVEX prefix encoding
field’s content directly as an opcode extension, certain
embodiments expand in a similar fashion for consistency but
allow for different meanings to be specified by these legacy
SIMD prefixes. An alternative embodiment may redesign
the PLA to support the 2 bit SIMD prefix encodings, and
thus not require the expansion.

[0188] Alpha field 1352 (EVEX byte 3, bit [7]—EH; also
known as EVEX.EH, EVEX.rs, EVEX.RL, EVEX.write
mask control, and EVEX.N; also illustrated with a)—as
previously described, this field is context specific.

[0189] Beta field 1354 (EVEX byte 3, bits [6:4]—SSS,
also known as EVEXs, ,, EVEX.r, ,, EVEX.rrl, EVEX.
LLO, EVEX.LLB; also illustrated with PPP)—as previously
described, this field is context specific.

[0190] REX'field 1310—this is the remainder of the REX'
field and is the EVEX.V' bit field (EVEX Byte 3, bit
[3]—V") that may be used to encode either the upper 16 or
lower 16 of the extended 32 register set. This bit is stored in
bit inverted format. A value of 1 is used to encode the lower
16 registers. In other words, V'VVVV is formed by com-
bining EVEX.V', EVEX.vvvv.

[0191] Write mask field 1370 (EVEX byte 3, bits [2:0]—
kkk)—its content specifies the index of a register in the write
mask registers as previously described. In one embodiment
of the disclosure, the specific value EVEX kkk=000 has a
special behavior implying no write mask is used for the
particular instruction (this may be implemented in a variety
of ways including the use of a write mask hardwired to all
ones or hardware that bypasses the masking hardware).
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[0192] Real Opcode Field 1430 (Byte 4) is also known as
the opcode byte. Part of the opcode is specified in this field.
[0193] MOD R/M Field 1440 (Byte 5) includes MOD field
1442, Reg field 1444, and R/M field 1446. As previously
described, the MOD field’s 1442 content distinguishes
between memory access and non-memory access operations.
The role of Reg field 1444 can be summarized to two
situations: encoding either the destination register operand
or a source register operand, or be treated as an opcode
extension and not used to encode any instruction operand.
The role of R/M field 1446 may include the following:
encoding the instruction operand that references a memory
address, or encoding either the destination register operand
or a source register operand.

[0194] Scale, Index, Base (SIB) Byte (Byte 6)—As pre-
viously described, the scale field’s 1350 content is used for
memory address generation. SIB.xxx 1454 and SIB.bbb
1456—the contents of these fields have been previously
referred to with regard to the register indexes Xxxx and
Bbbb.

[0195] Displacement field 1362A (Bytes 7-10)—when
MOD field 1442 contains 10, bytes 7-10 are the displace-
ment field 1362 A, and it works the same as the legacy 32-bit
displacement (disp32) and works at byte granularity.
[0196] Displacement factor field 1362B (Byte 7)—when
MOD field 1442 contains 01, byte 7 is the displacement
factor field 1362B. The location of this field is that same as
that of the legacy x86 instruction set 8-bit displacement
(disp8), which works at byte granularity. Since disp8 is sign
extended, it can only address between —128 and 127 bytes
offsets; in terms of 64 byte cache lines, disp8 uses 8 bits that
can be set to only four really useful values —128, -64, 0, and
64; since a greater range is often needed, disp32 is used;
however, disp32 requires 4 bytes. In contrast to disp8 and
disp32, the displacement factor field 1362B is a reinterpre-
tation of disp8; when using displacement factor field 1362B,
the actual displacement is determined by the content of the
displacement factor field multiplied by the size of the
memory operand access (N). This type of displacement is
referred to as disp8*N. This reduces the average instruction
length (a single byte of used for the displacement but with
a much greater range). Such compressed displacement is
based on the assumption that the effective displacement is
multiple of the granularity of the memory access, and hence,
the redundant low-order bits of the address offset do not
need to be encoded. In other words, the displacement factor
field 1362B substitutes the legacy x86 instruction set 8-bit
displacement. Thus, the displacement factor field 1362B is
encoded the same way as an x86 instruction set 8-bit
displacement (so no changes in the ModRM/SIB encoding
rules) with the only exception that disp8 is overloaded to
disp8*N. In other words, there are no changes in the
encoding rules or encoding lengths but only in the interpre-
tation of the displacement value by hardware (which needs
to scale the displacement by the size of the memory operand
to obtain a byte-wise address offset). Immediate field 1372
operates as previously described.

Full Opcode Field

[0197] FIG. 14B is a block diagram illustrating the fields
of the specific vector friendly instruction format 1400 that
make up the full opcode field 1374 according to one embodi-
ment of the disclosure. Specifically, the full opcode field
1374 includes the format field 1340, the base operation field
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1342, and the data element width (W) field 1364. The base
operation field 1342 includes the prefix encoding field 1425,
the opcode map field 1415, and the real opcode field 1430.

Register Index Field

[0198] FIG. 14C is a block diagram illustrating the fields
of the specific vector friendly instruction format 1400 that
make up the register index field 1344 according to one
embodiment of the disclosure. Specifically, the register
index field 1344 includes the REX field 1405, the REX' field
1410, the MODR/M.reg field 1444, the MODR/M.r/m field
1446, the VVVV field 1420, xxx field 1454, and the bbb
field 1456.

Augmentation Operation Field

[0199] FIG. 14D is a block diagram illustrating the fields
of the specific vector friendly instruction format 1400 that
make up the augmentation operation field 1350 according to
one embodiment of the disclosure. When the class (U) field
1368 contains O, it signifies EVEX.UO (class A 1368A);
when it contains 1, it signifies EVEX.U1 (class B 1368B).
When U=0 and the MOD field 1442 contains 11 (signifying
a no memory access operation), the alpha field 1352 (EVEX
byte 3, bit [7]—EH) is interpreted as the rs field 1352A.
When the rs field 1352A contains a 1 (round 1352A.1), the
beta field 1354 (EVEX byte 3, bits [6:4]—SSS) is inter-
preted as the round control field 1354 A. The round control
field 1354 A includes a one bit SAE field 1356 and a two bit
round operation field 1358. When the rs field 1352A con-
tains a 0 (data transform 1352A.2), the beta field 1354
(EVEX byte 3, bits [6:4]—SSS) is interpreted as a three bit
data transform field 1354B. When U=0 and the MOD field
1442 contains 00, 01, or 10 (signifying a memory access
operation), the alpha field 1352 (EVEX byte 3, bit [7]—EH)
is interpreted as the eviction hint (EH) field 1352B and the
beta field 1354 (EVEX byte 3, bits [6:4]—SSS) is inter-
preted as a three bit data manipulation field 1354C.

[0200] When U=1, the alpha field 1352 (EVEX byte 3, bit
[7]—EH) is interpreted as the write mask control (Z) field
1352C. When U=1 and the MOD field 1442 contains 11
(signifying a no memory access operation), part of the beta
field 1354 (EVEX byte 3, bit [4]—S,) is interpreted as the
RL field 1357A; when it contains a 1 (round 1357A.1) the
rest of the beta field 1354 (EVEX byte 3, bit [6-5]—S,_,) is
interpreted as the round operation field 1359A, while when
the RL field 1357 A contains a 0 (VSIZE 1357.A2) the rest
of the beta field 1354 (EVEX byte 3, bit [6-5]—S, ) is
interpreted as the vector length field 1359B (EVEX byte 3,
bit [6-5]—L, ). When U=l and the MOD field 1442
contains 00, 01, or 10 (signifying a memory access opera-
tion), the beta field 1354 (EVEX byte 3, bits [6:4]—SSS) is
interpreted as the vector length field 1359B (EVEX byte 3,
bit [6-5]—L, ) and the broadcast field 1357B (EVEX byte
3, bit [4]—B).

Exemplary Register Architecture

[0201] FIG. 15 is a block diagram of a register architecture
1500 according to one embodiment of the disclosure. In the
embodiment illustrated, there are 32 vector registers 1510
that are 512 bits wide; these registers are referenced as
zmmO through zmm31. The lower order 256 bits of the
lower 16 zmm registers are overlaid on registers ymmo0-16.
The lower order 128 bits of the lower 16 zmm registers (the
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lower order 128 bits of the ymm registers) are overlaid on
registers xmmO0-15. The specific vector friendly instruction
format 1400 operates on these overlaid register file as
illustrated in the below tables.

Adjustable Vector

Length Class Operations Registers

Instruction A (FIG.
Templates that do 13A;

1310, 1315, zmm registers (the vector
1325, 1330 length is 64 byte)

not include the U=0)
vector length field B (FIG. 1312 zmm registers (the vector
1359B 13B; length is 64 byte)
U=1)
Instruction B (FIG. 1317, 1327 zmm, ymm, or Xmm

templates that do 13B;
include the vector U =1)
length field 1359B

registers (the vector length
is 64 byte, 32 byte, or 16
byte) depending on the
vector length field 1359B

[0202] In other words, the vector length field 1359B
selects between a maximum length and one or more other
shorter lengths, where each such shorter length is half the
length of the preceding length; and instructions templates
without the vector length field 1359B operate on the maxi-
mum vector length. Further, in one embodiment, the class B
instruction templates of the specific vector friendly instruc-
tion format 1400 operate on packed or scalar single/double-
precision floating point data and packed or scalar integer
data. Scalar operations are operations performed on the
lowest order data element position in an zmm/ymm/xmm
register; the higher order data element positions are either
left the same as they were prior to the instruction or zeroed
depending on the embodiment.

[0203] Write mask registers 1515—in the embodiment
illustrated, there are 8 write mask registers (kO through k7),
each 64 bits in size. In an alternate embodiment, the write
mask registers 1515 are 16 bits in size. As previously
described, in one embodiment of the disclosure, the vector
mask register kO cannot be used as a write mask; when the
encoding that would normally indicate kO is used for a write
mask, it selects a hardwired write mask of OXFFFF, effec-
tively disabling write masking for that instruction.

[0204] General-purpose registers 1525—in the embodi-
ment illustrated, there are sixteen 64-bit general-purpose
registers that are used along with the existing x86 addressing
modes to address memory operands. These registers are
referenced by the names RAX, RBX, RCX, RDX, RBP, RSI,
RDI, RSP, and R8 through R15.

[0205] Scalar floating point stack register file (x87 stack)
1545, on which is aliased the MMX packed integer flat
register file 1550—in the embodiment illustrated, the x87
stack is an eight-element stack used to perform scalar
floating-point operations on 32/64/80-bit floating point data
using the x87 instruction set extension; while the MMX
registers are used to perform operations on 64-bit packed
integer data, as well as to hold operands for some operations
performed between the MMX and XMM registers.

[0206] Alternative embodiments of the disclosure may use
wider or narrower registers. Additionally, alternative
embodiments of the disclosure may use more, less, or
different register files and registers.
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Exemplary Core Architectures, Processors, and Computer
Architectures

[0207] Processor cores may be implemented in different
ways, for different purposes, and in different processors. For
instance, implementations of such cores may include: 1) a
general purpose in-order core intended for general-purpose
computing; 2) a high performance general purpose out-of-
order core intended for general-purpose computing; 3) a
special purpose core intended primarily for graphics and/or
scientific (throughput) computing. Implementations of dif-
ferent processors may include: 1) a CPU including one or
more general purpose in-order cores intended for general-
purpose computing and/or one or more general purpose
out-of-order cores intended for general-purpose computing;
and 2) a coprocessor including one or more special purpose
cores intended primarily for graphics and/or scientific
(throughput). Such different processors lead to different
computer system architectures, which may include: 1) the
coprocessor on a separate chip from the CPU; 2) the
coprocessor on a separate die in the same package as a CPU;
3) the coprocessor on the same die as a CPU (in which case,
such a coprocessor is sometimes referred to as special
purpose logic, such as integrated graphics and/or scientific
(throughput) logic, or as special purpose cores); and 4) a
system on a chip that may include on the same die the
described CPU (sometimes referred to as the application
core(s) or application processor(s)), the above described
coprocessor, and additional functionality. Exemplary core
architectures are described next, followed by descriptions of
exemplary processors and computer architectures.

Exemplary Core Architectures

In-Order and Out-of-Order Core Block Diagram

[0208] FIG. 16A is a block diagram illustrating both an
exemplary in-order pipeline and an exemplary register
renaming, out-of-order issue/execution pipeline according
to embodiments of the disclosure. FIG. 16B is a block
diagram illustrating both an exemplary embodiment of an
in-order architecture core and an exemplary register renam-
ing, out-of-order issue/execution architecture core to be
included in a processor according to embodiments of the
disclosure. The solid lined boxes in FIGS. 16 A-B illustrate
the in-order pipeline and in-order core, while the optional
addition of the dashed lined boxes illustrates the register
renaming, out-of-order issue/execution pipeline and core.
Given that the in-order aspect is a subset of the out-of-order
aspect, the out-of-order aspect will be described.

[0209] In FIG. 16A, a processor pipeline 1600 includes a
fetch stage 1602, a length decode stage 1604, a decode stage
1606, an allocation stage 1608, a renaming stage 1610, a
scheduling (also known as a dispatch or issue) stage 1612,
a register read/memory read stage 1614, an execute stage
1616, a write back/memory write stage 1618, an exception
handling stage 1622, and a commit stage 1624.

[0210] FIG. 16B shows processor core 1690 including a
front end unit 1630 coupled to an execution engine unit
1650, and both are coupled to a memory unit 1670. The core
1690 may be a reduced instruction set computing (RISC)
core, a complex instruction set computing (CISC) core, a
very long instruction word (VLIW) core, or a hybrid or
alternative core type. As yet another option, the core 1690
may be a special-purpose core, such as, for example, a
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network or communication core, compression engine,
coprocessor core, general purpose computing graphics pro-
cessing unit (GPGPU) core, graphics core, or the like.

[0211] The front end unit 1630 includes a branch predic-
tion unit 1632 coupled to an instruction cache unit 1634,
which is coupled to an instruction translation lookaside
buffer (TLLB) 1636, which is coupled to an instruction fetch
unit 1638, which is coupled to a decode unit 1640. The
decode unit 1640 (or decoder or decoder unit) may decode
instructions (e.g., macro-instructions), and generate as an
output one or more micro-operations, micro-code entry
points, micro-instructions, other instructions, or other con-
trol signals, which are decoded from, or which otherwise
reflect, or are derived from, the original instructions. The
decode unit 1640 may be implemented using various dif-
ferent mechanisms. Examples of suitable mechanisms
include, but are not limited to, look-up tables, hardware
implementations, programmable logic arrays (PLAs),
microcode read only memories (ROMs), etc. In one embodi-
ment, the core 1690 includes a microcode ROM or other
medium that stores microcode for certain macro-instructions
(e.g., in decode unit 1640 or otherwise within the front end
unit 1630). The decode unit 1640 is coupled to a rename/
allocator unit 1652 in the execution engine unit 1650.

[0212] The execution engine unit 1650 includes the
rename/allocator unit 1652 coupled to a retirement unit 1654
and a set of one or more scheduler unit(s) 1656. The
scheduler unit(s) 1656 represents any number of different
schedulers, including reservations stations, central instruc-
tion window, etc. The scheduler unit(s) 1656 is coupled to
the physical register file(s) unit(s) 1658. Each of the physical
register file(s) units 1658 represents one or more physical
register files, different ones of which store one or more
different data types, such as scalar integer, scalar floating
point, packed integer, packed floating point, vector integer,
vector floating point, status (e.g., an instruction pointer that
is the address of the next instruction to be executed), etc. In
one embodiment, the physical register file(s) unit 1658
comprises a vector registers unit, a write mask registers unit,
and a scalar registers unit. These register units may provide
architectural vector registers, vector mask registers, and
general purpose registers. The physical register file(s) unit(s)
1658 is overlapped by the retirement unit 1654 to illustrate
various ways in which register renaming and out-of-order
execution may be implemented (e.g., using a reorder buffer
(s) and a retirement register file(s); using a future file(s), a
history buffer(s), and a retirement register file(s); using a
register maps and a pool of registers; etc.). The retirement
unit 1654 and the physical register file(s) unit(s) 1658 are
coupled to the execution cluster(s) 1660. The execution
cluster(s) 1660 includes a set of one or more execution units
1662 and a set of one or more memory access units 1664.
The execution units 1662 may perform various operations
(e.g., shifts, addition, subtraction, multiplication) and on
various types of data (e.g., scalar floating point, packed
integer, packed floating point, vector integer, vector floating
point). While some embodiments may include a number of
execution units dedicated to specific functions or sets of
functions, other embodiments may include only one execu-
tion unit or multiple execution units that all perform all
functions. The scheduler unit(s) 1656, physical register
file(s) unit(s) 1658, and execution cluster(s) 1660 are shown
as being possibly plural because certain embodiments create
separate pipelines for certain types of data/operations (e.g.,
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a scalar integer pipeline, a scalar floating point/packed
integer/packed floating point/vector integer/vector floating
point pipeline, and/or a memory access pipeline that each
have their own scheduler unit, physical register file(s) unit,
and/or execution cluster—and in the case of a separate
memory access pipeline, certain embodiments are imple-
mented in which only the execution cluster of this pipeline
has the memory access unit(s) 1664). It should also be
understood that where separate pipelines are used, one or
more of these pipelines may be out-of-order issue/execution
and the rest in-order.

[0213] The set of memory access units 1664 is coupled to
the memory unit 1670, which includes a data TLB unit 1672
coupled to a data cache unit 1674 coupled to a level 2 (L2)
cache unit 1676. In one exemplary embodiment, the memory
access units 1664 may include a load unit, a store address
unit, and a store data unit, each of which is coupled to the
data TLB unit 1672 in the memory unit 1670. The instruc-
tion cache unit 1634 is further coupled to a level 2 (L2)
cache unit 1676 in the memory unit 1670. The [.2 cache unit
1676 is coupled to one or more other levels of cache and
eventually to a main memory.

[0214] By way of example, the exemplary register renam-
ing, out-of-order issue/execution core architecture may
implement the pipeline 1600 as follows: 1) the instruction
fetch 1638 performs the fetch and length decoding stages
1602 and 1604; 2) the decode unit 1640 performs the decode
stage 1606; 3) the rename/allocator unit 1652 performs the
allocation stage 1608 and renaming stage 1610; 4) the
scheduler unit(s) 1656 performs the schedule stage 1612; 5)
the physical register file(s) unit(s) 1658 and the memory unit
1670 perform the register read/memory read stage 1614; the
execution cluster 1660 perform the execute stage 1616; 6)
the memory unit 1670 and the physical register file(s) unit(s)
1658 perform the write back/memory write stage 1618; 7)
various units may be involved in the exception handling
stage 1622; and 8) the retirement unit 1654 and the physical
register file(s) unit(s) 1658 perform the commit stage 1624.
[0215] The core 1690 may support one or more instruc-
tions sets (e.g., the x86 instruction set (with some extensions
that have been added with newer versions); the MIPS
instruction set of MIPS Technologies of Sunnyvale, CA; the
ARM instruction set (with optional additional extensions
such as NEON) of ARM Holdings of Sunnyvale, CA),
including the instruction(s) described herein. In one embodi-
ment, the core 1690 includes logic to support a packed data
instruction set extension (e.g., AVX1, AVX2), thereby allow-
ing the operations used by many multimedia applications to
be performed using packed data.

[0216] It should be understood that the core may support
multithreading (executing two or more parallel sets of
operations or threads), and may do so in a variety of ways
including time sliced multithreading, simultaneous multi-
threading (where a single physical core provides a logical
core for each of the threads that physical core is simultane-
ously multithreading), or a combination thereof (e.g., time
sliced fetching and decoding and simultaneous multithread-
ing thereafter such as in the Intel® Hyper-Threading tech-
nology).

[0217] While register renaming is described in the context
of out-of-order execution, it should be understood that
register renaming may be used in an in-order architecture.
While the illustrated embodiment of the processor also
includes separate instruction and data cache units 1634/1674



US 2025/0036751 Al

and a shared L2 cache unit 1676, alternative embodiments
may have a single internal cache for both instructions and
data, such as, for example, a Level 1 (L1) internal cache, or
multiple levels of internal cache. In some embodiments, the
system may include a combination of an internal cache and
an external cache that is external to the core and/or the
processor. Alternatively, all of the cache may be external to
the core and/or the processor.

Specific Exemplary In-Order Core Architecture

[0218] FIGS. 17A-B illustrate a block diagram of a more
specific exemplary in-order core architecture, which core
would be one of several logic blocks (including other cores
of the same type and/or different types) in a chip. The logic
blocks communicate through a high-bandwidth interconnect
network (e.g., a ring network) with some fixed function
logic, memory I/O interfaces, and other necessary I/O logic,
depending on the application.

[0219] FIG. 17A is a block diagram of a single processor
core, along with its connection to the on-die interconnect
network 1702 and with its local subset of the Level 2 (L2)
cache 1704, according to embodiments of the disclosure. In
one embodiment, an instruction decode unit 1700 supports
the x86 instruction set with a packed data instruction set
extension. An L1 cache 1706 allows low-latency accesses to
cache memory into the scalar and vector units. While in one
embodiment (to simplify the design), a scalar unit 1708 and
a vector unit 1710 use separate register sets (respectively,
scalar registers 1712 and vector registers 1714) and data
transferred between them is written to memory and then read
back in from a level 1 (L1) cache 1706, alternative embodi-
ments of the disclosure may use a different approach (e.g.,
use a single register set or include a communication path that
allow data to be transferred between the two register files
without being written and read back).

[0220] The local subset of the .2 cache 1704 is part of a
global 1.2 cache that is divided into separate local subsets,
one per processor core. Each processor core has a direct
access path to its own local subset of the 1.2 cache 1704.
Data read by a processor core is stored in its [.2 cache subset
1704 and can be accessed quickly, in parallel with other
processor cores accessing their own local L2 cache subsets.
Data written by a processor core is stored in its own L2
cache subset 1704 and is flushed from other subsets, if
necessary. The ring network ensures coherency for shared
data. The ring network is bi-directional to allow agents such
as processor cores, [.2 caches and other logic blocks to
communicate with each other within the chip. Each ring
data-path is 1012-bits wide per direction.

[0221] FIG. 17B is an expanded view of part of the
processor core in FIG. 17A according to embodiments of the
disclosure. FIG. 17B includes an L1 data cache 1706A part
of the LL1 cache 1704, as well as more detail regarding the
vector unit 1710 and the vector registers 1714. Specifically,
the vector unit 1710 is a 16-wide vector processing unit
(VPU) (see the 16-wide AL U 1728), which executes one or
more of integer, single-precision float, and double-precision
float instructions. The VPU supports swizzling the register
inputs with swizzle unit 1720, numeric conversion with
numeric convert units 1722A-B, and replication with repli-
cation unit 1724 on the memory input. Write mask registers
1726 allow predicating resulting vector writes.

[0222] FIG. 18 is a block diagram of a processor 1800 that
may have more than one core, may have an integrated
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memory controller, and may have integrated graphics
according to embodiments of the disclosure. The solid lined
boxes in FIG. 18 illustrate a processor 1800 with a single
core 1802A, a system agent 1810, a set of one or more bus
controller units 1816, while the optional addition of the
dashed lined boxes illustrates an alternative processor 1800
with multiple cores 1802A-N, a set of one or more integrated
memory controller unit(s) 1814 in the system agent unit
1810, and special purpose logic 1808.

[0223] Thus, different implementations of the processor
1800 may include: 1) a CPU with the special purpose logic
1808 being integrated graphics and/or scientific (through-
put) logic (which may include one or more cores), and the
cores 1802A-N being one or more general purpose cores
(e.g., general purpose in-order cores, general purpose out-
of-order cores, a combination of the two); 2) a coprocessor
with the cores 1802A-N being a large number of special
purpose cores intended primarily for graphics and/or scien-
tific (throughput); and 3) a coprocessor with the cores
1802A-N being a large number of general purpose in-order
cores. Thus, the processor 1800 may be a general-purpose
processor, coprocessor or special-purpose processor, such
as, for example, a network or communication processor,
compression engine, graphics processor, GPGPU (general
purpose graphics processing unit), a high-throughput many
integrated core (MIC) coprocessor (including 30 or more
cores), embedded processor, or the like. The processor may
be implemented on one or more chips. The processor 1800
may be a part of and/or may be implemented on one or more
substrates using any of a number of process technologies,
such as, for example, BICMOS, CMOS, or NMOS.

[0224] The memory hierarchy includes one or more levels
of cache within the cores, a set or one or more shared cache
units 1806, and external memory (not shown) coupled to the
set of integrated memory controller units 1814. The set of
shared cache units 1806 may include one or more mid-level
caches, such as level 2 (L2), level 3 (L3), level 4 (L4), or
other levels of cache, a last level cache (LLC), and/or
combinations thereof. While in one embodiment a ring
based interconnect unit 1812 interconnects the integrated
graphics logic 1808, the set of shared cache units 1806, and
the system agent unit 1810/integrated memory controller
unit(s) 1814, alternative embodiments may use any number
of well-known techniques for interconnecting such units. In
one embodiment, coherency is maintained between one or
more cache units 1806 and cores 1802-A-N.

[0225] In some embodiments, one or more of the cores
1802A-N are capable of multi-threading. The system agent
1810 includes those components coordinating and operating
cores 1802A-N. The system agent unit 1810 may include for
example a power control unit (PCU) and a display unit. The
PCU may be or include logic and components needed for
regulating the power state of the cores 1802A-N and the
integrated graphics logic 1808. The display unit is for
driving one or more externally connected displays.

[0226] The cores 1802A-N may be homogenous or het-
erogeneous in terms of architecture instruction set; that is,
two or more of the cores 1802A-N may be capable of
execution the same instruction set, while others may be
capable of executing only a subset of that instruction set or
a different instruction set.
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Exemplary Computer Architectures

[0227] FIGS. 19-22 are block diagrams of exemplary
computer architectures. Other system designs and configu-
rations known in the arts for laptops, desktops, handheld
PCs, personal digital assistants, engineering workstations,
servers, network devices, network hubs, switches, embed-
ded processors, digital signal processors (DSPs), graphics
devices, video game devices, set-top boxes, micro control-
lers, cell phones, portable media players, hand held devices,
and various other electronic devices, are also suitable. In
general, a huge variety of systems or electronic devices
capable of incorporating a processor and/or other execution
logic as disclosed herein are generally suitable.

[0228] Referring now to FIG. 19, shown is a block dia-
gram of a system 1900 in accordance with one embodiment
of the present disclosure. The system 1900 may include one
or more processors 1910, 1915, which are coupled to a
controller hub 1920. In one embodiment the controller hub
1920 includes a graphics memory controller hub (GMCH)
1990 and an Input/Output Hub (IOH) 1950 (which may be
on separate chips); the GMCH 1990 includes memory and
graphics controllers to which are coupled memory 1940 and
a coprocessor 1945; the IOH 1950 is couples input/output
(I/O) devices 1960 to the GMCH 1990. Alternatively, one or
both of the memory and graphics controllers are integrated
within the processor (as described herein), the memory 1940
and the coprocessor 1945 are coupled directly to the pro-
cessor 1910, and the controller hub 1920 in a single chip
with the IOH 1950. Memory 1940 may include user and/or
supervisor code 1940A, for example, to store code that when
executed causes a processor to perform any method of this
disclosure.

[0229] The optional nature of additional processors 1915
is denoted in FIG. 19 with broken lines. Each processor
1910, 1915 may include one or more of the processing cores
described herein and may be some version of the processor
1800.

[0230] The memory 1940 may be, for example, dynamic
random access memory (DRAM), phase change memory
(PCM), or a combination of the two. For at least one
embodiment, the controller hub 1920 communicates with
the processor(s) 1910, 1915 via a multi-drop bus, such as a
frontside bus (FSB), point-to-point interface such as Quick-
path Interconnect (QPI), or similar connection 1995.
[0231] In one embodiment, the coprocessor 1945 is a
special-purpose processor, such as, for example, a high-
throughput MIC processor, a network or communication
processor, compression engine, graphics processor, GPGPU,
embedded processor, or the like. In one embodiment, con-
troller hub 1920 may include an integrated graphics accel-
erator.

[0232] There can be a variety of differences between the
physical resources 1910, 1915 in terms of a spectrum of
metrics of merit including architectural, microarchitectural,
thermal, power consumption characteristics, and the like.

[0233] In one embodiment, the processor 1910 executes
instructions that control data processing operations of a
general type. Embedded within the instructions may be
coprocessor instructions. The processor 1910 recognizes
these coprocessor instructions as being of a type that should
be executed by the attached coprocessor 1945. Accordingly,
the processor 1910 issues these coprocessor instructions (or
control signals representing coprocessor instructions) on a
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coprocessor bus or other interconnect, to coprocessor 1945.
Coprocessor(s) 1945 accept and execute the received copro-
cessor instructions.

[0234] Referring now to FIG. 20, shown is a block dia-
gram of a first more specific exemplary system 2000 in
accordance with an embodiment of the present disclosure.
As shown in FIG. 20, multiprocessor system 2000 is a
point-to-point interconnect system, and includes a first pro-
cessor 2070 and a second processor 2080 coupled via a
point-to-point interconnect 2050. Each of processors 2070
and 2080 may be some version of the processor 1800. In one
embodiment of the disclosure, processors 2070 and 2080 are
respectively processors 1910 and 1915, while coprocessor
2038 is coprocessor 1945. In another embodiment, proces-
sors 2070 and 2080 are respectively processor 1910 copro-
cessor 1945.

[0235] Processors 2070 and 2080 are shown including
integrated memory controller (IMC) units 2072 and 2082,
respectively. Processor 2070 also includes as part of its bus
controller units point-to-point (P-P) interfaces 2076 and
2078; similarly, second processor 2080 includes P-P inter-
faces 2086 and 2088. Processors 2070, 2080 may exchange
information via a point-to-point (P-P) interface 2050 using
P-P interface circuits 2078, 2088. As shown in FIG. 20,
IMCs 2072 and 2082 couple the processors to respective
memories, namely a memory 2032 and a memory 2034,
which may be portions of main memory locally attached to
the respective processors.

[0236] Processors 2070, 2080 may each exchange infor-
mation with a chipset 2090 via individual P-P interfaces
2052, 2054 using point to point interface circuits 2076,
2094, 2086, 2098. Chipset 2090 may optionally exchange
information with the coprocessor 2038 via a high-perfor-
mance interface 2039. In one embodiment, the coprocessor
2038 is a special-purpose processor, such as, for example, a
high-throughput MIC processor, a network or communica-
tion processor, compression engine, graphics processor,
GPGPU, embedded processor, or the like.

[0237] A shared cache (not shown) may be included in
either processor or outside of both processors, yet connected
with the processors via P-P interconnect, such that either or
both processors’ local cache information may be stored in
the shared cache if a processor is placed into a low power
mode.

[0238] Chipset 2090 may be coupled to a first bus 2016 via
an interface 2096. In one embodiment, first bus 2016 may be
a Peripheral Component Interconnect (PCI) bus, or a bus
such as a PCI Express bus or another third generation 1/0
interconnect bus, although the scope of the present disclo-
sure is not so limited.

[0239] As shown in FIG. 20, various I/O devices 2014
may be coupled to first bus 2016, along with a bus bridge
2018 which couples first bus 2016 to a second bus 2020. In
one embodiment, one or more additional processor(s) 2015,
such as coprocessors, high-throughput MIC processors,
GPGPU’s, accelerators (such as, e.g., graphics accelerators
or digital signal processing (DSP) units), field program-
mable gate arrays, or any other processor, are coupled to first
bus 2016. In one embodiment, second bus 2020 may be a
low pin count (LPC) bus. Various devices may be coupled to
a second bus 2020 including, for example, a keyboard and/or
mouse 2022, communication devices 2027 and a storage
unit 2028 such as a disk drive or other mass storage device
which may include instructions/code and data 2030, in one
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embodiment. Further, an audio I/O 2024 may be coupled to
the second bus 2020. Note that other architectures are
possible. For example, instead of the point-to-point archi-
tecture of FIG. 20, a system may implement a multi-drop bus
or other such architecture.

[0240] Referring now to FIG. 21, shown is a block dia-
gram of a second more specific exemplary system 2100 in
accordance with an embodiment of the present disclosure.
Like elements in FIGS. 20 and 21 bear like reference
numerals, and certain aspects of FIG. 20 have been omitted
from FIG. 21 in order to avoid obscuring other aspects of
FIG. 21.

[0241] FIG. 21 illustrates that the processors 2070, 2080
may include integrated memory and /O control logic
(“CL”) 2072 and 2082, respectively. Thus, the CL 2072,
2082 include integrated memory controller units and include
1/0 control logic. FIG. 21 illustrates that not only are the
memories 2032, 2034 coupled to the CL. 2072, 2082, but also
that 1/O devices 2114 are also coupled to the control logic
2072, 2082. Legacy /O devices 2115 are coupled to the
chipset 2090.

[0242] Referring now to FIG. 22, shown is a block dia-
gram of a SoC 2200 in accordance with an embodiment of
the present disclosure. Similar elements in FIG. 18 bear like
reference numerals. Also, dashed lined boxes are optional
features on more advanced SoCs. In FIG. 22, an interconnect
unit(s) 2202 is coupled to: an application processor 2210
which includes a set of one or more cores 1802A-N and
shared cache unit(s) 1806; a system agent unit 1810; a bus
controller unit(s) 1816; an integrated memory controller
unit(s) 1814; a set or one or more coprocessors 2220 which
may include integrated graphics logic, an image processor,
an audio processor, and a video processor; an static random
access memory (SRAM) unit 2230; a direct memory access
(DMA) unit 2232; and a display unit 2240 for coupling to
one or more external displays. In one embodiment, the
coprocessor(s) 2220 include a special-purpose processor,
such as, for example, a network or communication proces-
sor, compression engine, GPGPU, a high-throughput MIC
processor, embedded processor, or the like.

[0243] Embodiments (e.g., of the mechanisms) disclosed
herein may be implemented in hardware, software, firm-
ware, or a combination of such implementation approaches.
Embodiments of the disclosure may be implemented as
computer programs or program code executing on program-
mable systems comprising at least one processor, a storage
system (including volatile and non-volatile memory and/or
storage elements), at least one input device, and at least one
output device.

[0244] Program code, such as code 2030 illustrated in
FIG. 20, may be applied to input instructions to perform the
functions described herein and generate output information.
The output information may be applied to one or more
output devices, in known fashion. For purposes of this
application, a processing system includes any system that
has a processor, such as, for example; a digital signal
processor (DSP), a microcontroller, an application specific
integrated circuit (ASIC), or a microprocessor.

[0245] The program code may be implemented in a high
level procedural or object oriented programming language to
communicate with a processing system. The program code
may also be implemented in assembly or machine language,
if desired. In fact, the mechanisms described herein are not
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limited in scope to any particular programming language. In
any case, the language may be a compiled or interpreted
language.

[0246] One or more aspects of at least one embodiment
may be implemented by representative instructions stored on
a machine-readable medium which represents various logic
within the processor, which when read by a machine causes
the machine to fabricate logic to perform the techniques
described herein. Such representations, known as “IP cores”
may be stored on a tangible, machine readable medium and
supplied to various customers or manufacturing facilities to
load into the fabrication machines that actually make the
logic or processor.

[0247] Such machine-readable storage media may
include, without limitation, non-transitory, tangible arrange-
ments of articles manufactured or formed by a machine or
device, including storage media such as hard disks, any
other type of disk including floppy disks, optical disks,
compact disk read-only memories (CD-ROMs), compact
disk rewritables (CD-RWs), and magneto-optical disks,
semiconductor devices such as read-only memories
(ROMs), random access memories (RAMs) such as dynamic
random access memories (DRAMs), static random access
memories (SRAMs), erasable programmable read-only
memories (EPROMs), flash memories, electrically erasable
programmable read-only memories (EEPROMs), phase
change memory (PCM), magnetic or optical cards, or any
other type of media suitable for storing electronic instruc-
tions.

[0248] Accordingly, embodiments of the disclosure also
include non-transitory, tangible machine-readable media
containing instructions or containing design data, such as
Hardware Description Language (HDL), which defines
structures, circuits, apparatuses, processors and/or system
features described herein. Such embodiments may also be
referred to as program products.

Emulation (Including Binary Translation, Code Morphing,
Etc.)

[0249] In some cases, an instruction converter may be
used to convert an instruction from a source instruction set
to a target instruction set. For example, the instruction
converter may translate (e.g., using static binary translation,
dynamic binary translation including dynamic compilation),
morph, emulate, or otherwise convert an instruction to one
or more other instructions to be processed by the core. The
instruction converter may be implemented in software, hard-
ware, firmware, or a combination thereof. The instruction
converter may be on processor, off processor, or part on and
part off processor.

[0250] FIG. 23 is a block diagram contrasting the use of a
software instruction converter to convert binary instructions
in a source instruction set to binary instructions in a target
instruction set according to embodiments of the disclosure.
In the illustrated embodiment, the instruction converter is a
software instruction converter, although alternatively the
instruction converter may be implemented in software, firm-
ware, hardware, or various combinations thereof. FIG. 23
shows a program in a high level language 2302 may be
compiled using an x86 compiler 2304 to generate x86 binary
code 2306 that may be natively executed by a processor with
at least one x86 instruction set core 2316. The processor with
at least one x86 instruction set core 2316 represents any
processor that can perform substantially the same functions
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as an Intel® processor with at least one x86 instruction set
core by compatibly executing or otherwise processing (1) a
substantial portion of the instruction set of the Intel® x86
instruction set core or (2) object code versions of applica-
tions or other software targeted to run on an Intel® processor
with at least one x86 instruction set core, in order to achieve
substantially the same result as an Intel® processor with at
least one x86 instruction set core. The x86 compiler 2304
represents a compiler that is operable to generate x86 binary
code 2306 (e.g., object code) that can, with or without
additional linkage processing, be executed on the processor
with at least one x86 instruction set core 2316. Similarly,
FIG. 23 shows the program in the high level language 2302
may be compiled using an alternative instruction set com-
piler 2308 to generate alternative instruction set binary code
2310 that may be natively executed by a processor without
at least one x86 instruction set core 2314 (e.g., a processor
with cores that execute the MIPS instruction set of MIPS
Technologies of Sunnyvale, CA and/or that execute the
ARM instruction set of ARM Holdings of Sunnyvale, CA).
The instruction converter 2312 is used to convert the x86
binary code 2306 into code that may be natively executed by
the processor without an x86 instruction set core 2314. This
converted code is not likely to be the same as the alternative
instruction set binary code 2310 because an instruction
converter capable of this is difficult to make; however, the
converted code will accomplish the general operation and be
made up of instructions from the alternative instruction set.
Thus, the instruction converter 2312 represents software,
firmware, hardware, or a combination thereof that, through
emulation, simulation or any other process, allows a pro-
cessor or other electronic device that does not have an x86
instruction set processor or core to execute the x86 binary
code 2306.

Malicious Single Stepping and One Stepping of TEEs

[0251] As described above, researchers have focused on
methods that induce interrupts or exceptions to maliciously
single-step (e.g., SGX-Step) or zero-step the TEE (e.g.,
Microscope replay attack, PLATYPUS power side-channel
attack). During single-stepping or zero-stepping, a malicious
hypervisor or operating system (OS) may be able to increase
the granularity of side channel information which can be
collected during the TEE processing. Analyzing side chan-
nel information is a method that can be used to infer
information, such as instruction flows and data, about the
TEE. Thus, there is value in techniques that can mitigate
these attack techniques, specifically single-stepping and
zero-stepping of TEEs.

[0252] To address these and other enhancements,
described herein are tools and techniques that address the
common root causes among all of these attack techniques:
single-stepping and zero-stepping of TEEs. In some
examples, solutions can be predicated on a mechanism to
deliver software notifications whenever the TEE encounters
an asynchronous exit. For example, AEX Notify is an
extension to Intel SGX that raises an in-enclave software
handler when there is an asynchronous enclave exit (AEX).
When specific control bits are set, the leaf instruction
ENCLU[ERESUME] will call the AEX handler instead of
directly resuming the interrupted enclave application. Some
embodiments described herein provide in-enclave software
mitigation techniques that make use of the AEX Notify
feature.
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[0253] The various techniques and technologies described
herein can be combined with the AEX Notify instruction set
architecture (ISA) to detect and prevent single-stepping and
zero-stepping of a TEE. Described herein are detection
techniques including: (1) monitoring forward execution
progress via instrumentation and notification, (2) detecting
faults to enforce a contract between the enclave and OS/hy-
pervisor, and (3) counting the number of AEX during TEE
execution either with a new AEX Counter or with a spe-
cialized AEX Notify handler. Similarly, described herein are
prevention techniques including: (1) a software-based tech-
nique called memory tickling to warm up TEE memory, and
(2) a software-based technique that uses transient execution
to preload instruction cache.

Detection Techniques

[0254] In some examples, a detection technique which
comprises monitoring forward execution progress via instru-
mentation and notification may be implemented. The pres-
ence of an asynchronous exiting event software handler can
allow the TEE to monitor forward progress. A lack of
sufficient forward progress could indicate that the TEE is
being single-stepped.

[0255] FIG. 24 is a flow diagram illustrating operations in
a method for monitoring forward execution progress via
instrumentation and notification in accordance with one
embodiment of the present disclosure. At operation 2410 the
enclave compiler can instrument each basic block to incre-
ment a per-thread trusted counter. The counter can track the
number of basic blocks executed by the enclave, the number
of instructions executed, or another performance metric. At
operation 2415, each time the enclave resumes into the
handler, the current count can be compared to one or more
previous values of the counter. In some examples, the
enclave may define a threshold (n) corresponding to a
minimum requirement for forward progress. If, at operation
2420, the median of the previous m counter deltas falls
below n, then the enclave may be under attack and error may
be generated notify a trusted remote party. For example, if
n=5 and m=10, then the previous interrupts recorded for-
ward progress measurements of 2, 0, 1, 900, 2, 10,000, 2, 0,
1, 1 blocks. The median forward progress is 2 blocks, which
is less than the threshold of 5, so the enclave may conclude
that it may be under attack and trigger an appropriate error
message.

[0256] In some examples a detection technique which
comprises detecting faults to enforce a contract between the
enclave and an operating system (e.g., hypervisor) may be
implemented. FIG. 25 is a flow diagram illustrating opera-
tions in a method for detecting faults to enforce a contract
between the enclave and an operating system in accordance
with one embodiment of the present disclosure. Referring to
FIG. 25, at operation 2510 the handler can monitor the
frequency of faults, such as page faults, which can also be
used by a malicious adversary to single-step an enclave. At
operation 2515, the handler can monitor, for example, how
many instructions have been executed between each
detected page fault. At operation 2520 an error may be
generated if the frequency of detected page faults exceeds a
threshold. In addition, the TEE may implement procedure to
abort execution, to attempt to notify the process owner, or
may deploy another prevention countermeasure.
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[0257] The TEE may also use a software mechanism (e.g.,
an API) to establish a static or dynamic contract on enclave
page locking with the untrusted OS/VMM. An example
might look like the UNIX mlock( ) API, by which the
enclave could request that the OS/VMM not page out a
contiguous region of enclave memory until a symmetric
munlock( ) is invoked. If the OS/VMM accepts (e.g., mlock(
) returns true) then a detected page fault within a locked
region can be interpreted by the TEE as a breach of the
contract, and therefore that the host OS/VMM may be
malicious. The TEE may then choose to abort, attempt to
notify its owner, or deploy some other prevention counter-
measures (such as those described elsewhere in this inven-
tion). If the OS/VMM does not accept (e.g., mlock( ) returns
false), then the TEE may assume that it cannot safely use this
memory safely. If the TEE is sufficiently small, then it may
be possible to “lock™ and protect the entire TEE in this
manner.

[0258] In some examples a detection technique which
comprises counting the number of AEX during TEE execu-
tion may be implemented. FIG. 26 is a flow diagram
illustrating operations in a method for counting the number
of AEX during TEE execution in accordance with one
embodiment of the present disclosure. Referring to FIG. 26,
at operation 2610 a hardware counter, referred to herein as
an AEX counter, increments on the occurrence of each AEX.
At operation 2615 an error is generated if the number of
AEX occurrences exceeds a threshold.

[0259] The design of an AEX counter may comprise three
components: the counter itself, a counting mechanism, and
the interaction with software. For instance, an embodiment
of the AEX counter can be implemented in SGX as a field
in the SSA, TCS, or a new hardware register. An AEX
counter may be implemented as a monotonic counter. An
embodiment of the counter could increment at either TEE
exit or TEE re-entry.

[0260] In some examples the AEX counter provides a
trusted mechanism to detect unexpected AEXs during
enclave execution. The security property of AEX counter is
guaranteed by hardware. By contrast, software-only solu-
tions cannot guarantee the correct delivery of the number of
AEXs. A basic usage model is to detect AEX when execut-
ing a piece of security-sensitive code that do not tolerate
attacks enabled by malicious interrupts.

[0261] FIG. 27 is a segment of pseudo-code 2700 illus-
trating operations in a method for counting the number of
AEX during TEE execution in accordance with one embodi-
ment of the present disclosure. Referring to FIG. 27, the
function sensitive_crypto( ) performs a key generation
operation and is executed in a TEE (e.g., an SGX enclave).
The key generation process may leak the secret key if it is
frequently interrupted to allow the outside party to perform
attacks such as single-step attacks. Therefore, ado . . . while(
) loop is used to wrap the key generation operations with
attack detection based on the proposed AEX counter. The
AEX counter is cleared before generating a key and checked
after it completes. If the counter value is incremented over
a user-specified threshold, it suggests that too many inter-
rupts occurred during the process and an attacker may be
attempting to single step or zero step the enclave. Therefore,
there is a need to restart the key generation until it is
completed without attack potential. In some examples the
AEX counter only serves as the detection, but it does not
limit the attack prevention method. In FIG. 27, the attack
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prevention is to simply restart the sensitive operation, but
other attack prevention schemes can also be applied.

Prevention Techniques

[0262] The software mitigation techniques in this inven-
tion comprise two techniques that can be implemented by an
asynchronous exiting event software handler, referred to
herein as a handler, such as AEX Notify handler. The two
techniques address the detection and prevention of single-
stepping attacks against TEEs such as Intel SGX.

[0263] A first mitigation technique described here may be
referred to as memory tickling. In some examples, the
SGX-Step operates by manipulating SGX-Step also benefits
from long TEE instruction latencies—this makes it easier for
the tool to precisely land an interrupt at an adversary-chosen
TEE instruction. The latency of TEE instructions can be
decreased by warming up instructions and data, for example,
by preloading them. A TEE can use a handler to prefetch/
warm a portion of TEE memory that is likely to be used
following the handler, thus reducing the effectiveness of a
single-stepping tool like SGX-Step.

[0264] To determine the range of the TEE memory to
tickle, multiple options could be applied. For instance, one
approach may be referred to as decode-and-tickle. It begins
with tickling the first few instructions that are executed
following the handler. FIG. 28 is a flow diagram illustrating
operations in a mitigation method in accordance with one
embodiment of the present disclosure. In some examples
software instruction decoder in the TEE may determine, at
operation 2810, which memory addresses will be accessed
by the first few TEE instructions, and at operation 2815,
tickling will be done on those memory addresses. This will
warm up the CPU’s cache and translation lookaside buffers
(TLBs), and also set any A/D-bits that may have been unset
by a malicious OS/VMM. Hence these first few TEE instruc-
tions should exhibit a much lower latency when they are
actually executed after the handler returns to the main TEE
flow. In another example, a dynamic workset may be main-
tained by the handler. The workset may include a certain
number of TEE code pages, stack pages and heap pages. For
example, in one construction the workset may record the
most recently used memory pages. Every time the handler is
raised due to a TEE exit, all the cachelines of the pages in
the workset will be tickled.

[0265] A second mitigation technique may utilize transient
execution to preload caches and or translation lookaside
buffers (TLBs). In some examples the CPU may execute the
first few instructions in a workset by inducing branch
speculation, then squashing the instructions, to warm up the
cache without changing any architectural state. This
approach is that it will not cause architectural changes, for
example, to PTE bits of the pages that are executed/touched
speculatively. However, the instructions, data, and PTEs will
be fetched into the caches and TLBs. FIG. 29 is a segment
of pseudo-code 2900 illustrating operations in a method for
counting the number of AEX during TEE execution in
accordance with one embodiment of the present disclosure.
Referring to FIG. 29, the pseudo-code triggers transient
execution of some target TGT. When fast_counter reaches 0,
the slow_counter will be flushed. If the loop mispredicts that
execution should continue, fast_counter will be decremented
to -1 and TGT will be executed. The execution of TGT will
not stop until the CPU detects that this loop iteration has
been mis-predicted, which may take a long time because
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slow_counter (on which the loop termination depends) had
been flushed to main memory.

Embodiments to Prevent Single-Stepping and
Zero-Stepping of Trusted Execution Environments

[0266] As previously mentioned, during single-stepping
or zero-stepping, a malicious hypervisor or operating system
(OS) may collect side channel information and thus infer
secrets of a trusted execution environment. This problem is
not limited to specific implementations such as SGX, but
rather includes all trusted execution environments where
asynchronous exits can be triggered by a privileged adver-
sary. For example, secure encrypted virtualization (SEV)
technology on AMD processors is also susceptible to these
techniques.

[0267] The embodiments described in the previous section
can mitigate malicious single/zero-stepping of a trusted
execution environment (TEE) by “tickling” pages in
memory that will be accessed by the TEE when it resumes
from an asynchronous exit. As used herein, “tickling” the
code page means performing operations related to the code
page, including but not limited to prefetching, preprocess-
ing, and/or pre-evaluating instructions and/or data associ-
ated with the page (e.g., “warming up” the instructions
and/or data by prefetching them). Tickling operations may
also include processing (e.g., decoding or partially decod-
ing) the instructions to determine memory addresses that
will be accessed by the instructions, and making dummy
accesses to those addresses to pre-load the processor cache
and TLBs. In some implementations, a heuristic is used to
tickle the current code page (e.g., inferred from the saved
instruction pointer) and the current stack page (e.g., inferred
from the saved stack pointer).

[0268] The embodiments described below may be used in
combination with the above-described embodiments or may
be used independently to prevent single- and zero-stepping
of TEEs. These embodiments decode instructions without
leaking information. In particular, the techniques described
below can be used to determine (a) whether the next
instruction will access memory, (b) the address of the
heap/global/thread-local memory access, and (c) the access
type (read/write). By way of example, and not limitation,
these embodiments can prevent the following instruction
from being single/zero-stepped, even if its memory operand
does not refer to stack memory:

[0269] MOV RAX, QWORD PTR [RBX+RDI*8+
0x80].

When used in combination with the above-described
embodiments, these implementations dramatically increase
the instruction coverage of the SGX single/zero-step miti-
gation.

[0270] In particular, one embodiment determines the cor-
rect set of pages to be tickled and the permissions to be
checked for each page while ensuring that the mitigation
does not leak information about enclave/TEE execution. In
particular, one or more of the following techniques may be
implemented:

[0271] 1. Dynamically decode or partially decode the
instruction and calculate the memory address. A
decoder/disassembler can be used to dynamically
decode the next instruction and calculate the memory
address it will access. Additional details of this tech-
nique are provided below. Dynamic decoding only
introduces on-demand overhead when an interrupt
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occurs. It requires no changes to the binary and can
properly handle dynamically-loaded code segments or
libraries.

[0272] 2. In one embodiment, page fault information or
extended page table violation information is exposed to
the trusted execution environment. The mitigation
operations then make use of this information to tickle
the page(s) that faulted.

[0273] 3. In some implementations, the working set of
enclaves are tracked by applying a binary rewriter to
instrument the enclave to record the memory-access
information prior to each memory access (or after each
memory access). These implementations use this infor-
mation to determine which pages were recently
accessed and tickle those pages. The binary rewriter
logic can record the memory address that the instruc-
tion will access at runtime and the mitigation handler
can identify the pages to be tickled.

[0274] 4. Additionally, some embodiments statically
encode the mapping from the instruction to its memory
access. In these embodiments, binary rewriting logic
(e.g., a software tool) may be configured to scan the
enclave binary and build a data structure (e.g., a table)
that maps from the IP to the corresponding memory
address encoding for each enclave instruction that
accesses heap/global memory. This mitigation may
perform a lookup in the data structure each time to find
the pages to be tickled.

[0275] Some embodiments of the invention utilize all (or
a subset) of the above techniques, each of which provides
particular advantages.

[0276] A method in accordance with one embodiment of
the invention is illustrated in FIG. 30. The method may be
implemented on the various processor and system architec-
tures described herein, but is not limited to any particular
architecture.

[0277] At 3001, a handler is executed in response to an
interrupt or exception. For example, a particular interrupt
handler may be triggered based on the type of interrupt or a
particular exception handler may be triggered based on the
type of exception. After managing the interrupt or exception,
the corresponding handler returns program flow from the
point in the instruction stream where the interrupt occurred.

[0278] At 3002, the pages to be accessed by the next
instruction (i.e., the instruction at the point the interrupt/
exception occurred) are identified. For example, the handler
(or other logic or code sequence) may identify the memory
address within any type of memory to access various types
of information including, but not limited to code segments,
stack data, heap data, static data, and thread local data that
the next instruction is going to access.

[0279] At 3003, the identified memory pages are pre-
evaluated (or otherwise tickled as described herein). This
pre-evaluation may be performed, for example, by deter-
mining the addresses from which to load cache lines and
TLB translations with correct permissions. Corresponding
address translation metadata (e.g., page table entry A/D-bits)
may also be set at this stage. In some implementations, the
interrupt handler may process (e.g., decode or partially
decode as described below) one or more instructions at the
interrupt/exception point to determine the addresses.
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[0280] At 3004, execution is resumed, starting with the
instruction at the point where the interrupt/exception
occurred (for example, via an indirect jump). The instruction
sequence continues from this point forward.

[0281] In one embodiment, the interrupt or exception
handler is configured to tickle all pages that will be accessed
by the subsequent instructions inside the enclave (e.g., at
3003 in FIG. 30) without leaking information about the
trusted environment (e.g., the TEE in some embodiments).
To hide the instruction information from a malicious adver-
sary, one embodiment implements a constant-time decoder
which adheres to constant-time programming principles. For
example, in accordance with these principles, the latency,
memory access pattern, and/or potentially other variables
must not vary with respect to the instruction that is being
decoded. To correctly tickle all the necessary pages, these
implementations only need to learn the memory access
information for a given instruction instead of fully disas-
sembling the instruction. With these two requirements, the
threat surface of the trusted execution environment is not
increased, and significantly lower performance overhead is
introduced compared with fully disassembling the given
instruction.

[0282] By way of example, and not limitation, one imple-
mentation includes a constant-time decoder which deter-
mines the memory address of the instruction at the point
where the interrupt/exception occurred. The output may
include an indication as to whether the instruction will
access the memory. If so, the memory address the instruction
will access is determined as well as an indication as to
whether the access will be a read or a write (or both).

[0283] Some embodiments of a constant-time decoder (1)
only decodes part of the instruction’s semantics (i.e., the
memory access information), and (2) only decodes certain
instructions of the instruction set (i.e., only certain types of
memory access instructions).

[0284] FIG. 31 illustrates one embodiment of a constant-
time decoder (CTD) 3100 which processes an instruction in
three stages 3101-3103. The first stage includes partial
decoder 3101 which performs decoding operations which
are sufficient to evaluate memory accesses of one or more
instructions following the interrupt/exception point. For
example, “ADD [EAX], EBX” is an instruction that reads a
doubleword from memory whose address is held in EAX,
adds to it the value held in EBX, and writes the sum back to
the same memory location. The partial decoder 3101 per-
forms decoding operations to identify the write to memory
operation, but is not required to perform further decoding
with respect to the non-memory operands (e.g., register
EBX) or the results of the instruction (e.g., “writes the sum”
in the example).

[0285] In one embodiment, the operations of the partial
decoder 3101 are table-driven. For example, one or more
tables 3110 may be indexed by the 1-byte numerical value
of prefixes and 1-byte opcodes 3115. For each prefix/opcode
supported, the corresponding table entry encodes the infor-
mation regarding how that byte affects the calculation of
memory operand address 3120 and access type 3119. By
way of example, and not limitation, a REX prefix contains
the most significant bits of the base and index register
indices, and an FS prefix adds the base of the FS segment to

Jan. 30, 2025

the final operand address. An instruction opcode terminates
the prefix sequence, indicates the access type (i.e., None/
Read/Write/Execute) and implies the location of the
ModRM byte (which follows the opcode immediately). A
2-byte opcode may be considered a 1-byte opcode preceded
by the special prefix OFh, which may change the access type
but not the memory address. A 3-byte opcode is primarily
used for SIMD instructions in constant-time code, the con-
stant time decoder 3100 does not need to evaluate their
memory operands.

[0286] In one embodiment, the partial decoder 3101 also
generates a Boolean “valid” indication 3118 to indicate the
validity of the memory operand address 3120 and access
type 3119. When valid is high (e.g., a value of 1), the
memory operand address 3120 and access type 3119 are
valid for the decoded instruction and can be used by the
mitigation to tickle the memory as described herein. When
valid is low (e.g., a value of 0), this may indicate that the
instruction is not one that the constant-time decoder 3100
can decode.

[0287] One implementation of the constant time decoder
3100 includes two tables 3110, one which is indexed by
prefixes and 1-byte opcodes and the other which is indexed
by (the 2nd byte of) 2-byte opcodes. In this embodiment, any
3-byte opcodes are ignored (i.e., treated as if they don’t
access memory). By way of example, and not limitation,
each table entry of this implementation encodes:

[0288] Flags that affect memory address calculation
(e.g., REX.X, REX.B, FS and GS segment overrides).

[0289] The OFh prefix that selects one of the two tables
for determining access type.

[0290] Two bits to encode access type 3119 to indicate
None, Read, Write and Execute.

[0291] One bit indicating the end of the prefix sequence.
If the next byte is the opcode, the access type can be
determined and the partial decode operations terminate.

The flags/bits in the above example add up to 8 bits, so a
corresponding table entry occupies exactly one byte.

[0292] Given that an x64 instruction may have up to 4
prefixes, the input to the above embodiment should be (at
least) the first 6 bytes (4 bytes of prefixes plus 2 bytes of
opcodes) of the instruction to be decoded. This embodiment
looks up each input byte in the tables 3110 and bitwise-OR’s
the table entries to arrive at the set of flags that are in effect,
and outputs those flags along with the location of the
ModRM byte, which immediately follows the opcode.

[0293] To ensure the constant time restriction, one
embodiment of the constant time decoder 3100 implements
a set of guidelines related to x64 support for constant-time
programming and utilizes single-instruction multiple-data
(SIMD) operations for table lookup and CMOVcc/SETcc
instructions to eliminate conditional branches. At a high
level, this implementation operates in a similar manner to
S-Boxes in a block cipher (e.g., AES). More information on
these instructions and their use in constant-time program-
ming is provided below. With the help of these instructions,
the constant time decoder 3100 can achieve high perfor-
mance with wide coverage. Among all the x64 instructions,
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these embodiments of constant time decoder 3100 support
most 1-byte and 2-byte instructions, as indicated in the table
below:

Opcode Opcode
Bytes Type Supported Not supported
1-byte Normal See right x87 instructions VEX/EVEX
opcode opcode instructions
Extensions  All N/A
2-byte Normal All N/A
opcode opcode
Extensions  See right ptwrite/ VMX/xsaves/xsavec
3-byte N/A None All
opcode
[0294] Following the partial decoder 3101, a memory

operand decoder 3102 decodes the part of the instruction
that encodes the memory operand, including the ModRM
byte, the SIB byte (if any) and the displacement (if any). By
combining with the flags from the partial decoder 3101, the
memory operand decoder 3102 indicates whether the
instruction accesses memory and, if so, the Base (if any) and
Index (if any) register indices (e.g., 0=RAX, 1=RCX, .. .,
15=R15, 16=RIP, 17=None), and the displacement. As pre-
viously described, CMOVcc/SETcce instructions may be
used to eliminate conditional branches to ensure constant
time and a constant memory access pattern.

[0295] The final stage of the constant time decoder 3100,
the memory operand address generator 3103, uses the Base
and Index register indices from the memory operand
decoder 3102 to load register values from a processor
context structure and calculate the memory operand address
as Base+Index*Scale+Displacement. Again, SIMD and
CMOVcce/SETec may be used to achieve constant time and
constant memory access pattern. The final output is the
memory operand address 3120, along with the access type
determined by the partial decoder 3101.

[0296] This implementation of the constant time decoder
3100 offers several advantages. For example, being designed
and implemented under the guidelines of constant-time
programming mitigates timing and memory side channel
vulnerabilities and does not leak any sensitive information to
the adversary. In addition, the constant time decoder 3100
dynamically decodes one instruction whenever the trusted
execution environment resumes from an interrupt/exception,
working on-demand without introducing a high performance
overhead.

[0297] Implementations of the constant-time property of
the constant time decoder 3100 have been evaluated and
verified by manually inspecting and applying research tools
on the compilation output binaries. The haybale-pitchfork is
a verification tool to verify the constant time correctness for
a given program at the LLVM intermediate representation
(IR) level. These embodiments of the constant time decoder
3100 passed the haybale-pitchfork verification. Further-
more, the dudect is a black box testing tool to statistically
test the execution time of a program to determine if there are
differences among different inputs. These embodiments of
the constant time decoder 3100 were tested under different
inputs for more than an hour without any violations.
[0298] Background on constant-time programming. Con-
ditional move (CMOVcc) and set byte on condition (SETcc)
are two families of instructions used for constant time
programming. These instructions are combinations of con-
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ditional checks and the MOV or SET operations. Previously,
due to the unexpected conditions, the processor behaves
differently and can be inspected by the adversary. Through
this inspection, the adversary can infer sensitive data. How-
ever, using these instructions, the processor can ensure the
exact same execution no matter the conditions; only the
result can be different, depending on the conditions.
Embodiments of the constant time decoder 3100 rely on
these instructions to ensure functionality without violating
the constant time constraints.

[0299] Single instruction multiple data (SIMD) instruc-
tions are a collection of instructions to apply batch opera-
tions on multiple data. Traditionally, to hide the memory
access patterns of the program, all the entries in the target
range of memory are visited so that the correct one can be
selected. This operation is time consuming and, in in one
embodiment, is optimized using SIMD instructions.

Constant Time Decoding Hardware to Prevent
Single-Stepping and Zero-Stepping of Trusted
Execution Environments

[0300] Inaddition to the foregoing implementations, some
embodiments of the invention include hardware to dynami-
cally decode or partially decode an instruction without
leaking any information about the instruction. These
embodiments include hardware which uses decoded infor-
mation to mitigate malicious single/zero-stepping vulner-
abilities.
[0301] Certain implementations also include techniques
for patching the functionality of the hardware-based decod-
ing. By way of example, and not limitation, FPGA-based
programmable/updatable filters are used in one embodiment
for dynamic in-field customizations based on various poli-
cies. Additionally, telemetry is used or existing telemetry is
extended in some embodiments (e.g., within a Cloud Native
architecture), that can be effectively crowd-sourced by a
fleet manager for auditing, reporting and record keeping.
[0302] In a single/zero-stepped attack, the adversary
resumes the trusted execution environment after an interrupt
or exception and then causes the next instruction in the
instruction stream to fault (i.e., the next instruction from the
point at which the interrupt/exception occurred). This can be
accomplished, for example, by un-mapping page(s) that the
instruction will access. This is called a zero-step and can
lead to information disclosure. The adversary may also
cause the next instruction to execute slowly, for example, by
forcing it to miss in the CPU data caches. When the
instruction retires, the adversary triggers an interrupt, and
thus a single instruction executes. This is called a single-
step.
[0303] The embodiments described above, such as shown
in FIG. 30, include a set of operations to mitigate both
zero-stepping and single-stepping. The embodiments
described below address how to accurately identify the
pages to be accessed (e.g., in operation 3002 of FIG. 30)
without leaking information. In particular, embodiments of
the invention include one or more of:
[0304] (1) circuitry for decoding instructions in con-
stant-time (e.g., to perform operation 3002 in FIG. 30);
[0305] (2) circuitry for using the decoded information to
pre-evaluate (tickle) memory pages (e.g., to perform
operation 3003 in FIG. 30);
[0306] (3) circuitry to patch the hardware constant-time
decoder; and
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[0307]
time.

[0308] The typical role of a hardware-based instruction
decoder is to extract the entire semantics of an instruction so
that the instruction can be executed (or decomposed into
micro-ops that can be executed). In contrast, the hardware-
based instruction decoder of at least one embodiment of the
invention does not require the entire instruction semantics;
it only determines whether the instruction will access
memory and, if so, what memory address will be accessed.
In addition, embodiments of the hardware-based decoder
described herein does no leak (for example, via a side
channel) information related to the decoded instruction.

(4) circuitry to decode an instruction in constant-

[0309] Decoding a portion of instruction semantics is a
proper subset of the behavior of many existing instruction
decoder circuits, and therefore can be met by existing
circuits or reductions thereof, to save die area. Ensuring that
no information is leaked, however, is particularly challeng-
ing for complex instruction set (CISC) architectures, which
have decoder circuits with state machines that have variable
latency and power consumption. For example, an x86
instruction may contain 0, 1, or more prefixes. The state
machine decoder will iterate over these prefixes until it
reaches the first opcode byte, and the number of iterations
for a given instruction may leak information about the
instruction over a side channel. This challenge is not limited
to CISC architectures, as even RISC architectures may have
instructions (possibly in ISA extensions) that entail condi-
tional execution of blocks within the decoder circuits, which
can leak information about the decoded instruction.

[0310] Embodiments of the invention address these vul-
nerabilities. In particular, one embodiment transforms a
CISC-style (possibly prefixed) instruction into an instruction
whose opcode begins at the low-order byte position. A
particular example is provided in the below code sequence,
which performs the transformation in constant time and with
an invariant sequence of operations.

BytelsPrefix[0] := Bytes[0] € Prefixo V... V Bytes[0] € Prefix;;—q;
BytelsPrefix[1] :=

BytelsPrefix[0] A (Bytes[1] € Prefixo V ... V Bytes[1] € Prefixsr—1);

BytelsPrefix[N — 1] := BytelsPrefix[N — 2] A
(Bytes[NV — 1] € Prefixo V ... VBytes[N — 1] € Prefixsr_1);
Bytes := Bytes > BytelsPrefix[0];

Bytes := Bytes > BytelsPrefix[1];

Bytes := Bytes > BytelsPrefix[N —1];

[0311] To intentionally avoid a state machine with a
variable number of state transitions, the above code
sequence is parameterized by the maximum number N of
prefix bytes that can precede an instruction’s opcode and the
number of prefixes M defined by the instruction set archi-
tecture. The output of the code sequence is equal to the input
instruction, shifted by the number of prefix bytes that
precede the instruction’s opcode.
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[0312] FIG. 32 illustrates constant time decoder circuitry
3200 for decoding a plurality of instruction bytes 3202 in
accordance with some embodiments of the invention. The
circuit logic of the constant time decoder circuitry 3200
operates in accordance with the above code sequence com-
bined and includes additional circuit logic to decode the
memory address information of a ModRM-encoded instruc-
tion. In particular, the constant time decoder circuitry 3200
includes a REX prefix identification circuit 3220 and mul-
tiplexers 3210-3211 to decode the memory address infor-
mation of a ModRM-encoded instruction.

[0313] In FIG. 32, Solid lines represent 1-bit wires and
dashed lines represent 8-bit (byte) wires. In one embodi-
ment, the maximum number of prefix bytes N is equal to 1,
and the number of prefixes M is equal to 16 (this embodi-
ment can identify all 16 REX prefixes).

[0314] In operation, to test whether the first byte is a REX
prefix, the REX prefix identification circuit 3220 compares
bits 4:7 of Instruction Byte 0 against the value 0100b; if the
values are equivalent then the first byte is a REX prefix and
REX.B 3221 (bit 0) extends the register in the r/m field of
the ModRM byte (if the instruction has a ModRM byte).
[0315] The register extension B 3232 is the logical AND
of the output 3222 of the REX prefix identification circuit
3220 (indicating when instruction Byte 0 is the REX prefix)
and REX.B 3221 (bit 0) of Instruction Byte 0. The opcode
is either Instruction Byte O if there is no REX prefix, or
Instruction Byte 1 if there is a REX prefix. This decision is
made by the left-side multiplexer (MUX) 3210 which is
controlled by the output 3222 of the REX prefix identifica-
tion circuit 3220. The output of the left-side MUX 3210 is
the opcode, which is used as an input to a circuit 3230 (for
example, an implementation of a direct lookup table) that
outputs a value of V 3231=1 if the opcode uses a ModRM
byte without a SIB byte, in which case the r/m field 3235 of
the ModRM byte encodes the register used as the memory
address operand.

[0316] The ModRM byte is either Instruction Byte 1 (with
r/m field 3235A) if there is no REX prefix, or Instruction
Byte 2 (with r/m field 3235B) if there is a REX prefix. This
decision is made by the right-side MUX 3211 which is also
controlled by the output 3222 of the REX prefix identifica-
tion circuit 3220. Thus, the output of the right-side MUX
3211 is the 3 bits that comprise the r/m field 3235A or 3235B
of the ModRM byte.

[0317] In summary, the illustrated embodiment outputs 5
bits: V, B, b, b, and b. The V bit 3231 indicates that the
instruction accesses memory using a ModRM encoding, and
without a SIB byte. If V=0, then the other bits are not valid
and have no meaning. If V=1, then the instruction accesses
memory using the register whose index is bit B 3232
combined with bbb 3235A or 3235B (i.e.. Bbbb). For
example, if V=1 and Bbbb=1000b, then the instruction
accesses memory using the effective address provided in
register RS.

[0318] While this embodiment is described with respect to
specific instruction types of a particular ISA, the underlying
principles of the invention are not limited to any particular
ISA or instruction types. Note also that the circuit does not
necessarily need to decode the memory access information
for every instruction in the given ISA. It suffices for the
circuit to decode, for example, only the most commonly
executed instructions, subject to the requirement that if the
circuit produces what is reported to be a valid memory
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access (for example, V=1) then the decoded instruction must
access memory at the reported location. For example, if the
input instruction is MOV RAX, [RBX], then the circuit may
report (a) that the instruction accesses memory referenced
by RBX, or (b) that the instruction may not access memory;
but the circuit must not report (c) that the instruction
accesses memory at any location other than that which is
referenced by RBX. In other words, the circuit may report
false negatives, but it must not report false positives.

[0319] Also note that the parameters N and M can be less
than the maximum supported by the ISA. This can allow the
constant time decoder circuitry 3200 to satisfy die area or
power usage requirements. For example, an x86 instruction
can have up to 4 prefixes, but the embodiment shown in FIG.
32 can only decode up to 1 prefix. If there is a second prefix,
then the opcode lookup circuit will report V=0 because the
prefix does not exist in the opcode table. This result qualifies
as a false negative, which is acceptable. As a second
example, x86 supports more than 16 different prefixes, but
the embodiment shown in FIG. 32 can only decode 16
prefixes. If Instruction Byte O is a prefix that is not the REX
prefix, then the left-hand MUX 3210 will treat Instruction
Byte 0 as the opcode and provide it to the opcode lookup
circuit. Like the prior example, the opcode lookup circuit
will report V=0, potentially a false negative.

[0320] Embodiments of the invention use this decoded
information to tickle pages as described above. For example,
in some embodiments, the output of the constant time
decoder circuitry 3200 is used by microcode or other hard-
ware-protected code (for example, XuCode, SEAM, or a
TDX module) to tickle a location in memory whenever the
constant time decoder circuitry 3200 reports that the
decoded instruction will access memory. The output of the
decoder circuitry can also be exposed via the ISA to secure
application software (for example, SGX enclave software, or
via a virtualization exception #VE delivered to a TDX trust
domain).

[0321] By way of example, and not limitation, the Intel
SGX instruction ERESUME can write the output of the
constant time decoder circuitry 3200 onto one of the
enclave’s State Save Areas (SSAs), which can be written to
by microcode or XuCode, and can also be read by SGX
enclave software. When the enclave is resumed after an
interrupt or exception, XuCode can write to the SSA either
(1) the effective address of the memory access, which can be
computed using the output of the decoder circuitry 3200 and
the processor context, or (2) an algebraic expression that
characterizes the effective address of the memory access.
For example, if the instruction referenced by SSA.RIP (the
saved instruction pointer) is MOV RAX, [RBX+RSI*8],
then XuCode can write a structure to the SSA that charac-
terizes the memory access. By way of example, and not
limitation, this structure can include the following fields:

BASE__REGISTER: RBX
INDEX_ REGISTER: RSI
SCALE: 8
DISPLACEMENT: 0.

[0322] Then enclave software (for example, an AEX han-
dler triggered by AEX-Notify) can use this expression and
the saved processor context to determine the address to
tickle.
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[0323] FIG. 33 illustrates a method in accordance with
some embodiments in which the instruction referenced by
the saved instruction pointer is decoded and exposed to TEE
software. The memory address is then tickled to mitigate
malicious single/zero-stepping.

[0324] In particular, at 3301, a handler such as an interrupt
handler is executed responsive to an interrupt or exception
and the current instruction pointer (IP) is saved. As
described above, TEE execution will resume when the
handler completes execution.

[0325] At 3302, an instruction decoder (e.g., such as
decoder circuitry 3200) decodes the instruction at the saved
IP and, at 3303, information associated with the memory
access (e.g., such as the address retrieved from a register) is
exposed to TEE software (e.g., via XuCode or Microcode).
At 3304, the TEE software tickles the memory address and,
at 3305, the memory access information is exposed into the
TEE (e.g., via XuCode or Microcode).

[0326] Different embodiments of the invention implement
different techniques for updating the decoder circuitry 3200,
which may be needed, for example, if there is a bug or if the
decoder circuitry needs to be extended with new function-
ality. For example, if the decoder circuitry 3200 exposes an
interface (e.g., provided via an ISA) to user software or
machine-privileged software, then this software can be
updated to implement the missing/erroneous functionality of
the hardware decoder.

[0327] By way of example, and not limitation, SGX
instructions such as ERESUME are implemented using
machine-privileged software known as XuCode, and/or
microcode. This software is responsible for triggering the
instruction decoder and can be updated to decode new
opcodes, or to replace a defective hardware decoder behav-
ior with a corrected behavior implemented in XuCode. Note
that XuCode and/of microcode can read the current enclave
thread’s instruction pointer, and can also translate its linear
address into a physical address to extract information about
the next instruction(s) that will be executed by the enclave.

[0328] As another example, some implementations of
TDX may allow trust domains to opt-in to a #VE exception
notification each time the trust domain is suspended, for
example, due to an interrupt/exception. A software #VE
notification handler which triggers the hardware decoder
may be updated to address missing/defective behavior of the
hardware decoder.

[0329] Alternatively, or additionally, if the decoder cir-
cuitry 3200 is exposed to user or machine-privileged soft-
ware through ISA such as model-specific register(s)
(MSRs), the MSR interface may be implemented using
microcode. Most commodity processors allow microcode to
be updated, in which case the microcode flow(s) that cor-
respond to the interface to the decoder circuitry 3200 can be
updated to address missing/defective behavior. For example,
a microcode update can insert logic into the microcode flow
that triggers the decoder circuitry 3200. This logic can, for
example, attempt to read the opcode and decode the instruc-
tion without triggering the hardware decoder. This can be
useful if the hardware decoder cannot decode the opcode or
decodes it incorrectly. Note that these approaches can poten-
tially violate the constant-time property established by some
embodiments of the decoder circuitry 3200 if the microcode
(or XuCode, etc.) is not written to adhere to constant-time
principles.
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[0330] Another embodiment for updating the constant-
time decoder circuitry 3200 includes additional program-
mable compare-and-match logic such that a microcode
update can be used to modify the decoder output. An
example of such a design is a series of control registers
which are accessible by microcode and contain the opcode
information that needs to be matched (which may include a
masking capability to more efficiently match a range of
opcodes). In addition to the opcode information, the micro-
code of one embodiment also supplies an output value for
the match, which allows for maximum flexibility in over-
riding the original “stock™ behavior of the decoder circuitry
3200. Secure RTL updates for FPGA-based implementa-
tions may be performed for in-field offline updates.

[0331] Some embodiments may also signal microcode
(via an event) in the case of a more complex condition that
requires additional checking which can be provided in a
microcode update. Note that this technique of invoking
microcode can violate the constant-time property.

[0332] In the description above, for the purposes of expla-
nation, numerous specific details are set forth in order to
provide a thorough understanding of the described embodi-
ments. It will be apparent, however, to one skilled in the art
that embodiments may be practiced without some of these
specific details. In other instances, well-known structures
and devices are shown in block diagram form. There may be
intermediate structure between illustrated components. The
components described or illustrated herein may have addi-
tional inputs or outputs that are not illustrated or described.
[0333] Various embodiments may include various pro-
cesses. These processes may be performed by hardware
components or may be embodied in computer program or
machine-executable instructions, which may be used to
cause a general-purpose or special-purpose processor or
logic circuits programmed with the instructions to perform
the processes. Alternatively, the processes may be performed
by a combination of hardware and software.

[0334] Portions of various embodiments may be provided
as a computer program product, which may include a
computer-readable medium having stored thereon computer
program instructions, which may be used to program a
computer (or other electronic devices) for execution by one
or more processors to perform a process according to certain
embodiments. The computer-readable medium may include,
but is not limited to, magnetic disks, optical disks, read-only
memory (ROM), random access memory (RAM), erasable
programmable read-only memory (EPROM), electrically-
erasable programmable read-only memory (EEPROM),
magnetic or optical cards, flash memory, or other type of
computer-readable medium suitable for storing electronic
instructions. Moreover, embodiments may also be down-
loaded as a computer program product, wherein the program
may be transferred from a remote computer to a requesting
computer.

EXAMPLES

[0335] The following are example implementations of
different embodiments of the invention.

[0336] Example 1. An apparatus comprising: a cache to
store a plurality of instructions and data associated with a
trusted execution environment (TEE); instruction processing
circuitry to execute the plurality of instructions and process
the data, the plurality of instructions including one or more
instructions with memory operands, wherein responsive to
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an interrupt or an exception, the instruction processing
circuitry is to pause processing the plurality of instructions
and to execute an interrupt handler; decode circuitry to
partially decode a next instruction of the plurality of instruc-
tions to be processed following execution of the interrupt
handler, to determine if the next instruction indicates a
memory access and, if so, to calculate at least one corre-
sponding memory address, wherein the partial decode is
performed in accordance with one or more constant time
programming restrictions to mitigate timing and memory
side channel vulnerabilities.

[0337] Example 2. The apparatus of example 1 wherein
performing the partial decode in accordance with one or
more constant time programming restrictions comprises:
ensuring that one or more measured variables associated
with decoding of the instruction are consistent with one or
more stored variables corresponding to an instruction type of
the instruction.

[0338] Example 3. The apparatus of examples 1 or 2
wherein the one or more stored variables are determined by
performing a lookup in a table data structure, the table data
structure to store different variables for different types of
instructions.

[0339] Example 4. The apparatus of any of examples 1-3
wherein the one or more measured variables and one or more
stored variables include time required to perform the decod-
ing.

[0340] Example 5. The apparatus of any of examples 1-4
wherein the one or more measured variables and one or more
stored variables further include a memory access pattern.
[0341] Example 6. The apparatus of any of examples 1-5
wherein the table data structure includes an index compris-
ing one or more instruction prefixes or portions thereof and
an instruction opcode or portions thereof.

[0342] Example 7. The apparatus of any of examples 1-6
wherein the one or more instruction prefixes comprise up to
six bytes and the instruction opcode comprises up to two
bytes.

[0343] Example 8. The apparatus of any of examples 1-7
wherein to pause processing the instruction processing cir-
cuitry is to save an instruction pointer (IP) indicating the
next instruction.

[0344] Example 9. The apparatus of any of examples 1-8
wherein the decode circuitry comprises register identifica-
tion circuitry to identify a register containing an address
associated with a memory access, wherein information
stored at the address is to be evaluated prior to execution of
the next instruction.

[0345] Example 10. A method comprising: storing a plu-
rality of instructions and data associated with a trusted
execution environment (TEE); executing the plurality of
instructions and processing the data, the plurality of instruc-
tions including one or more instructions with memory
operands, wherein responsive to an interrupt or an excep-
tion, pausing processing the plurality of instructions and to
execute an interrupt handler; partially decoding, by decode
circuitry, a next instruction of the plurality of instructions to
be processed following execution of the interrupt handler, to
determine if the next instruction indicates a memory access
and, if so, to calculate at least one corresponding memory
address, wherein the partial decode is performed in accor-
dance with one or more constant time programming restric-
tions to mitigate timing and memory side channel vulner-
abilities.
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[0346] Example 11. The method of example 10 wherein
performing the partial decode in accordance with one or
more constant time programming restrictions comprises:
ensuring that one or more measured variables associated
with decoding of the instruction are consistent with one or
more stored variables corresponding to an instruction type of
the instruction.

[0347] Example 12. The method of examples 10 or 11
wherein the one or more stored variables are determine by
performing a lookup in a table data structure, the table data
structure to store different variables for different types of
instructions.

[0348] Example 13. The method of any of examples 10-12
wherein the one or more measured variables and one or more
stored variables include time required to perform the decod-
ing.

[0349] Example 14. The method of any of examples 10-13
wherein the one or more measured variables and one or more
stored variables further include a memory access pattern.
[0350] Example 15. The method of any of examples 10-14
wherein the table data structure includes an index compris-
ing one or more instruction prefixes or portions thereof and
an instruction opcode or portions thereof.

[0351] Example 16. The method of any of examples 10-15
wherein the one or more instruction prefixes comprise up to
six bytes and the instruction opcode comprises up to two
bytes.

[0352] Example 17. The method of any of examples 10-16
wherein to pause processing the instruction processing cir-
cuitry is to save an instruction pointer (IP) indicating the
next instruction.

[0353] Example 18. The method of any of examples 10-18
wherein the decode circuitry comprises register identifica-
tion circuitry to identify a register containing an address
associated with a memory access, wherein information
stored at the address is to be evaluated prior to execution of
the next instruction.

[0354] Example 19. A machine-readable medium having
program code stored thereon which, when executed by a
machine, causes the machine to perform operations com-
prising: storing a plurality of instructions and data associated
with a trusted execution environment (TEE); executing the
plurality of instructions and processing the data, the plurality
of instructions including one or more instructions with
memory operands, wherein responsive to an interrupt or an
exception, pausing processing the plurality of instructions
and to execute an interrupt handler; partially decoding, by
decode circuitry, a next instruction of the plurality of instruc-
tions to be processed following execution of the interrupt
handler, to determine if the next instruction indicates a
memory access and, if so, to calculate at least one corre-
sponding memory address, wherein the partial decode is
performed in accordance with one or more constant time
programming restrictions to mitigate timing and memory
side channel vulnerabilities.

[0355] Example 20. The machine-readable medium of
example 19 wherein performing the partial decode in accor-
dance with one or more constant time programming restric-
tions comprises: ensuring that one or more measured vari-
ables associated with decoding of the instruction are
consistent with one or more stored variables corresponding
to an instruction type of the instruction.

[0356] Example 21. The machine-readable medium of
example 19 or 20 wherein the one or more stored variables
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are determine by performing a lookup in a table data
structure, the table data structure to store different variables
for different types of instructions.

[0357] Example 22. The machine-readable medium of any
of examples 19-21 wherein the one or more measured
variables and one or more stored variables include time
required to perform the decoding.

[0358] Example 23. The machine-readable medium of any
of examples 19-22 wherein the one or more measured
variables and one or more stored variables further include a
memory access pattern.

[0359] Example 24. The machine-readable medium of any
of examples 19-23 wherein the table data structure includes
an index comprising one or more instruction prefixes or
portions thereof and an instruction opcode or portions
thereof.

[0360] Example 25. The machine-readable medium of any
of examples 19-24 wherein the one or more instruction
prefixes comprise up to six bytes and the instruction opcode
comprises up to two bytes.

[0361] Example 26. The machine-readable medium of any
of examples 19-25 wherein to pause processing the instruc-
tion processing circuitry is to save an instruction pointer (IP)
indicating the next instruction.

[0362] Example 27. The machine-readable medium of any
of examples 19-26 wherein the decode circuitry comprises
register identification circuitry to identify a register contain-
ing an address associated with a memory access, wherein
information stored at the address is to be evaluated prior to
execution of the next instruction.

[0363] Many of the methods are described in their most
basic form, but processes can be added to or deleted from
any of the methods and information can be added or sub-
tracted from any of the described messages without depart-
ing from the basic scope of the present embodiments. It will
be apparent to those skilled in the art that many further
modifications and adaptations can be made. The particular
embodiments are not provided to limit the concept but to
illustrate it. The scope of the embodiments is not to be
determined by the specific examples provided above but
only by the claims below.

[0364] Ifitis said that an element “A” is coupled to or with
element “B,” element A may be directly coupled to element
B or be indirectly coupled through, for example, element C.
When the specification or claims state that a component,
feature, structure, process, or characteristic A “causes” a
component, feature, structure, process, or characteristic B, it
means that “A” is at least a partial cause of “B” but that there
may also be at least one other component, feature, structure,
process, or characteristic that assists in causing “B.” If the
specification indicates that a component, feature, structure,
process, or characteristic “may”, “might”, or “could” be
included, that particular component, feature, structure, pro-
cess, or characteristic is not required to be included. If the
specification or claim refers to “a” or “an” element, this does
not mean there is only one of the described elements.
[0365] An embodiment is an implementation or example.
Reference in the specification to “an embodiment,” “one
embodiment,” “some embodiments,” or “other embodi-
ments” means that a particular feature, structure, or charac-
teristic described in connection with the embodiments is
included in at least some embodiments, but not necessarily
all embodiments. The various appearances of “an embodi-
ment,” “one embodiment,” or “some embodiments” are not
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necessarily all referring to the same embodiments. It should
be appreciated that in the foregoing description of exem-
plary embodiments, various features are sometimes grouped
together in a single embodiment, figure, or description
thereof for the purpose of streamlining the disclosure and
aiding in the understanding of one or more of the various
novel aspects. This method of disclosure, however, is not to
be interpreted as reflecting an intention that the claimed
embodiments require more features than are expressly
recited in each claim. Rather, as the following claims reflect,
novel aspects lie in less than all features of a single fore-
going disclosed embodiment. Thus, the claims are hereby
expressly incorporated into this description, with each claim
standing on its own as a separate embodiment.
What is claimed is:
1. An apparatus comprising:
a cache to store a plurality of instructions and data
associated with a trusted execution environment;

instruction processing circuitry to execute the plurality of
instructions and process the data, the plurality of
instructions to include one or more instructions with
memory operands,

wherein responsive to an interrupt or an exception, the

instruction processing circuitry is to pause processing
of the plurality of instructions and to execute a handler;
and

decode circuitry to partially decode a next instruction of

the plurality of instructions to be processed following
execution of the handler to determine if the next
instruction indicates a memory access and, if so, to
calculate at least one corresponding memory address,
wherein the partial decode is to be performed in accor-
dance with one or more constant time programming
restrictions.

2. The apparatus of claim 1 wherein performing the partial
decode in accordance with one or more constant time
programming restrictions comprises: confirming that one or
more measured variables associated with decoding of the
next instruction are consistent with one or more stored
variables corresponding to an instruction type of the next
instruction.

3. The apparatus of claim 2 wherein the one or more
stored variables are determined by performing a lookup in a
table data structure, the table data structure to store different
variables for different types of instructions.

4. The apparatus of claim 2 wherein the one or more
measured variables and one or more stored variables include
time to perform the decoding.

5. The apparatus of claim 4 wherein the one or more
measured variables and one or more stored variables further
include a memory access pattern.

6. The apparatus of claim 3 wherein the table data
structure includes an index comprising one or more instruc-
tion prefixes or portions thereof and an instruction opcode or
portions thereof.

7. The apparatus of claim 6 wherein the one or more
instruction prefixes comprise up to six bytes and the instruc-
tion opcode comprises up to two bytes.

8. The apparatus of claim 1 wherein to pause processing
the instruction processing circuitry is to save an instruction
pointer (IP) indicating the next instruction.

9. The apparatus of claim 1 wherein the decode circuitry
comprises register identification circuitry to identify a reg-
ister containing an address associated with a memory access,
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wherein information stored at the address is to be evaluated
prior to execution of the next instruction.
10. A method comprising:
storing a plurality of instructions and data associated with
a trusted execution environment;

executing the plurality of instructions and processing the
data, the plurality of instructions including one or more
instructions with memory operands,

wherein responsive to an interrupt or an exception, paus-

ing processing the plurality of instructions and execut-
ing a handler; and
partially decoding, by decode circuitry, a next instruction
of the plurality of instructions to be processed follow-
ing execution of the handler to determine if the next
instruction indicates a memory access and, if so, cal-
culating at least one corresponding memory address,
wherein the partial decode is to be performed in accor-
dance with one or more constant time programming
restrictions.
11. The method of claim 10 wherein performing the
partial decode in accordance with one or more constant time
programming restrictions comprises: confirming that one or
more measured variables associated with decoding of the
next instruction are consistent with one or more stored
variables corresponding to an instruction type of the next
instruction.
12. The method of claim 11 wherein the one or more
stored variables are determine by performing a lookup in a
table data structure, the table data structure to store different
variables for different types of instructions.
13. The method of claim 11 wherein the one or more
measured variables and one or more stored variables include
time to perform the decoding.
14. The method of claim 13 wherein the one or more
measured variables and one or more stored variables further
include a memory access pattern.
15. The method of claim 12 wherein the table data
structure includes an index comprising one or more instruc-
tion prefixes or portions thereof and an instruction opcode or
portions thereof.
16. The method of claim 15 wherein the one or more
instruction prefixes comprise up to six bytes and the instruc-
tion opcode comprises up to two bytes.
17. The method of claim 10 wherein to pause processing,
an instruction pointer (IP) indicating the next instruction is
to be saved.
18. The method of claim 10 wherein the decode circuitry
comprises register identification circuitry to identify a reg-
ister containing an address associated with a memory access,
wherein information stored at the address is to be evaluated
prior to execution of the next instruction.
19. A machine-readable medium having program code
stored thereon which, when executed by a machine, causes
the machine to perform operations comprising:
storing a plurality of instructions and data associated with
a trusted execution environment;

executing the plurality of instructions and processing the
data, the plurality of instructions including one or more
instructions with memory operands,

wherein responsive to an interrupt or an exception, paus-

ing processing the plurality of instructions and to
execute a handler; and

partially decoding, by decode circuitry, a next instruction

of the plurality of instructions to be processed follow-



US 2025/0036751 Al

ing execution of the handler to determine if the next
instruction indicates a memory access and, if so, cal-
culating at least one corresponding memory address,
wherein the partial decode is to be performed in accor-
dance with one or more constant time programming
restrictions.

20. The machine-readable medium of claim 19 wherein
performing the partial decode in accordance with one or
more constant time programming restrictions comprises:
confirming that one or more measured variables associated
with decoding of the next instruction are consistent with one
or more stored variables corresponding to an instruction type
of the next instruction.

21. The machine-readable medium of claim 20 wherein
the one or more stored variables are determine by perform-
ing a lookup in a table data structure, the table data structure
to store different variables for different types of instructions.

22. The machine-readable medium of claim 20 wherein
the one or more measured variables and one or more stored
variables include time to perform the decoding.

31
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23. The machine-readable medium of claim 22 wherein
the one or more measured variables and one or more stored
variables further include a memory access pattern.

24. The machine-readable medium of claim 21 wherein
the table data structure includes an index comprising one or
more instruction prefixes or portions thereof and an instruc-
tion opcode or portions thereof.

25. The machine-readable medium of claim 24 wherein
the one or more instruction prefixes comprise up to six bytes
and the instruction opcode comprises up to two bytes.

26. The machine-readable medium of claim 19 wherein to
pause processing, an instruction pointer (IP) indicating the
next instruction is to be saved.

27. The machine-readable medium of claim 19 wherein
the decode circuitry comprises register identification cir-
cuitry to identify a register containing an address associated
with a memory access, wherein information stored at the
address is to be evaluated prior to execution of the next
instruction.
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