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Abstract—This paper studies the weighted sum secrecy rate
(WSSR) maximization problem in single-input single-output
interference wiretap channels, which is a fundamental yet chal-
lenging problem in physical layer security. Given the inherent
nonconvexity of the WSSR objective, we develop a novel fast iter-
ative algorithm based on the minorization-maximization (MM)
framework. By exploiting the flexibility of the MM principle
in surrogate function design, the proposed algorithm admits
closed-form updates at each iteration. From a unified perspective,
we show that many existing algorithms can be interpreted as
instances of MM methods. We further analyze the surrogate func-
tions employed by several state-of-the-art approaches together
with the proposed method, clarifying their intrinsic connections
and highlighting the advantages of the proposed method. Numer-
ical results demonstrate that the proposed algorithm achieves
comparable convergence behavior to baseline methods while
significantly reducing computational time across a wide range
of network configurations and signal-to-noise ratio regimes.

Index Terms—information theoretic security, physical layer
security, secrecy rate maximization, minorization-maximization,
wiretap channel.

I. INTRODUCTION

Communication security is a fundamental topic in wireless
communications, and a wide range of techniques have been
proposed to ensure confidentiality against unauthorized re-
ceivers [1]. Among them, physical layer security has attracted
considerable attention because it enables secure transmission
by exploiting the inherent randomness of wireless channels
without relying on traditional key-based encryption mecha-
nisms. In this context, the secrecy rate has been widely adopted
as a key performance metric for evaluating beamforming
designs and power allocation strategies [2]. The study of
physical layer secrecy dates back to the seminal work by
Wyner in the 1970s [3], which established the notion of
a positive secrecy rate for degraded wiretap channels. This
result was subsequently extended to single-input single-output
(SISO) Gaussian wiretap channels in [4].

Depending on the underlying system model, the existing
literature on secrecy rate maximization can be broadly cat-
egorized into two classes. The first class considers wiretap
channels without multiuser interference and/or artificial noise,
e.g., [5]-[8]. The second class incorporates multiuser interfer-
ence and/or artificial noise into the secrecy rate optimization
problem, e.g., [9]-[14].

Specifically, [5] proposed an alternating optimization ap-
proach for multiple-input multiple-output (MIMO) wiretap
channels that converges to stationary points. [6] consid-
ered scenarios with multiple eavesdroppers and employed
difference-of-convex (DC) programming for problem reso-
lution. Compared with [5], this offers more flexible forms
of constraints to consider. [7] introduced the weighted min-
imum mean-square error (WMMSE) algorithm into secrecy
rate optimization, proposing a method in which each convex
subproblem admits a closed-form solution. [8] demonstrated
that, under certain conditions, the secrecy rate optimization
problem can be directly transformed into a convex problem
and introduced an efficient algorithm to solve it.

The second class of approaches considers wiretap channels
with multi-user interference or artificial noise. [9] considered
both multi-user interference and artificial noise for MIMO
wiretap channels, developing an MM algorithm that relies on
convex solvers for subproblem solutions. [10] introduced a
generalized quadratic matrix programming (GQMP) method
capable of handling a broad class of mutual information
optimization problems, which also include the optimization
model established in [9]. [11] investigated cell-free massive
MIMO networks and proposed a path-following algorithm,
which requires a convex solver for subproblem optimization.
This approach was subsequently extended to Rician fading
channels in [12]. In [15], a successive convex approximation
(SCA) method was used to solve the problem of maximizing
WSSR for the MISO system. For each subproblem, the convex
solver must be called to obtain a solution. [13] proposed
two efficient methods based on fractional programming to
maximize the WSSR in SISO interference channels, but both
methods still require a convex solver to obtain the convex
subproblem solutions. [14] introduced a technique that refor-
mulates the secrecy rate in single-user scenarios to directly
apply the WMMSE algorithm.

In this paper, we study WSSR maximization in SISO
interference channels and propose a novel fast iterative al-
gorithm within the MM framework. The proposed algorithm
admits closed-form updates at each iteration, which leads to
a significant reduction in computational time compared to
existing methods. From a broader perspective, a substantial
body of prior work on beamforming and power allocation
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can be interpreted through the lens of the MM framework.
Motivated by this observation, we provide a unified the-
oretical analysis of the surrogate function construction in
several representative MM-based algorithms, including [9]-
[11], [13], together with the proposed method. This analysis
reveals the intrinsic relationships among different surrogate
functions and highlights the advantages of the surrogate design
adopted in this work. Numerical results further demonstrate
that the proposed algorithm achieves substantially improved
computational efficiency over a range of existing optimization
methods across different numbers of users and signal-to-noise
ratio regimes.

II. PROBLEM FORMULATION

We consider a SISO interference channel consisting of K
single-antenna base stations (BSs), each serving one single-
antenna legitimate user. Let h; ; € C denote the downlink
channel coefficient from BS j to user k, and let e; ~
CN(0,0%) denote the additive white Gaussian noise at user
k. We further consider K’ eavesdroppers. Without loss of
generality, we assume K’ < K. Let izk,j € C denote the
channel coefficient from BS j to eavesdropper k, and let
éx ~ CN(0,53) denote the background noise at eavesdropper
k. Let w; € C and s; € C denote the beamforming coefficient
and the transmit symbol of BS j, respectively. The received
signal at user k is given by

K

Y = hkykwkskJr Z thijj‘i’ek, k=1,...

J=1,5#k

interference plus noise

K.

desired signal

1
Similarly, the received signal at eavesdropper k is given by
~ K ~
Y = hhkwksk—i— Z hk’j’LUij-‘ré]€7 k=1,...
YT j=1,i#k

K’

desired signal

interference plus noise
2
We define the transmit power as p; = |w;|?. Each BS j is
subject to an individual transmit power constraint

lwi|? < Py, j=1,...,K. 3)

We assume that users k = 1,..., K’ are each monitored by
an associated eavesdropper, while the remaining users are not
subject to eavesdropping. For k = 1,..., K’, the achievable
secrecy rate of user k in the presence of an eavesdropper is
given by!

h 2
Ry, (p)10g<1+ - |t | p;; 2)
2jm1, jk e g1ps + o

ﬁ 2
—1og<1+ - L b ~2).
Zj:l,j;ék |\hi,;1’pj + 5,

'In principle, the secrecy rate is [Ry (p)]* def max{Ry, (p),0}. For

analytical convenience, we omit the positive-part operator in this paper. Such
an operator can be approximated by smooth functions (e.g., the softplus
function) or handled using the approach in [14, Proposition 2].

“4)

For k= K’ +1,..., K, where no eavesdropper is associated
with user k, the achievable rate is given by

e i [Pk > )
I .
Zj:Lj;ék |hie 1D + 0F
The WSSR maximization problem is formulated as

Rk (p) = log (1 +

K
. def
maximize  f(p) = > wiRk (), (6)
k=1
where p = [p1,...,p K]T denotes the transmit power vector,
P={pl0<pe <P, k=1, K} )

denotes the feasible power set with Pj being the transmit

power budget at BS k, and w; > 0 represents the priority

weight of user k. The WSSR maximization problem in (6) is

nonconvex due to the nonconvexity of the objective function.
ITII. A NOVEL MM ALGORITHM

In the following, we introduce the proposed algorithm based
on the MM framework [16]. Observe that for k = 1,..., K’,
the secrecy rate in (4) can be rewritten as (8), where the first
two terms are concave in and the last two terms are convex.

Lemma 1 ( [17], [18]). For log (>, a;z; + &), the follow-
ing relation holds 2

n E a;T; + 5 n
o (3o ) < St (S )

i=1 S oajz; + €& i=1
i=1

where the equality is attained at x; = z,.

Fork =1,..., K’, applying Lemma 1 to the last two terms
in (8), we obtain
Rk (p)

> |hie,j?pj + of

J
> | jlPp, + of Z|Ek,j|2gj + 67
Jj#k j

Dz he?pi + ok 32, |helPps + 6F
g lbesPp H ok 30 NP, + 57
def
=Ry (plp)

Similar to the above derivation, for k = K’ +1, ..., K, based
on Lemma 1, we have

Rk (p)

) |, j |?pj + 57
J

> log + log

=log | Y |hw;[’pj +of | —log [ Y [hw,|*p; + 07
J j#k

> log 35 heglPpi ok N Xk lhelps + of

- Zj;ék |hk7j|22j + 0,% Zj;ﬁk |hk,j|2gj + Jl%

défﬁk (p|E).

2In this paper, underlined letters denote variables that are fixed at the current
iteration in the MM procedure.
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Zj;ék ‘hk,j

2 ~9
p; + o},

Rk (P)

Nhi ;P p; 4 02
:log< > |he it L,
> ik [P |” i + 0 P

=log Z|h;w

J J#k

2

2 ~2
pj + o;,

pj +0k + log Z|hkj| pj +Uk

®)

—log | Y | j’pj +op | —log | > I ’ps + 57
7k 3

Finally, we obtain a surrogate function for f at p as follows:

Zkak p|p)

which is concave in p. However, with f as the objective, the
resulting subproblem does not admit a closed-form solution.
To obtain closed-form solutions, we introduce the following
technique.

f(plp)

Proposition 2. For log (3 | a;x; + &) of x; > 0 with a; >

0, the following relation holds
log iaixi +&) > __ ZaZ*’ + £
i=1 Zz 1 @iz + 4
n
+ log <Z a;x; + f) +1,
i=1
where the equality is attained at x; = x;.

Proof. The logarithmic function is concave and hence can be

upperbounded by its linear expansion around ST e 1€ (1” e as
i=1 @idy
follows:

log <1) < log <1>
Zz 10w +§ Z +&
1 1
+ (;aﬁi +f) (Z?—l e - Z?:l paey +£> .

Then we have

(o) (B
i=1 i=1 %t
+ log <Zaixi+€> +1

i=1

To further decouple the summation in the denominators, we
introduce the following lemma.

Lemma 3 ( [16]). Assuming P = 0, the matrix (APAH)f1
can be upperbounded at P as

-1

(APA™) ™' < (APAY) ' APP'PAY (APA)

where the equality is attained at P = P.

Particularizing the matrix P =

A= (XL ez,

we have
= 1
1 iTi > = |
0g<;ax +§> 21;1a1£z+§[\/a a ]
7£nx;1£n’§) [\/aa <o/ An, 1]T
+ log (Zaixﬁ&) +1

=1

ZT'L—l azf + I3 -
=== d + log az, +& |+ 1
> +¢ 2

i=1 @iy i—1

diag (z1,...,2n,€&) and

+o7" [\/a1,...,y/an,1] in Lemma 3,

. -1
diag (£1$1 Ty

O

Based on Proposition 2, a further surrogate function can
be constructed as in (9). Then, we can solve the WSSR
maximization problem by successively solving the following
convex problem

K
minimize Z <al + bsz) , (10)
pE = \pi
where
’ 7 2 2
al wi [hi|” p? i W ‘hk i| P
DI T P Dy e
k=1 2uj=1 |""k,j1 P; T O k=1 Z;;l hk,J’ p;+ o}
-2
b i wk|hk il - W | P
i = 2 ’
1 |he,j p + o? — K 17 =2
h=l Z;;ﬁ M5 kook=13 000 ‘hkd p; +0j
fori =1,..., K. In problem (10), the variables {p;} are sepa-

rable across indices ¢. By examining the first-order optimality
condition, the unconstrained minimizer of each subproblem
is given by +/a;/b;, which is nonnegative since a; > 0 and
b; > 0. Taking into account the individual power constraint
0 < p; < P, the optimal solution is therefore given by

p?—min{ Zi,Pi}, i=1,..., K.

The convergence guarantee of the derived MM algorithm is
presented in Theorem 4.

(11

Theorem 4. Let {p!)} be the sequence generated by the pro-
posed MM algorithm. Then every limit point of the sequence
{p®Y is a stationary point of the problem (6).
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/ o 2 Y 9
N i 5 Zj;ék [P 5 p;p; + 0 Zj ,j’ pj + 0%, +f( )
WE - = - p
12 52 =2 =
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IV. ALGORITHM COMPARISON FROM A SURROGATE
FUNCTION PERSPECTIVE

In this section, we discuss several MM-based algorithms
and clarify their relationships. To this end, we consider the
first logarithmic component in the secrecy rate function, which
is simplified as

22
Fa,y) = 1og<1+ . ) (12)
From a unified perspective, many existing algorithms can
be interpreted as instances of the MM framework. In the
following, we compare the surrogate functions induced by
different MM constructions. For notational simplicity, we omit
the arguments in the function notation.

The proposed method: The proposed MM algorithm
deploys the following surrogate function fi:

4

z? T 1

> 1 1 = Q- - =

f_Og(+1+y2>+ 1+y?+ 2222
2

_ (1+9%) 1 _1+y2d£ff

T+y?+221+92 1+y2 b

where z > 0.
The path-following algorithm in [11]: The surrogate
function f5 is designed as follows:

z? 222
>1 1 — =
f= og< +1+y2)+1—|—y2+m2
z? z 1492 dﬁff
I+y2+22 \ 20—z 1+y? .

where £ > 0, z > 0, and 2x > x.
The GOMP method in [10]: We have the surrogate
function f3 defined as

f:log(1+a:2+y2)—log(1+y2)
_ 2 _1+92
log (1+y%) +1 5y
+log (1— 2 — y? + 2z + 2yy) & fi,

where x >0, 2> 0,y >0,y >0, and2m:+2yy>m —l—y
The alternating optimization approach [5] and MM al-
gorithm [9]: The surrogate function is built on

1+y2 dﬁff
1+y 4,

f>log(1+a*+y%) —log (1+y°) +1—

which is tighter than f; and fs.

The FP method [13]: The author proposes two FP-
based algorithms. The direct FP algorithm gives the following
surrogate function:

1+ y? .
folog (14— g2 V) et
And the fast FP algorithm gives
z? x? 2xx
>1 1 — - — —
f—°g< +1+y2> T+ 1+y°

2P (1427 +y?) af |
T+ Q+a2+y2) "

Observe that the surrogate function f; corresponds to the
first minorization step in Lemma 1, which implies that f; >
f1. Furthermore, by linearizing the quadratic form inside the
logarithm of f;, we obtain the surrogate function fs, and
hence f; > f3. From a theoretical perspective, the following
relationships hold:

fa > fs, fa> f1.

Let z = 1 and y = 1. The numerical comparison results are
presented in Fig. 1. As illustrated in Fig. 1(a), when v is fixed
at y and z is treated as the variable, the surrogate function
that provides the tightest approximation with respect to 2 is
fa(z,y; 2, y). In fact, this surrogate coincides with the original
function for all (z,y). Note that although f; is not convex with
respect to z, it becomes convex when viewed as a function of
22. In contrast, as shown in Fig. 1(b), when z is fixed at z and
y is treated as the variable, the tightest surrogates are given

by f> and fe.

13)

V. NUMERICAL RESULTS

In this section, we conduct numerical simulations to eval-
uate the performance of the proposed MM algorithm and
compare it with existing methods for WSSR maximization.
All simulations are carried out in a Python 3.12 environment
on a desktop computer equipped with an Intel Xeon W CPU.
Convex subproblems are solved using CVXPY with the SCS
solver. We consider a system with K = 4 users and K’ = 2
eavesdroppers, where the transmit power constraints are set

as P, = .-+ = Pg = P, the noise variances are given
by o’% - ... = 0‘%( — g2 and&% — ... = 5%{/ = 02,

the channel coefficients h; ; are independently drawn from
CN(0,1) fori,j = 1,..., K, and the eavesdropper channels
h; ; are independently drawn from CN(0,1) fori =1,..., K’
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Fig. 2: The performance of the proposed MM algorithm (Averaged over 1000 Monte Carlo results).

and j = 1,..., K. The signal-to-noise ratio (SNR) is defined
as SNR = P/o2. The proposed closed-form MM algorithm is
compared with the following benchmark methods: alternating
optimization (AO) [5], path-following algorithm (PA) [11],
direct fractional programming (Direct FP) and fast fractional
programming (Fast FP) [13], and generalized quadratic matrix
programming (GQMP) [10]. All results are averaged over 1000
Monte Carlo trials to ensure statistical reliability.

In the first experiment, the SNR was fixed at 10 dB. After
200 iterations, the convergence results and runtime are shown
in Fig. 2(a) and (b). In the second experiment, different
algorithms were executed over an SNR range from —10dB
to 30 dB, with the stopping criterion at the ¢-th iteration given
by

FED) = Fp)/ (D) <,

where ¢ = 10™%. The results are presented in Fig. 2(c) and
(d). In Fig. 2(a), as the number of users K increases, the
proposed MM (Closed-form) exhibits a stable CPU time, while
the other benchmarks show rising trends, indicating superior
scalability. Fig. 2(b) demonstrates that for a given WSSR,
the proposed method requires less CPU time, highlighting its
computational efficiency. Moreover, Fig. 2(c) reveals that the
proposed algorithm achieves a higher WSSR across different
SNRs. Since the FP-based method [13] requires adding a pos-

itive constant to the denominator to avoid numerical issues, it
can be observed from the numerical experiments that for high
SNR cases, the WSSR obtained by Direct FP and Fast FP will
decrease compared to other algorithms. Additionally, Fig. 2(d)
shows that the CPU time of the proposed method remains
relatively constant with varying SNRs, further confirming its
robustness and efficiency. Overall, the proposed MM algorithm
outperforms the benchmarks in both performance metrics and
computational complexity, making it a compelling solution for
practical deployments.

VI. CONCLUSION

This paper has addressed the challenging problem of
weighted sum secrecy rate maximization in SISO interference
channels. By developing a novel MM-based algorithm with
closed-form updates at each iteration, we have significantly
reduced the computational complexity compared to existing
approaches that rely on numerical solvers for convex sub-
problems. The proposed method has demonstrated favorable
convergence behavior and superior computational efficiency
across a wide range of network configurations and SNR
regimes. Numerical results have consistently validated the
effectiveness of the proposed approach, showing substantial
reductions in computational cost while maintaining competi-
tive secrecy rate performance.
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